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Abstract

For some years now, web services have been empiloyéatural Language Processing (NLP) for a nunatb@ises and within a number
of sub-areas. Web services allow users to gainsacimedistant applications without having the naedhstall them on their local
machines. A large paradigm of advantages can kngot from a practical and development point ofwidowever, the legal aspects
behind this sharing should not be neglected andldhoe openly discussed so as to understand thkcatipns behind such data
exchanges and tool uses. In the framework of PANAQRi& paper highlights the different points invedvand describes the work done
in order to handle all the legal aspects behindetmints.
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large part of the work effort is devoted to the elepment
1. Introduction of a platform (Poch et al., 2012) dealing with veelovices

For some vears now. web services have been empioved and workflows (i.e. chains of web services). Onahaf
y ’ PIYED main objectives is to allow developers to sharerthe

Natural Language Processing (NLP) for a numbersebu 5 jications without having to give any access He t
and within a number of sub-areas. Web servicesvallo soyrce code or to an outdated executable. Fromegsus
users to gain access to distant applications withauing point of view, the fact of being able to run an kggtion
the need to install them on their local machinedarge (or a combination of them) and obtain its outputheirt
paradigm of advantages can be obtained from aipaact the drawback of dealing with any installation issus
and development point of view. However, the legplets ~ already a big advantage. However, in order to r¢hah
behind this sharing should not be neglected andidhme  state with all uses clearly defined, a number afstions
openly discussed so as to understand the implizatio Need to be answered. . _
behind such data exchanges and tool uses. During the project and the setting up of web s@wic
A number of European initiatives have been lookinthe ~ unavoidable questions have arisen based on therefilf
legal aspects of data sharing these past few ysach as needs of. the platform. Some of these needs cortbern
META-NET" and CLARIN), but this has been done from following:

a repository and language resource (LR) point efwi * The input to the web services and workflows;
(Choukri et al., 2012), clearlrjg out thelllcensmgldltlons «  The temporary data and storage on servers;
between the LR centre and its potential user. o
For instance, with the advice and collaboratiorlegfal * The usage of applications;

experts, META-NET has defined a number of licenses « The implications on the development;
which allow for the sharing of language resouraeshie

above-mentioned scenario. A not-to-be-neglected big The output data;

concern of the different initiatives has been tswa not e The different licenses and disclaimers.
only the right to read the content of a LR, butoals
transform it and to share it, together with anyidsives, In this paper, we highlight those different pointhile

to interested third parties. Bearing this in miadariety of  trying to solve all legal aspects involved in aagie a way
licensing user cases have been defined and latess possible. First, we summarize the context of web
implemented into license templates that membensguse services and workflows from a user’s point of viévext,
can choose from, according to their needs. we focus on the different challenges regarding the
CLARIN has also worked on designing a licensing andintellectual Property Rights (IPR) when sharing web
authorization schema for their network of digital services and workflows. Finally, we draw some
repositories (Lindén, 2010). conclusions regarding this sharing of web serviard

However, what happens when licensing aspects wegal t  workflows in a legal framework.
further than this one-to-one LR acquisition? Desjpite

Iniiatives, nane of them has put into piace arigmy > oM Web Servicesand Workflowsto
schema which covers the multiple needs of a welicger , L egal Web Appllcatlons

based LR production platform, i.e. a factory ofgaage ~ Deploying a web service is a handy way to share an
resources. application without dealing with any installation,
In the EU-FP7 PANACEAproject (7FP-ITC-248064), a download and maintenance issues. However, this motes
mean that users can play with applications withaking

into consideration the usage rights behind thenwhiat
regards workflows, users need to be aware of thaesa

! http://www. meta-net.eu

2 http://www.clarin.eu

*Platform for Automatic Normalized Annotation and
Cost-Effective Acquisition of Language Resources fo Human Language Technologies.
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limitations but at a different level: IntellectuBroperty
Rights (IPR) issues exist for each web servicdefdhain
and for each language resource obtained and prdduce e
In PANACEA, web services are collected within a S
catalogué named theRegistry, which is based on the
BioCatalogué tool (Belhajjame et al., 2008). This registry e
makes web services visible to the community as e®ll [ | s
allows providers to add new web services that any ™=~
interested user may wish to use. Therefore, usars ¢ )
a) browse the different web services available,
b) provide new web services and
c) use available web services, either within a
workflow or for a single usage, depending on
their needs.

&l Loin | 3 Register | &7 Givaus Feedback | . invite

Home  Users  Groups ~ Workflows  Files

NewlUpload

Search results for "bilingual process™ _Workflow 2 | G0

Log in I Register

{3 Bilingual Process, Sentence Alignment of bilingual
Fitar by typs nd export into THX (v2)
Original

2 dated: CAO312 3 130358
? uploader

Fiter by tag Needan acc
= Glick here to register

Forgot Password?

Figure 1 provides a snapshot of the Registry.

Search Results

Figure 2: PANACEAmMyExperiment snapshot

3. Establishing a Legal Framework

Some of the legal issues linked to the usage of web
services and workflows are quite challenging. Irtipalar,
in PANACEA, the issues are related to the automatic
production of language resources within a web piatf
For instance, we have to handle the data coming fre
Internet, the combination of data and softwsi web

lsp deduplicatormds  soA?  Soapias

Figure 1: PANACEARegistry snapshot

. . . & services, the combination of different web services
Likewise, workflows are also collected within aalague, through a workflow or the management of derivative
based on the myExperiménool (De Roure et al., 2008), d

and they offer the same features as the above-omexti products.

web services, i.e., browsing, contributing with new Sg{ ﬁJ

workflows or using them through the Taverna sofavar —
(Hull et al., 2006).

Figure 2 illustrates this catalogue and the marther
workflows are listed.

With regard to the legal situation of the toolshiitthese
catalogues, a clear legal framework is being defiffénis
will allow for IPR issues to be clearly stated widgard to {we;:gmes
the different content types within such catalogaesl l
within the PANACEA platform as a whole. This legal |
framework has a double role, both informative aciive,
thus ensuring that users are:

well aware of the rights behind the applications
integrated in the web services,

well equipped with the necessary documents_. . . :
(licenses, disclaimers, description documents)F_'gure3dep'CtS the starting point of the studyhwa very

they may need for a usage of the services and théimple definition of the PANACEA platform structure
platform as user-friendly and as simple as This structure already points out the kind of pagters to

J

Web " web )
Service, Service,

o

------ 3T TTLIII I Fravelling Objeet - -+

Work Flow Engine ‘* ‘

LR
(parallel corpus)

Platform

Figure 3: Starting point for the needs

possible.
Furthermore, all this is also applicable to thehtsgand
conditions behind the input and output data thadutate
around the PANACEA platform.

* http://registry.elda.org

> http://www.biocatalogue.org
® http://myexperiment.elda.org
" http://www.myexperiment.org

take into consideration (e.g., tools, data, welvises,
workflows, catalogues, output LRs, users...) andlsb a
sets up the basics for the multiple element relatiips
and combinations that can take place and thatregjlire
clearing out. Once the different elements were yeea,
we were faced with Figure 3 converted into Figuréhé
latter providing us with all the questions and vwesrthat
the platform users may run into (points here derifrem
discussions with the actual project partners arterial
platform users).
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Check points (LRs + Software)

Data from
Internet

Usage
rights?

Too)
ge A
(Crawler)

Data from users:
users guara

theiri'ight

Licence?

Physical storage on server of tool
providers:

- For how long?

- Who is the owner?

- Is there any restriction to do it?

- Rights/needs to keep/delete data?

Web services|
Registry

- Who is the owner?
(user, PANACEA, tool provider(s),
combination)

- Physical storage? (user?, data server?)

Figure 4: Legal concerns to be handled within tlafgrm

These questions and worries (that within the figare
referred to as check points)
information:

e The input to the web services and workflows;
e The temporary data and storage on servers;
e The usage of applications;

e The implications on the development;

e The output data;

* The different licenses and disclaimers.

The following sections elaborate on all these it
more detail.

3.1 Input to Web Services and Wor kflows

Two main types of data sources may be provided usea
to a web service: either data coming from the hee(for

instance, when using web services for crawling), or

material which is already “owned” by the user (ather,

“in the user’s hands”). In either case, the usdgbedata
is restricted by some rights.

These rights are generally well-known when talkabhgut

already available language resources. However,ighis
completely different story when facing Internet sms.

For the latter, the user should make sure thae (ss the
right to crawl such data. In order to do so, (3)tay need
to obtain an authorization to use the material wtherse
are to be employed, for instance, in the trainifgao
commercial application.

3.1.1. Case Study: Internet Data Crawling

In the framework of PANACEA, we have carried out a

case study on crawled data so as to:

e analyse quantitatively the full implications

behind its use, in particular with the perspective

of future massive data handling;

regard the following

following steps:

Locating all sources and contact points: this is
relatively simple when planning to approach a
few sources, but very costly when considering
hundreds/thousands of them.

Studying terms and conditions: a web site may
contain public data which can already be used.
We need to see whether data use and future
distribution (of the data or any derivative product
are at all possible.

Approaching providers: once established that
data sources need to be approached (on a case per
case basis), the efforts required may vary from a
few simple exchanges (for providers willing to
contribute to R&D, for instance) to endless
discussions to define data use and conditions,
among others.

Thus, it can be concluded that the complexity betims
“data usage right obtaining” lies on the following
parameters:

It is source-dependent: complexity may raise if a
particular institutional source is hard to react an
likewise for a blog-data owner (some blog
owners change blogs very frequently and
previous blogs are left as “orphans” on the cyber
space).

Negotiation duration is generally long: from a
study conducted on the authorization discussions
conducted within the project we concluded that
these could last as little as 1 day or go up to
almost 1 year. Table 1 provides the exact details
for this analysis, with regard to both the
monolingual and the bilingual (or parallel) data
crawled within the project. The average duration
ranged between 66 days (for monolingual data)
and 176 (for the parallel one). Multilingual
sources have proven to be more complicated and

provide the means for users to do so themselves;
describe the procedure and execution cost clearly.

As anticipated, the task has been very demandinfy an
time-consuming since the procedure consists on the
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longer to negotiate. Rather often, the reason for
this is that the data owners are more sceptical
about sharing it for the sake of research, being
aware of the higher production cost and, as a



consequence, potential value of the data. In anyAs a reference, in the case of META-NET, data owiaee
case, we are pleased to say that a large number afsked to sign a depositor’s agreem&ngiven that the
data providers have agreed to share their wetMETA-NET repository (META-SHARE!) carries out
resources with the project and with the R&D storing and sharing activities with such resources,
community’. These corpora will be available something the PANACEA platform does not foresee.

shortly through the ELRA Cataloglie Both ELRAY and LDC®, as institutions with a long

» Difficult access to some institutions & blogs: experience in the sharing of LRs at a European and

finding a contact point or getting through to the American level, respectively, have executed sucil kif
right person may be complicated. In the case ofactivities as their main role for many years nowttBof
some Web sites, contact takes place exclusivelythem hold Distribution licenses that the data pievs sign
through some forms to fill in. Reaching a human with the distribution entity to grant them the rigb share
with a full name may be far from triviall these data.

* Need to be reassured of no ownership rightAll these points and other related ones are beiny d
infringement: many data owners fear a misuse ofindicated within the PANACEA platform to avoid any
their data. Unfortunately, some of them (a smaller pisunderstanding. The users will be provided wittac

number) refuse to allow data use for a usagegiatements so as to know how to handle every soenar
different from that it was intended, in particular

when it implies data manipulation (such as
cleaning or editing in order to generate aligned 32 Temporary Dataand Sorage on Servers

corpora). In these cases, data providers arelhe usage of web services and workflows implies the
explained what the data will be used for, in the Storage of data on the servers where the web s¢syic
sense of “for language engineering”, without any is/are located. These are generally referred teraporary

further interfering or tampering with their content data, e.g. source data sent by the user, resuts seat
For examp|e' organisa‘[ions using their Web SitesbaCk to him/her and potentlal intermediate proadesh‘a&a.

for the dissemination of their political activities It may seem obvious that such data should not reoraa

may be wary of the potential use of their dataWeb service server, simply because the web service

content. provider is not the owner and does not have the tiguse
« Need to understand data use: “what is HLT?" athe data. However, it may be useful for the usdetp the
large number of users has not heard about Humaflata on the distant server for a certain time, efer the
Language Technologies, which means that somedrocess is over (for instance, to retrieve the dhatauld the
technology education is required during the datauser lose it). The duration of storage is then rfin

authorisation discussions. parameter, although users may choose not to send

proprietary data stored on a peer server.
In that regard, the PANACEA platform displays a

Duration Monolingual Parallel data temporary-file deletion disclaimer (on the catalegof
(in days) data web services and thus for each web service) stipgla

Shortest 1 8 that “Temporary files will not be used by anyone the
Longest 339 344 actual user of the input data that generated thand’that

' temporary files would be automatically deleted fridm

/Aver age duration 66 176 server after a certain number of days, free towe®
service provider to indicate how many. Therefoegyige

Table 1: Negotiation duration providers must guarantee the privacy of the datd.us

An actual implementation of such disclaimer for ofithe

Last but not least, in order to allow potentialadatawling ~ Web services within the platform reads as follows:
users to negotiate themselves the right to use datd

appropriate authorisation letter templates arelalvigithat ~ Temporary files deletion disclaimer

users can easily customise and have signed farakei ~ Temporary files may be generated by the various processes
purposes. for their needs and operations. Temporary fileswill not be
The complexity of such tasks has also been confirwith ~ used by anyone but the actual user of the input data that
collaborating projects like ACCURAT (Tadi2011), who  generated them. This s part of our data protection policy
rather decided that the endeavouring of such natymis ~ aimed at safeguarding the owner rights on the data

needed to be left up to the final user. travelling through the web services. Temporary files will
be automatically deleted fromthe system after 2 days, even
312 Data Provided by Platform Users if they are not accessible to anyone but the actual user. Itis

Regarding sources provided by the PANACEA platform the sole responsibility of the input provider to check and
user, (s)he must guarantee such rights (in an ainpliay ~ €nsure that (she has the right to use the input data
with the PANACEA platform). This is establishedsagh ~ Provided to the platform. No access or use of the
within the Terms of Use of the platform. It is teele  temporary files will be allowed other than stipulated in
responsibility of the input provider to check amkere this disclaimer.

that (s)he has the right to use the input datae(pjbvides
to the platform.

10 http://www.meta-net.eu/meta-share/licenses
8 The full list of kind contributors can be found at **http://www.meta-share.eu
http://panacea-Ir.eu/en/links/acknowledgements/ 2 http://www.elra.info

® http://catalog.elra.info 13 http://www.ldc.upenn.edu/
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3.3 Usage of Applications

Regarding the usage of an application integratesdweb
service, there also exists a strong relationshiprdsen the

web service provider and the user. Indeed, wherela w

service provider is not the owner of the applicatibe

Fair Share Policy on Parallel Process Running

Users are kindly asked not to submit more than 3
processes/requestsin parallel. Thisispart of thefair share
policy implemented so asto allow all usersto benefit from
the web services offered by the PANACEA platform. If this

must guarantee that the usage of the application(szOIiCy is not complied with in a way that prevents other

provided respects the usage rights of the appbicativner

and that all IPR issues have been cleared betvean. t

The user shall consider it so.

In particular, the provider must follow the redigtition
specification in the application license. For tpatpose,
the web service provider will offer all relevantgsd
documentation on the platform (on the space aléatédr

this purpose within each web service page), conmgyis
usage

application  license or link to it
restrictions/conditions documentation (if relevangfc.
Figure 5 below illustrates how this informationlsing
provided within the platform. In this case, the veglvice
provider is giving the URL pointing to the serviseurce
license (together with other
disclaimers for user conditiortd)
Needless to say that web services may also haae & his

sers from using the web services, users concerned may be
prevented from submitting processes/requests, their
exceeding processes may be killed and they may be
black-listed for future use.
In the event of an exceptional need to use the platformin a
manner not covered by this disclaimer, users are kindly
adviced to address the contact point of the web service(s)
required so as to study the possibility of establishing an
exceptional usage for those web services.

3.4 Implications on the Development

When dealing with workflows, data are not only stbon
the server of the different web services, but ds® a

information such as“traveling” between web services. To guarantee the

privacy of the data transferred from one web sent
another, the transfer protocol must be securedsst a

can also be specified on the web service pagefitege avoid any security bridge. Indeed, data going frome

with the type of license to be signed. Howevethiatstage
of the project, the handling of such payments lwdeen
fully managed, but it is planned for the final viersof the
platform.

Details [from Soaplab server)

© ds_lsr_analysis from
o analysis:

© name : freeling3_tagging

o output

© type : Morphosintactio_Tagging

o installation : Soaplab2 default installation

° oat 4ctic basat en Freeling
&= etiqustador moresintactics basado en Fraeling.
en: Fraeling-based partotspesch tagger.

o input

© analysis_extension :

Soaplab server (11 days age)

Showzll (£

Licenseisk @

by B Marc Poch Riers (4 days ago)

Freeling License

hitp:siniplsi.up. reeling/indes phpZoption=o d=26&Itemid=64

LoD T 300 et W

Cost: @
o firda pet

LT K oty

Usage Conditions: @

by [, Mare Poch Riers (4 days ago)

* Temparary files deletion

Temparary files may be generated by the warious processes for their needs and operations
Temparary files will not be used by anyene but the actusl user of the input data that generated them. This is part of our dsta protection
policy aimed atsafeguarding the owner rights on the data travelling thiough the web services
Temporary files will be automaticall y deleted fram the system fter 2 days, even if they are not acs
uzer

essible to anyone but the actual

Itis the sole respansibility of the input provider to check and ensure that (slhe has the right to use the input data proided to the
platform.
Ho ascess r use of the temparary files will be allowed other than estipulated in this diselaimer.

* Fair Share Folicy on Parallel Process Running

Users =re kindly ssked notto submit mors than 3 processesiequests in parallel, This is part of the fzir share palicy implemanted
50 as o allow all users to benefit fom the web senices offered by the FANACEA platfarm. If this policy is not camplied with in 2 way
that pravents other users from using the web services, users concamed may be prevented from submitting processeshzquests, their
exceeding processes may be killed and they may be bladelisted for future use.

In the ewent of an exceptional need fo use the platform in a manner not covered by this disclaimer, users are kindly adwiced to address
the contact point of the web servica(s) r2quired so 25 to study the possibility of establishing an exceptional usage for those web semices.

Loxth bkl savle conditions Wb

Figure 5: Sample of licensing information for welnsces

As it can also be observed in Figure 5, from a forak
application-usage point of view, one further disoler has
been put into place. This states the fair use ®pthtform
and delimits the number of processes that canlo@isted
in parallel. The exact details are as follows:

1 For further reference, this particular service dan
found at http://reqgistry.elda.org/services/237.

server to another (e.g. in the case of a workfloaepss) or
from a client machine to a server (e.g. in the aafsa
single web service process) should be secure ersugh
not to be corrupted or retrieved by a third user. |
PANACEA, this process is secured by using SGAP
(Simple Object Access Protocol), which allows taate a
sufficient level of security since SOAP transpodsta
using both SMTP and HTTP (and potentially HTTPS).

3.5 Output Data

The owner of the web services and workflows resully
be subject to question. From the different entitid® are
involved in the process, that is, the user, the s@fvice
provider or the workflow provider, all of them magem

to have some rights over the resulting output. Hexe
the context should be the same as the one faced whe
dealing with applications on a one-to-one basise Th
difference lies on the complexity imposed by thainhng

of applications and data, which must be supervisgd
clear stating of usage rights and limitations withihe
platform. This means the following:

*  With regard to the usage of web services. these
rights and limitations are stated on the pageef th
web service itself (cf. Figure 5 for an example),
by means of:

0 License(s);

o Temporary files deletion disclaimer;

0 Fair Share Policy on Parallel Process
Running.

«  With regard to the usage of workflows (cf. Figure
6 for an exampf®): these represent a chain of
web services and so as to use them, the rights and
limitations for every component web service
need to be respected. In order to ensure this, each
workflow will provide this information on its
page, as it is currently done for web services.
Moreover, other relevant legal information will

15 http://www.w3.0rg/2002/07/soap-translation/soap a2 html
" This  workflow can be found at
http://myexperiment.elda.org/workflows/46.

2969



be also displayed (e.qg., disclaimers). 5. Acknowledgements
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All aspects are being currently defined and impletee

within the platform so as to make sure users fifid a

necessary legal reference when intending to use the

platform.

Such definition is part of a larger exploitatiomp] which

also foresees the future of the platform in itfedént case

scenarios.

The legal framework defined in this work goes tlylowa

number of issues which represent the “questions and

worries” that any potential user of the platformyniiaump

into. These issues look into web services, workfiamd

their input and output data, as well as aspectsaroing

temporary data, traveling objects and security. fhait

purpose, we detail the restrictions, licenses and

disclaimers established for the applications, wetvises

and workflows within their catalogues, as well as the

different data handled.
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