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Preface

Online disinformation poses a critical challenge to modern societies due to its influence on
public opinion, behaviour, and democratic processes. The Natural Language Processing (NLP)
community has increasingly addressed this issue through the development of resources and
automated tools for detecting disinformation online. However, the lack of a shared theoretical
and interdisciplinary framework leads to fragmented research approaches and leaves open
challenges related to cultural and contextual interpretations of disinformation.

The Information Disorder (InDor) workshop aims to foster interdisciplinary and intersectoral
dialogue to advance NLP research on disinformation. InDor starts from the Information
Disorder framework (Wardle & Derakshan, 2017), which classifies false information into
misinformation, disinformation, and malinformation and emphasises the importance of
contextual and communicative factors (production, intentions, audience) in its spread. In
this context, InDor seeks to establish a common and interdisciplinary theoretical foundation
for disinformation research, examine cultural influences on susceptibility to disinformation,
encourage interdisciplinary collaboration in dataset and model development, and explore the
impact of real-world applications designed to counter disinformation.

This first edition of InDor features as its keynote speaker one of the creators of the Information
Disorder framework: Professor Claire Wardle. Her talk Revisiting the Information Disorder
Framework: Reflecting on the use and relevance of definitions in our contemporary ecosystems
offers a reflection on this framework, created in 2017, analyzing the new challenges of
the information process. This event wants to start an interdisciplinary discussion about
disinformation providing remote and poster presentations of both archival and non-archival
contributions and a round table with experts from NLP, phylosophy and communication. We
will also award the positional paper titled Combating Disinformation: Is There No Alternative?
as the InDor best paper. Authors propose to interpret information disorders not only as
informational distortion but as a “syndrome with complex causes embedded in contexts of
economic precarity, institutional distrust, and informational inequality” (Bassi et al., 2026).

InDor received 25 submissions, of which 19 were accepted: 6 non-archival and 13 archival.
The fields covered range from linguistics, psychology, phylosophy, NLP, and machine learning.
To celebrate the success of this first edition, we would like to thank all the members of the
Program Committee who helped us promote the event and review the contributions, and thank
Google DeepMind for sponsoring the InDor workshop!
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Keynote Talk

Revisiting the Information Disorder Framework:
Reflecting on the use and relevance of definitions in

our contemporary ecosystems.

Claire Wardle
Cornell University

12 May 2026 - Room 5

Abstract: In 2017, Claire Wardle and Hossein Derakshan wrote a report for the Council of
Europe, entitled ‘Information Disorder’. The frameworks laid out in the report has been used in
different contexts globally, but in this talk, Wardle reflects on their usefulness. She considers
whether they still have utility or whether they have simplified and limited the ways in which we
understand the current challenges posed by contemporary information ecosystems.

Bio: Claire Wardle is an Associate Professor in the Department of Communication at Cornell
University. She is considered a leader in the field of misinformation, verification and user
generated content. In 2015, Claire co-founded the non-profit First Draft, a pioneer in innovation,
research and practice in the field of misinformation. She went on to co-found the Information
Futures Lab at Brown University’s School of Public Health. Over the past decade she has
developed an organization-wide training program for the BBC on eyewitness media, verification
and misinformation, led social media policy at UNHCR, been a Fellow at the Shorenstein Center
for Media, Politics and Public Policy at Harvard’s Kennedy School, and been the Research
Director at the Tow Center for Digital Journalism at Columbia University’s Graduate School
of Journalism. She has authored a number of articles and reports, including Information
Disorder: An interdisciplinary Framework for Research and Policy for the Council of Europe and
A Conceptual Analysis of the Overlaps and Differences between Hate Speech, Misinformation
and Disinformation for the United Nation’s Department of Peace Operations. She holds a Ph.D.
in Communication from the University of Pennsylvania.
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Davide Bassi1∗, Søren Kirkegaard Fomsgaard2∗,
Erik Bran Marino3∗, Katarina Laken1,4

1CiTIUS - Universidade de Santiago de Compostela, Santiago de Compostela, Spain
2GREYC - University of Caen, Caen, France

3CIDEHUS - University of Évora, Évora, Portugal
4FBK - Fondazione Bruno Kessler, Trento, Italy

davide.bassi@usc.es, soren.fomsgaard@unicaen.fr, erik.marino@uevora.pt, alaken@fbk.eu

Abstract
This position paper critiques the dominance of detection-centered approaches in misinformation research. We argue
that the prevailing paradigm treats information disorders as a content-level anomaly to be identified and suppressed,
thereby obscuring the structural conditions under which different forms of information disorders emerge and resonate.
Drawing on critical anthropology, we propose an alternative “clinical” model: information disorders should be
understood not only as informational distortion, but as a syndrome with complex causes embedded in contexts of
economic precarity, institutional distrust, and informational inequality. Treating detection as the ends rather than the
means of intervention risks misguiding our efforts. Rather than positioning NLP primarily as a tool for boundary
enforcement, we outline a reorientation toward structural diagnosis: diversifying data beyond WEIRD contexts,
extracting socioeconomic and trust-related signals from discourse, and integrating computational outputs within
interdisciplinary causal frameworks. Under this model, detection becomes a means for an epidemiology of discourse,
subordinated to the broader objective of cultivating long-term epistemic resilience in our online environments.

Keywords: Disinformation, Natural Language Processing, Research Paradigm

1. NLP Research in the Age of
Infodemics

Taken as a codification of medical ethics, the Hip-
pocratic Oath famously frames the moral role of
the physician in the practice of their craft. Until
the turn of the 20th century, physicians under this
oath treated their patients with a beneficent pater-
nalistic attitude, trying to diagnose the causes of
their ailments (Will, 2011). Much of the work in
NLP based on what we will term the «Detection
Paradigm» (cf. Section 2), takes a similar stance
with respect to tackling information disorders (War-
dle and Derakhshan, 2017). However, instead of
focusing on diagnosing and treating causes, we
argue that current work hyperfocuses on treating
information disorders via detecting and eliminating,
from a position of authority.

This paper argues for an uprooting and a re-
framing both of the paradigm of intervention in infor-
mation disorders and of the role of the researcher
within this paradigm. Instead of focusing exclu-
sively on understanding mis- and disinformation in
terms of content (and its production, dissemination
and consumption1), with the aim of intervening on it
through detection and moderation alone, we argue
for an etiological re-orientation of the epistemics,
practice of NLP research on information disorders.

One of the great epidemics of our time is arguably

∗Equal contribution.
1cf. the C5 model (Kruijver et al., 2025).

the epistemic crisis brought on by the combination
of more or less regulated mass social media and
the undermining of epistemic trust caused by the
prevalence and political weaponization of synthetic
content created using generative artificial intelli-
gence. This so-called “infodemic”2 is a multifaceted
problem that must be tackled from multiple angles,
for example as outlined in the five pillars of the
High-Level Expert Group on Fake News and On-
line Disinformation (European Commission. Direc-
torate General for Communications Networks, Con-
tent and Technology., 2018; European Parliament.
Directorate General for Parliamentary Research
Services., 2019). Our position is that a failure to
correctly frame the nature of the problem of on-
line mis- and disinformation as a syndrome of a
broader disease, leads to a failure of treatment.
Rather than focusing on providing palliative care,
which is what relying on detection and moderation
entails, we should pivot towards treating the root
causes of the disease. Doing this requires under-
standing the underlying structural causes that lead
to the production, dissemination and consumption
lifecycle of information disorders. In this context,
we argue that we should think of NLP researchers
and practitioners as being akin to physicians or
nurses. The role of researchers should in the first
place be to diagnose and understand the disease
based on the syndrome exhibited by the patient.
The rest of the paper proceeds as follows. We first

2WHO.
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characterize the Detection Paradigm in Section 2
and criticize examples of it when put into practice
in Section 3. Section 4 looks at medical practice for
a holistic understanding of disease treatment as a
candidate model. Section 5 discusses sociological
causes of disinformation. In Section 6, we turn our
attention to pointing out possible avenues for re-
orienting future NLP research away from its focus
on detection towards understanding the causes of
information disorders, by drawing inspiration from
clinical practices.

2. Defining the Detection Paradigm

What we refer to here as the Detection Paradigm
(DP) is the predominant trend in NLP and computa-
tional social science research to focus on combat-
ing adverse social phenomena by reducing them
to algorithmic detection problems. This ties in with
a broader discussion of the ‘taskification’ of NLP, in
which complex problems are reduced to tasks with
clear benchmarks (Schlangen, 2021; Litschko et al.,
2023). The Detection Paradigm is driven by reduc-
tionist epistemics, and it tends to favor solutionist
interventions in practice.

Reductionist Epistemics. The DP is based
on the tacit assumption that adverse complex phe-
nomena such as misinformation can be captured by
proxy of digital representations of language and me-
dia. The DP understands misinformation through
a combination of two reductive epistemic compo-
nents: propositionalism3 and the reductive concep-
tual framework of the Conduit Metaphor (Reddy,
1979). The first reifies the problem of misinforma-
tion and construes it to be reducible to assertions
about states of affairs, whose contents are verifi-
ably false. Under this view, misinformation can be
understood purely in terms of the truth value of its
contents, without considering social, cultural, psy-
chological or technological contexts within which
information is produced, distributed and consumed.
The second, originally inspired by information the-
ory, frames communication as the unidirectional
process of transmitting some propositional, infor-
mational content by a sender through a channel to
a receiver. Miscommunication, and by extension,
misinformation, is the result of imperfect transmis-
sion under this conceptual framework. Together,
these two reductive components constrain both our
understanding of the complex interrelated causes
and effects of misinformation and our capacity to
intervene on it.

3While propositionalism is relevant for information dis-
orders such as mis- and disinformation, this aspect of DP
does not necessarily extend to other harmful social phe-
nomena typically modeled in NLP such as hate speech
or propaganda.

Solutionist Interventionism. At the level of
praxis, the DP is characterized by solutionist in-
terventionism: the tendency to construe the social
and political problem posed by misinformation as
a technical problem that requires technical (engi-
neering) solutions. Researching misinformation
thus becomes the problem of accurately detecting
it so that it can be eliminated, as opposed to, for
instance, understanding what causes it or how and
why it is spread.

The literature in NLP applied to adverse social on-
line phenomena, broadly speaking, tends to reflect
and favor the DP. For example, work has been done
on detecting hate speech (Warner and Hirschberg,
2012; Djuric et al., 2015; Waseem and Hovy, 2016;
Davidson et al., 2017), cyberbullying (Dinakar et al.,
2011), trolling (Mihaylov and Nakov, 2016), offen-
sive (Razavi et al., 2010) and abusive language
(Nobata et al., 2016), propaganda (Amazon Alexa
AI et al., 2021; Yoosuf and Yang, 2019), fake news
(Ahmed et al., 2017; Ghosh and Shah, 2019; Pérez-
Rosas et al., 2018), rumors (Derczynski and Zubi-
aga, 2020), conspiracy theories (Gupta, 2025), ha-
rassment (Bretschneider et al., 2014), political bias
(Gangula et al., 2019), polarizing content (Grau-
mas et al., 2019), to name some popular research
topics of the last decade.

3. Critique of the Detection Paradigm

3.1. The Logic of the Instrument

The solutionist character of the DP, as defined
above, is not merely a policy preference but a struc-
tural consequence of the available technical inven-
tory. As Maslow’s maxim states: «It is tempting, if
the only tool you have is a hammer, to treat every-
thing as if it were a nail» (Maslow, 1966). Classi-
fication models enforce a reduction of output into
discrete decision boundaries by their very design.
Content is ultimately classified as safe or unsafe,
true or false, spam or legit, to trigger automated re-
moval or labeling. This reconfiguration is based on
an epistemic reduction: the efficacy of the system
relies on the stability of truth values, a condition
that holds for only a subset of communicative acts.
It is necessary to distinguish between two modes
of epistemic discourse, meaning the way we frame
knowledge through discourse:

Mode A (Empirical Verification): Discourse
regarding verifiable facts, such as election dates,
physical events, or geospatial data. These claims
possess a binary truth value verifiable against a
shared objective reality.

Mode B (Political Hermeneutics): Discourse
regarding values, legal interpretations, historical
narratives, or future predictions. These are subjec-
tive, normative, and dependent on the observer’s

2



political framework.
The detection paradigm applies operational logic

designed for Mode A to discourse belonging to
Mode B. This constitutes a «category mistake» that
attempts to purify political hybridity into binary facts
(Latour, 2012). Automated Fact-Checking (AFC)
systems exemplify this category mistake by treat-
ing interpretive discourse (Mode B) as empirically
verifiable (Mode A). Because AFC architectures
demand single veracity labels, they force under-
specified claims, such as ‘It is illegal in Illinois to
record a conversation’, into reductive binary classi-
fications (e.g., True/False), completely ignoring un-
stated contextual variables (like whether it is done
secretly or not) (Glockner et al., 2024). Further-
more, this strict true/false dichotomy proves epis-
temically inadequate even for scientific information.
Given the inherently probabilistic and evolving na-
ture of scientific knowledge, assessing gradients
of accuracy is far more meaningful than enforcing
absolute binary classifications. And, as La Barbera
et al. (2025) argue, these binary labels do more
than oversimplify reality; they act as authoritative
judgments that delegitimize valid alternative inter-
pretations and justify unwarranted interventions.

Crucially, this algorithmic flaw is the crystalliza-
tion of human epistemic confusion. For instance,
following U.S. House Resolution 894, which moved
to equate anti-Zionism with antisemitism, Meta up-
dated its technical moderation policy on the term
«Zionist» (U.S. House of Representatives, 2023;
Meta Transparency Center, 2024) to reflect this
shift in political (mode B) discourse. When such
political definitions are operationalized into modera-
tion systems the infrastructure of safety automates
the suppression of counter-hegemonic discourse
(Gramsci, 1929/2020), censoring political debate
under the designation of «misinformation correc-
tion».

The persistence of this category mistake serves a
functional role in the preservation of the status quo.
The exclusive focus on content moderation acts as
a palliative measure, lowering the «temperature»
of the public arena by suppressing the symptoms
(e.g., toxic polarization and informational noise)
without addressing the underlying infection.

3.2. The Detection Paradigm in Practice
The pervasiveness of such an approach is also
evident from the institutional responses to the prob-
lem. Considering the European context, while the
EU recognizes how the information crisis intersect
with other crises, identifying it as one among mul-
tiple elements of the polycrises we are facing (F
et al., 2025), when it comes to defining the actions
to be put in place to address it, adopts a purely
information based approach. This is particularly
evident when considering the "EU Code of Conduct

on Misinformation" (European Commission, 2025).
This document outlines 6 macro strategies through
which we should tackle misinformation:

• Demonetization of disinformation: cutting fi-
nancial incentives by preventing ads and mon-
etization next to disinformation content.

• Political advertising transparency: making po-
litical and issue ads clearly identifiable, trace-
able, and publicly accessible.

• Integrity of services: reducing manipulative
behaviors (bots, fake accounts, coordinated
inauthentic behavior, deepfakes).

• User empowerment: enable users to recog-
nize, contextualize, and challenge disinforma-
tion (with labels and digital tools or fostering
media literacy).

• Empowering researchers & fact-checkers: pro-
viding such roles with data access and struc-
tural support for independent scrutiny

• Monitoring, transparency & accountability: en-
suring measurable commitments, reporting,
audits, and public oversight of implementation.

Although articulated as distinct interventions,
these measures share a conceptualization of in-
formation disorders as a detectable anomaly to be
contained and eradicated from the information en-
vironment. In this sense, they constitute variations
of the same logic, converging on the same instru-
mental objective: the detection and suppression of
problematic content. Even media literacy initiatives
aimed at empowering users can be understood as
operating within this logic: instead of automating
detection externally, they internalize it within users,
reconfiguring them as self-monitoring nodes of the
information environment. However, once examined
beyond its immediate operational aims, the appar-
ent coherence of this approach reveals a set of
critical repercussions that unfold at multiple and
interrelated levels.

Effectiveness: given the low base rate of mis-
information consumption in the "Global North" (ap-
proximately 0.15–6% of total media consumption),
intervention focused on its detection and suppres-
sion are bound to yield only marginal improvements
in the general quality of the informational environ-
ment (Acerbi et al., 2022); thereby exposing a struc-
tural limit of detection-centered approaches.

Feasibility: detection-based governance pre-
supposes sustained investment by private plat-
forms in trust and safety infrastructures (e.g. tech-
nical systems, human moderators, and audits). De-
spite regulatory initiatives such as the EU Digital
Services Act (DSA), which formally mandates sys-
temic risk mitigation and transparency obligations,

3



recent developments showed how the viability of
such paradigm rests on corporate incentives, which,
in turn, are neither stable nor inherently aligned
with long-term public epistemic resilience. In 2023,
Meta laid off approximately 21,000 employees, with
reported consequences for its Trust and Safety op-
erations (Field and Vanian, 2023). Similarly, follow-
ing Elon Musk’s takeover, X dismissed nearly 80%
of engineers dedicated to trust and safety functions
(Brewster, 2023). In the same period, Google re-
duced the staff of Jigsaw, its internal unit focused
on countering online toxicity and hate speech by
roughly one third (Field and Vanian, 2023). These
developments reveal a structural fragility: the ef-
fectiveness of detection-centered interventions de-
pends on the continuous allocation of resources by
profit-driven corporations. When economic priori-
ties shift, the operational capacity of the paradigm
contracts accordingly, regardless of formal regula-
tory frameworks. The scenario is then further com-
plicated by initiatives like the portal freedom.gov
hosted by the US government, intended to allow
citizens in Europe and elsewhere to access mate-
rial that European laws have sought to restrict —
including alleged hate speech and content linked to
terrorism — by bypassing local content restrictions.
Although framed by U.S. officials as an effort to pro-
mote digital freedom, critics argue that the portal
could undercut the regulatory aims of the Digital
Services Act and analogous frameworks, and that
it embodies a fundamentally different normative
stance toward harmful content (Down, 2026).

Public Legitimacy: as shown by Rich et al.
(2020), the support for social media fact checking
is highly uneven and strongly structured by parti-
sanship. While most of the people endorse fact-
checking "in the abstract", support declines when
interventions target politically salient actors or in-
group figures, with fact-checks frequently perceived
as partisan or punitive rather than corrective. As
a result, fact-checking is effective mainly among
those already inclined to trust the institutions per-
forming it, thereby limiting its broader legitimacy in
polarized information environments.

Explanatory scope: detection-centered ap-
proaches systematically under-specify the deter-
minants of mis- and disinformation by privileging
content-level properties over both individual and
structural drivers. At the individual level, they
largely ignore the role of attitudinal factors—such as
partisanship, identity management, and motivated
reasoning—that shape how users actively select,
interpret, and engage with information (Altay et al.,
2023; Robertson et al., 2023; Bakshy et al., 2015).
At the structural level, they overlook the broader
socio-economic and institutional conditions under
which misinformative and conspiratorial narratives
flourish, including corruption, economic insecurity,

inequality, and deficits of institutional trust (Hornsey
and Pearson, 2022; Adamus et al., 2024; Amazeen
et al., 2024). By doing so, the DP obscures how
engagement with misinformation functions as a re-
sponse to unresolved societal needs, such as equal
access to information, political representation and
agency, institutional credibility and shared spaces
for negotiating identity and social belonging (we
elaborate more on this in Sec. 5). In this sense,
the detection paradigm exemplifies what Morozov
(2013) terms technological solutionism: the dis-
placement of political and structural questions by
ostensibly neutral technical fixes.

A physician that treats the symptom itself as the
disease, however, cannot prescribe an adequate
cure.

4. The Ideal Clinical Model

It thus becomes evident that the DP fosters a reduc-
tive view of mis- and disinformation, that remains
blind to the underlying societal causes of the issue,
by modeling it as a problem of the verification of
context-free propositions. Staying with our medi-
cal metaphor, our critique for this "blind obsession
with the symptom", (i.e. misinformation) closely par-
allels long-standing critiques advanced by critical
medical anthropology. In that context, the reduc-
tion of illness to isolated biological dysfunctions,
while neglecting their sociological, contextual, and
phenomenological dimensions, has been shown to
result in the medicalization of fundamentally social
problems (Singer, 2009; Farmer, 2004).

An ‘ideal clinical model’ would instead treat mis-
information as a diagnostic signal, not as a patho-
logical object to be excised from the information
environment. Just as critical medical approaches
situate illness within broader configurations of so-
cial inequality, institutional power and lived experi-
ence, a structural approach to misinformation must
situate communicative practices within the politi-
cal–economic conditions that make certain narra-
tives resonate. Engagement with misinformative
content should therefore be analyzed as an ac-
tion occurring within an arena structured by his-
torically sedimented distrust, economic precarity,
identity fragmentation, and transformations in the
architecture of the public sphere. In this sense,
mis- and disinformation become intelligible as rela-
tional phenomena emerging at the intersection be-
tween individual and group agencies and structural
constraints. They are not reducible to epistemic
deficit; rather, they reflect the dynamic interplay
between the social construction of interpretative
categories and the material conditions that shape
everyday life. From this perspective, the task is not
“merely” to correct claims, but to understand the
processes through which meanings are produced,
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circulated, and appropriated. Finally, reframing mis-
and disinformation as a capability-depriving con-
dition embedded in the political economy of the
public sphere, the most effective intervention is the
one that aims to restore the epistemic and social
capabilities required for meaningful participation in
collective sense-making, rather than solely at sup-
pressing inaccurate content (Nussbaum, 2011).

5. Diagnosing the Sociological
Causes of Disinformation

To operationalize the ‘ideal clinical model’ de-
scribed in Sec. 4, this section aims at outlining
(some of) the structural and contextual conditions
under which misinformative narratives emerge, cir-
culate, and acquire relevance. Disinformation is
here understood as embedded in transformations
of the public sphere (Jungherr and Schroeder,
2021): susceptibility and engagement are system-
atically patterned by social position and institutional
credibility rather than by simple deficits in reasoning
(Altay and Mercier, 2026; Schirmer et al., 2025).

Unequal Access to High-Quality Information:
as professional journalism increasingly relies on
subscription-based models, high-quality news be-
comes partially excludable, while sensationalist
or low-quality content remains usually freely ac-
cessible. In high-income countries, only 17% of
individuals pay for online news and subscribers
are disproportionately affluent and highly educated
(Newman et al., 2024). Informational quality thus
becomes stratified along socioeconomic lines. Cru-
cially, much information disorder research presup-
poses equal access to credible information, thereby
overlooking how structural inequalities condition ex-
posure opportunities in the first place (Schirmer
et al., 2025). When everyday life is organized
around financial instability and short-term survival
concerns, cognitive resources are disproportion-
ately allocated to immediate problem-solving, leav-
ing diminished capacity for effortful tasks such as
cross-checking sources or evaluating evidentiary
quality (De Bruijn and Antonides, 2022; Burlacu
et al., 2022). This makes information verifica-
tion not simply a matter of motivation or compe-
tence, but a resource-intensive practice. Under
these conditions, vulnerability to low-quality infor-
mation reflects infrastructural asymmetry and struc-
turally constrained cognitive bandwidth, rather than
merely individual epistemic failure (Ronzani, 2025).

Structural Transformations and Gatekeeping:
The digital public arena has eroded the influence
of traditional gatekeepers, such as journalists and
political parties, who previously filtered informa-
tion flows (Jungherr and Schroeder, 2021). While
this has lowered barriers to entry for marginalized
topics and perspectives previously neglected by

mainstream media, it has also produced an envi-
ronment in which information visibility depends less
on professional verification and more on algorithmic
amplification and user engagement (Marino et al.,
2024). Most major social media platforms operate
on engagement-based business models in which
clicks, shares and watch time drive advertising
revenue (Napoli, 2019): where early internet con-
tent discovery was largely user-led, algorithmic rec-
ommendation feeds shifted this paradigm toward
system-driven distribution, in which emotionally
arousing and polarizing content is systematically
amplified regardless of its truth value (Vosoughi
et al., 2018). This represents an externalization
of epistemic responsibility: the burden of filtering,
once held by institutional gatekeepers, has been
reallocated as a substantial cognitive load onto
the individual. Such pressure is reflected in the
finding that 39% of the global population actively
avoids the news not because they consider it false,
but because they find it overwhelming and emo-
tionally draining (Newman et al., 2024). The re-
sulting vulnerability is not primarily to the persua-
sion of false claims, but to the fragmentation of the
shared frames through which collective reality is
constructed.

Economic Uncertainty and Loss of Agency:
socioeconomic dynamics can also shift how peo-
ple make sense of information by undermining per-
ceived control and institutional legitimacy. Higher
levels of objective and perceived economic inequal-
ity increase openness to alternative explanatory
frames and endorsement of conspiracy beliefs (Al-
tay and Mercier, 2026). This effect is fully mediated
by anomie (i.e. the perception that society and its
institutions are breaking down) thereby motivating
a search for meaning and control that conspiratorial
narratives promise to restore (Casara et al., 2022).
In this view, conspiracy beliefs are not merely incor-
rect beliefs, but compensatory explanations that be-
come attractive under existential threat: when per-
ceived agency is low, conspiratorial accounts offer
coherent causal stories, identifiable culprits, and a
sense of epistemic and moral leverage over events
(Douglas et al., 2019). Crucially, this also means
that counter-disinformation strategies focused ex-
clusively on fact-checking fail to address the de-
mand for alternative narratives, which frequently
stems from a grain of truth generated by material
inequality — what Benford and Snow (2000) call
frame resonance: a narrative succeeds not simply
because it is available, but because it resonates
with the lived experience of those who feel aban-
doned by institutions (Waisbord, 2018).

Historical Roots of Systemic Distrust: distrust
in official information is also historically structured.
Communities that have experienced repeated ne-
glect, discrimination, or harm at the hands of trusted
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authorities develop durable patterns of distrust that
constitute rational responses to structural condi-
tions (Smith and Freyd, 2014). Cox (2024) finds
that a majority of Black Americans believe that
societal institutions are designed to disadvantage
them, a perception that can reduce reliance on
government-backed health or climate messaging
(Jaiswal et al., 2020). Such attitudes are grounded
in documented histories of discrimination and in-
stitutional betrayal (particularly in medical and sci-
entific domains, epitomized by the legacy of the
Tuskegee Syphilis Study) which have long shaped
patterns of epistemic mistrust (Bogart et al., 2021).
From this perspective, distrust operates as an adap-
tive response to historically sedimented expecta-
tions shaped by repeated experiences of exclusion
and harm.

Corruption and Institutional Credibility : insti-
tutional distrust is not only historically sedimented
but is continuously reproduced by contemporary
governance quality. In contexts where corruption is
salient, conspiratorial explanations become struc-
turally less implausible. Cordonier and Cafiero
(2024) shows that higher levels of public sector
corruption are associated with stronger endorse-
ment of conspiracy beliefs, even when controlling
for democracy, press freedom, inequality, and hu-
man development. Relatedly, populist attitudes - of-
ten rooted in anti-elite and anti-institutional rhetoric
- predict reduced trust in political and scientific insti-
tutions and increased reliance on alternative media,
thereby indirectly fostering lower compliance with
expert-backed guidance (Ehrke et al., 2023).

Identity and Social Signaling: online platforms
should not be conceptualized merely as informa-
tion distribution systems, but as arenas for identity
performance. Bail (2022) argues that social media
environments encourage users to publicly signal
group belonging, moral commitments, and political
identities, rewarding expressions that are distinc-
tive, emotionally charged, or normatively aligned
with in-group expectations. In this context, sharing
or affirming contested claims can function less as
a statement of epistemic conviction than as an act
of social positioning. As Mercier (2020) and Bassi
et al. (2025) contend, individuals often endorse or
publicly defend ideas - including implausible ones -
not because they are epistemically persuaded, but
because doing so reinforces alliances and distin-
guishes adversaries. At its extreme, this dynamic
converges with the phenomenon of conspirituality
(Ward and Voas, 2011), in which the search for
alternative spiritual truths merges with the quest for
hidden political ones, forming self-reinforcing epis-
temic communities organized around identity rather
than evidence. Empirical data confirms the depth
of this motivated selective exposure: individuals
with highly unfavorable views on vaccines are nine

times more likely to visit vaccine-skeptical websites
than their favorable peers; during the 2016 US elec-
tion, Trump supporters were twice as likely to visit
unreliable news sites compared to Clinton support-
ers (Altay and Mercier, 2026). For these users, the
problem is not a lack of data but a lack of institu-
tional trust, and misinformation circulates in part
because it serves relational and identity-building
functions that accurate information does not.

5.1. Two Epistemic Positions: The
Uninformed and the Disinformed

The structural conditions described above do not
produce a single, homogeneous ‘misinformed pub-
lic’. Following a classical methodological distinction
between ideal-typical categories (Weber, 1949), we
argue that they instead generate two structurally
distinct epistemic positions that are too often con-
flated in the literature.

The uninformed are those passively excluded
from accurate information by structural barriers (e.g.
access costs, digital skill deficits, cognitive band-
width constraints) rather than by any motivated re-
jection of it. Their relationship to misinformation is
one of exposure without resistance, driven by infras-
tructural asymmetry rather than epistemic choice.

The disinformed, by contrast, occupy an active
position: they encounter accurate information but
reject it, because acceptance would threaten group
identity, undermine social alliances, or destabilize
the compensatory narrative frameworks that give
meaning to experiences of institutional betrayal and
loss of agency.

This distinction carries direct implications for inter-
vention design. Strategies premised on correcting
an information deficit (e.g. fact-checking, content
labeling, source literacy training) are well-suited to
the uninformed, but structurally misaligned with the
disinformed, for whom the problem is not epistemic
but relational and political. Treating the disinformed
as merely uninformed ignores the profound moral
and social dimensions of resistance to institutional
truth claims (Morozov, 2013). Effective interven-
tion must instead engage with the structural con-
ditions we outlined that make conspiratorial and
misinformative frameworks not just available, but
meaningful.

6. Reorienting NLP Research

If misinformation is not merely anomalous content
to be removed, but a symptom of deeper structural
transformations, research efforts must shift toward
modeling the contextual and systemic conditions
under which such narratives emerge and acquire
meaning. While the macro-level determinants dis-
cussed in Section 5 have traditionally been investi-
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Figure 1: Structural model of mis- and disinforma-
tion. Dark green boxes represent structural causes
shaping the socio-epistemic context (light green)
in which disinformation (orange) is consumed by
two publics: the disinformed and the uninformed.
Blue boxes indicate proposed NLP contributions to
tackle the issue.

gated within sociology, political science, and psy-
chology, this raises a distinct question for compu-
tational research: what is the specific contribution
that NLP can provide within a structurally informed
framework? We contend that this contribution lies
in moving beyond content-level classification to-
ward the large-scale operationalization of structural
variables. In the following, we outline concrete re-
search directions through which the NLP commu-
nity can support such a reorientation.

Data and Sampling: a central limitation of the
current literature concerns its sampling bias. More
than 80% of misinformation research is conducted
in high-income Western democracies and typically
relies on young, educated, urban, and digitally lit-
erate participants (Badrinathan et al., 2025; Blair
et al., 2024). As emphasized by Ronzani (2025),
this narrow empirical base risks generating glob-
ally generalized conclusions from demographically
restricted populations, thereby obscuring the role
of structural variance in misinformation dynamics.
This issue is not merely geographical but socioe-
conomic. Schirmer et al. (2025) highlights how
digital exclusion, economic precarity, language bar-
riers, and historically rooted institutional mistrust
shape differential exposure to and engagement with
misinformation. Yet such dimensions remain un-
derrepresented in large-scale computational stud-

ies. The main challenge in reorienting NLP re-
search beyond Western, Educated, Industrialized,
Rich, and Democratic (WEIRD) populations lies
on the fact that in many contexts, misinformation
circulates not primarily through public social media
feeds but via encrypted messaging platforms (e.g.,
WhatsApp, Telegram), local radio broadcasts, SMS
chains, community gatherings, and religious net-
works (Badrinathan et al., 2025; Blair et al., 2024).
However, recent methodological innovations pro-
vide viable pathways for accessing these environ-
ments responsibly, including chatbot-based recruit-
ment strategies (Bowles et al., 2020) and structured
WhatsApp data-donation infrastructures (Garimella
and Chauchard, 2025).

Sociological Signal Extraction from Dis-
course: NLP can contribute by operationalizing
structural variables as first-class prediction tar-
gets, i.e., by devising models that detect when
discourse expresses specific sociological dimen-
sions. Rather than detecting misinformation for
removal, models can be trained to identify explicit
and implicit hardship narratives such as inability
to afford basic goods, instability of work and hous-
ing, and perceived unfairness of the economic sys-
tem. Operationally, this implies building datasets
and taxonomies for categories like material depriva-
tion, economic insecurity, downward mobility, and
resource-strain complaints, enabling supervised
or weakly supervised detection at scale. For in-
stance, hardship detection targets discourse re-
porting scarcity and struggle; identity-threat de-
tection can target rhetorical strategies used to sig-
nal belonging and mark disaffiliation (Bassi et al.,
2025); and political alienation can be operational-
ized via stigmatizing and exclusionary language
detection (Sap et al., 2020; Straton et al., 2020;
Bassi et al., 2024). This approach aligns with (i)
text-as-data methods that treat language as mea-
surement of latent social conditions (Puklavec et al.,
2023), and (ii) recent domain-specific efforts to for-
malize poverty-related social phenomena in NLP, in-
cluding datasets and taxonomies targeting poverty-
related bias and discourse about poverty (Curto
et al., 2025). The resulting signals can be linked to
regional socioeconomic indicators (e.g., unemploy-
ment, inequality), educational access, or infrastruc-
ture metrics, enabling multi-level modeling of how
material constraints shape informational engage-
ment and vulnerability pathways. Although model-
ing structural vulnerability in NLP entails non-trivial
ethical risks related to surveillance and stigmati-
zation (cf. Section 6.1), these must be weighed
against the long-term benefits of making such con-
straints publicly legible. From a capabilities-based
perspective (Nussbaum, 2011), rendering these
constraints visible informs interventions, largely
outside NLP itself, aimed at improving the struc-
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tural environments in which epistemic vulnerability
arises, thereby promoting full human functioning
and meaningful participation in collective sense-
making.

Institutional Trust Monitoring Systems: A
complementary direction concerns longitudinal
monitoring of institutional legitimacy via construct-
level detection of trust-related social phenomena.
Specifically, NLP systems can be designed to de-
tect specific delegitimization and distrust frames
(e.g., corruption, betrayal, capture, manipulation),
as well as experiences of institutional abandon-
ment and credibility rupture (Djouvas et al., 2023;
Lattmann, 2025). In this sense, NLP tools become
a diagnostic dashboard for epistemic infrastruc-
ture: not just tracking isolated claims, but moni-
toring structural erosion in legitimacy and belong-
ing across time, communities, and platforms. NLP
systems can be designed to track fluctuations in
trust-related discourse across time, communities,
and platforms.

Platform and Amplification Auditing NLP and
computational methods can also contribute by mod-
eling how platform architectures shape exposure
and amplification. Rather than presenting the de-
tection of misinformative content using its seman-
tic properties as a solution to the epistemic cri-
sis, research can investigate how engagement-
based ranking systems, recommender algorithms,
and network structures condition visibility, diffusion
velocity, and cross-group exposure. Combining
discourse analysis with network and ranking data
would enable systematic auditing of amplification
dynamics, identifying structural asymmetries in con-
tent propagation independent of truth value. Such
approaches shift attention from “what is false” to
“what becomes visible and why.”

Policy and Intervention Evaluation: NLP-
based measurement systems can support the eval-
uation of structural interventions (Nannini et al.,
2025). Computational indicators of institutional
trust, polarization dynamics, and exposure asym-
metries can be tracked before and after regulatory
changes (e.g., platform transparency mandates,
media subsidy policies, or moderation reforms), en-
abling systematic assessment of their downstream
epistemic effects. Rather than relying on platform
self-reporting or short-term engagement metrics,
such infrastructures would allow independent mon-
itoring of how policy decisions reshape informa-
tional ecosystems over time; configuring NLP as a
component of democratic accountability.

From Measurement to Causal Inference: fi-
nally, the value of these tools lies not in their descrip-
tive power alone but in their integration within inter-
disciplinary causal frameworks. Computational out-
puts—structural discourse indicators, trust trajecto-
ries, network diffusion patterns—can be combined

with socioeconomic data, policy interventions, and
institutional metrics to support causal inference.
Under this reorientation, detection would be sub-
ordinated to a broader epistemic objective: un-
derstanding the structural conditions under which
misinformation emerges, circulates, and acquires
meaning.

6.1. Methodological Considerations
To fully realize the clinical model proposed above,
it is crucial to recognize the epistemological limits
of text-based computational methods. If the root
causes of information disorders are structural, then
NLP cannot serve as the sole instrument of de-
tection and intervention. Instead, NLP should be
conceptualized as a complementary diagnostic tool.
It provides a scalable layer for measuring discur-
sive symptoms, but the actual interventions, aimed
at restoring epistemic resilience and addressing so-
cioeconomic marginalization, must inherently take
place in other domains, such as public policy, insti-
tutional reform, and civic education.

Given the possible avenues for reorienting NLP
outlined above, we now discuss some general
methodological considerations to be kept in mind
to correctly operationalize this shift:

Integrating Textual Signals with Socio-Institu-
tional Data NLP-derived indicators acquire diag-
nostic value only when anchored to external data.
Aforementioned discourse signals about institu-
tional distrust, hardship narratives, identity-threat
framing should be linked to regional socioeconomic
indicators (e.g., unemployment, Gini coefficients,
poverty indices) and survey-based trust measures
(e.g., Eurobarometer, World Values Survey) to iden-
tify whether structural conditions predict discursive
vulnerability patterns at scale (Khoun et al., 2025).
Bor et al. (2026), for instance, combining cross-
national survey data on online political hostility with
macro-level democracy and inequality indicators
across 30 countries, demonstrates that discourse
patterns are structured by societal conditions rather
than platform affordances alone.

Hybridizing Detection through Mixed-Methods
First, the use of NLP for detection should be reori-
ented from a standalone classification task into a
component of a hybrid, mixed-methods research
architecture. Because the core determinants of
misinformation lie largely outside the text, compu-
tational analysis is intended to be triangulated with
external methodologies. This includes, but is not
limited to: integrating NLP pipelines with digital
ethnography to understand the localized cultural
context of online communities (Kozinets and Gret-
zel, 2024); utilizing sociolinguistic models to distin-
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guish expressions of material deprivation (Muneton-
Santa et al., 2022); combining semantic classifi-
cation with platform metadata to audit algorithmic
amplification (Nannini et al., 2025); and leveraging
LLM-driven swarm intelligence engines to simulate
the sociological spread of these narratives in silico
(i.e. MiroFish). In this hybrid model, automated
detection is no longer the terminus of the research
pipeline, but rather a sensor that informs broader
qualitative, quantitative, and computational social
investigations.

Reliability and Riskiness of Extracting Social
Variables All measuring instruments have error
margins, and NLP tools are no different. Modern
LLMs are often overestimated in terms of how reli-
able their outputs are, because they produce very
fluent and natural text. However, LLMs often pro-
duce factually incorrect responses (Ji et al., 2023)
and poorly deal with social context (Hovy and Yang,
2021). This becomes especially salient in cross-
cultural contexts (Moayeri et al., 2024), or when
dealing with data from non-standard language va-
rieties (often used by minoritized demographics)
(Sap et al., 2019; Nguyen et al., 2025).

A large part of NLP research is currently fo-
cused on improving model performances on pre-
established benchmarks (Schlangen, 2021). But
when actually using NLP tools, it is at least equally
critical to understand the error margins, both quan-
titatively and qualitatively. Error patterns are not
random, they are the result of systemic biases in
the training data and inherent ambiguities of nat-
ural language in use. One of the main tasks of
NLP practitioners should be to help scholars and
policy makers from other fields understand how to
responsibly interpret results of NLP tools.

Extracting social variables from text also poses
ethical risks in terms of profiling. We do not ad-
vocate for the development of systems to profile
individuals for social class, wealth, or similar factors.
However, we believe that traditional sociological re-
search can benefit from NLP research by revealing
aggregate patterns of, among others, social stratifi-
cation, linguistic variation, and cultural capital.

7. Conclusions

This paper has argued that the prevailing Detection
Paradigm configures misinformation as a patho-
logical object to be excised from the informational
body. Drawing on critical anthropology, we sug-
gested that this mirrors earlier reductions of illness
to isolated biological dysfunctions: symptoms are
managed, while the social conditions that generate
vulnerability remain intact. In clinical contexts, such
reductionism has long been criticized for depoliti-
cizing suffering, transforming historically produced

inequalities into technical problems of correction.
Analogously, when misinformation is framed pri-
marily as a content-level anomaly, structural deter-
minants such as economic precarity, institutional
distrust and identity fragmentation are displaced
from the analytic foreground. We do not deny that
misinformation can exert causal effects (Tay et al.,
2024). Yet recognizing multicausality does not
imply symmetry of intervention. Even if misinfor-
mation contributes to downstream harms, treating
detection as the primary endpoint risks confusing
proximal triggers with generative conditions. In
an ‘ideal clinical model,’ symptoms are diagnosti-
cally meaningful signals of deeper configurations
of power, exclusion, and legitimacy. Hence, detec-
tion should function as an instrument of structural
diagnosis: an ‘epidemiology of discourse’, rather
than as a self-sufficient cure. This reorientation car-
ries institutional implications. Detection-centered
governance presupposes sustained alignment be-
tween public epistemic goods and platform incen-
tives, a fragile and politically contingent condition.
The proposed approach, instead, seeks to equip
public institutions with computational tools capa-
ble of identifying patterns of distrust, marginaliza-
tion, and socio-economic stress that shape the res-
onance of misinformative narratives. Under this
view, NLP shifts from boundary enforcement to in-
frastructural analysis, contributing to a diagnostic
framework that reconnects epistemic disorder to its
political–economic substrates.

Concluding, we emphasize how our contribu-
tion is intentionally programmatic. The determi-
nants and research directions outlined are illus-
trative rather than comprehensive, and detection
can remain operationally valuable in circumscribed
contexts. However, if misinformation is understood
not only as distortion but as expression, its analy-
sis must be repoliticized: embedding it within the
structural transformations of the public sphere that
condition both belief formation and institutional legit-
imacy. Only within such a framework can mitigation
move beyond symptom management toward the
cultivation of long-term epistemic resilience.

8. Ethical Considerations

Current NLP Ethics is largely informed by princi-
palist and applied-ethics frameworks, most notably,
Value Sensitive Design (Friedman and Kahn, 2002;
Friedman et al., 2013). Attention has also been paid
to applying explicitly deontological (Prabhumoye
et al., 2021) or consequentialist (Card and Smith,
2020) analyses to NLP practices, but even so, ethi-
cal considerations in the NLP community have pri-
marily been oriented towards design and deploy-
ment practices of researchers and developers (cf.
the ACM Code of Ethics and IEEE Global Initiative
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on Ethics of Autonomous and Intelligent Systems
(Chatila and Havens, 2019)). Assessment of so-
cial impact (Hovy and Spruit, 2016), such as harm,
risk, and algorithmic fairness, is crucial, but if we
are concerned with understanding the mechanisms
that drive the expressions of information disorders,
we need to re-conceptualize the role of NLP re-
searchers not just as builders of potentially danger-
ous tools, or as moderators of undesirable content,
but as curious caretakers who play a role in improv-
ing the structural conditions that shape our informa-
tion environments for the better. If we instead think
of the role of NLP as facilitating the diagnoses of
diseases and disorders, it would be appropriate to
move away from the beneficent paternalism implied
by the Detection Paradigm, towards an attitude that
favors autonomy of and care for the populations that
we model. Biomedical ethics changed from fram-
ing the doctor-patient relationship as one marked
by the well-meaning authority of the doctor over
their patient to one increasingly characterized by
the respect for the autonomy of and interpersonal
care for the patient (Will, 2011), largely informed
by the Ethics of Care (Gilligan, 1984; Noddings,
1984). NLP research should adopt a comparable
attitude towards the individuals and populations
we model with our data and tools. Discussions of
social harms (Hovy and Spruit, 2016) and ethics-by-
design (Leidner and Plachouras, 2017) pushed the
ethics of NLP in necessary directions. We believe
the Ethics of Care could offer a similar path forward
for improving our ethical framework of NLP, just as
it has been suggested for AI Ethics for decision
making (Villegas-Galaviz and Martin, 2023). Pre-
cisely how to faithfully support the autonomy and
flourishing of the participants and populations mod-
eled in NLP research applied to phenomena like
misinformation remains for now an open question
for future research.

Limitations

This paper is intentionally programmatic and there-
fore subject to several limitations. The structural
conditions outlined in Section 5 and the NLP re-
search directions proposed in Section 6 are illus-
trative rather than exhaustive: both represent theo-
retically grounded selections, not comprehensive
inventories.

Additionally, although the paper critiques the
WEIRD bias of existing misinformation research,
its own argumentation draws predominantly on ev-
idence and policy examples from European and
North American contexts; the structural factors iden-
tified may differ substantially in salience and con-
figuration elsewhere.

At the methodological level, the considerations
raised in Section 6.1 apply with particular force to

the sociological signal extraction direction. NLP
tools operate with non-trivial error margins and
underperform systematically on non-standard lan-
guage varieties and cross-cultural contexts. Indi-
cators of institutional distrust, hardship, or identity
threat should therefore be treated as noisy proxies
requiring external validation before informing policy.

Finally, extracting socioeconomic signals from
discourse at scale carries substantive ethical risks.
Even when intended for aggregate analysis, such
systems can be repurposed for individual pro-
filing or surveillance of vulnerable populations.
The boundary between aggregate monitoring and
individual-level stigmatization is technically fragile
and institutionally contingent — a risk that any op-
erationalization of the proposed framework must
explicitly address.
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Gisela Vallejo, Andreas Vlachos, and Iryna
Gurevych. 2024. Ambifc: Fact-checking ambigu-
ous claims with evidence. Transactions of the
Association for Computational Linguistics, 12:1–
18.

Antonio Gramsci. 1929/2020. Selections from the
prison notebooks. In The applied theatre reader,
pages 141–142. Routledge.

Leon Graumas, R Latulippe David, and Tommaso
Caselli. 2019. Twitter-based Polarised Embed-
dings for Abusive Language Detection. 2019
8th International Conference on Affective Com-
puting and Intelligent Interaction Workshops and
Demos (ACIIW), pages 1–7.

K. Gupta. 2025. Comparative Analysis of Encoder-
Based and Decoder-Based Architectures for Au-
tomatic Conspiracy Theory Identification. In
2025 International Conference on Computational,
Communication and Information Technology (IC-
CCIT), pages 394–398.

Matthew J Hornsey and Samuel Pearson. 2022.
Cross-national differences in willingness to be-
lieve conspiracy theories. Current Opinion in
Psychology, 47:101391.

Dirk Hovy and Shannon L. Spruit. 2016. The So-
cial Impact of Natural Language Processing. In
Proceedings of the 54th Annual Meeting of the
Association for Computational Linguistics (Vol-
ume 2: Short Papers), pages 591–598, Berlin,
Germany. Association for Computational Linguis-
tics.

Dirk Hovy and Diyi Yang. 2021. The importance of
modeling social factors of language: Theory and
practice. In Proceedings of the 2021 Conference
of the North American Chapter of the Association
for Computational Linguistics: Human language
technologies, pages 588–602.

Jessica Jaiswal, Caleb LoSchiavo, and David C
Perlman. 2020. Disinformation, misinformation
and inequality-driven mistrust in the time of covid-
19: lessons unlearned from aids denialism. AIDS
and Behavior, 24(10):2776–2780.

Ziwei Ji, Nayeon Lee, Rita Frieske, Tiezheng Yu,
Dan Su, Yan Xu, Etsuko Ishii, Ye Jin Bang, An-
drea Madotto, and Pascale Fung. 2023. Survey
of hallucination in natural language generation.
ACM computing surveys, 55(12):1–38.

Andreas Jungherr and Ralph Schroeder. 2021. Dis-
information and the structural transformations
of the public arena: Addressing the actual chal-
lenges to democracy. Social Media+ Society,
7(1):2056305121988928.

Theara Khoun, Ate Poortinga, Nyein Soe Thwal,
Iván González de Alba, Andrea McMahon, and
Carlos Mendez. 2025. Mapping the dimensions
of poverty through big data, socioeconomic sur-
veys and machine learning in cambodia. Social
Indicators Research, 180(3):1593–1618.

Robert V Kozinets and Ulrike Gretzel. 2024.
Netnography evolved: New contexts, scope, pro-
cedures and sensibilities. Annals of Tourism Re-
search, 104:103693.

Kimberley Kruijver, Neill Bo Finlayson, Beatrice
Cadet, and Sico van der Meer. 2025. The disinfor-
mation lifecycle: An integrated understanding of
its creation, spread and effects. Discover Global
Society, 3(1):58.

David La Barbera, G Milanese, Georgios Peikos,
Gabriella Pasi, Marco Viviani, et al. 2025. Be-
yond binary classification: ranking for informa-
tion access in misinformation contexts. In CEUR
WORKSHOP PROCEEDINGS, volume 4121,
pages 1–7. CEUR-WS.

Bruno Latour. 2012. We have never been modern.
Harvard university press.

Johannes Lattmann. 2025. Detecting eu sentiment
in texts: A llm machine learning application for
euroscepticism research. OSF.

Jochen L Leidner and Vassilis Plachouras. 2017.
Ethical by Design: Ethics Best Practices for
Natural Language Processing. In Proceed-
ings of the First Workshop on Ethics in Natural
Language Processing, pages 30–40, Valencia,
Spain. ACM.

Robert Litschko, Max Müller-Eberstein, Rob Van
Der Goot, Leon Weber-Genzel, and Barbara

13



Plank. 2023. Establishing trustworthiness: Re-
thinking tasks and model evaluation. In Proceed-
ings of the 2023 Conference on Empirical Meth-
ods in Natural Language Processing, pages 193–
203.

Erik Bran Marino, Jesus M Benitez-Baleato, and
Ana Sofia Ribeiro. 2024. The polarization loop:
How emotions drive propagation of disinforma-
tion in online media—the case of conspiracy the-
ories and extreme right movements in southern
europe. Social Sciences, 13(11):603.

Abraham Harold Maslow. 1966. The psychology of
science. Harper and Row.

Hugo Mercier. 2020. Not born yesterday: The sci-
ence of who we trust and what we believe. Prince-
ton University Press.

Meta Transparency Center. 2024. Update on Meta’s
policy on the term ‘Zionist’.

Todor Mihaylov and Preslav Nakov. 2016. Hunting
for Troll Comments in News Community Forums.
In Proceedings of the 54th Annual Meeting of the
Association for Computational Linguistics (Vol-
ume 2: Short Papers), pages 399–405, Berlin,
Germany. Association for Computational Linguis-
tics.

Mazda Moayeri, Elham Tabassi, and Soheil Feizi.
2024. Worldbench: Quantifying geographic dis-
parities in llm factual recall. In Proceedings of
the 2024 ACM Conference on Fairness, Account-
ability, and Transparency, pages 1211–1228.

Evgeny Morozov. 2013. To save everything, click
here: The folly of technological solutionism. Pub-
licAffairs.

Guberney Muneton-Santa, Daniel Escobar-
Grisales, Felipe Orlando López-Pabón,
Paula Andrea Pérez-Toro, and Juan Rafael
Orozco-Arroyave. 2022. Classification of poverty
condition using natural language processing.
Social Indicators Research, 162(3):1413–1435.

Luca Nannini, Eleonora Bonel, Davide Bassi, and
Michele Joshua Maggini. 2025. Beyond phase-
in: assessing impacts on disinformation of the
eu digital services act. AI and Ethics, 5(2):1241–
1269.

Philip M Napoli. 2019. Social media and the public
interest: Media regulation in the disinformation
age. Columbia university press.

Nic Newman, Richard Fletcher, Craig T. Robertson,
Amy Ross Arguedas, and Rasmus Kleis Nielsen.
2024. Reuters institute digital news report 2024.
Report, Reuters Institute for the Study of Jour-
nalism, Oxford, UK.

Ilana Nguyen, Harini Suresh, and Evan Shieh. 2025.
Representational harms in llm-generated narra-
tives against nationalities located in the global
south. In HEAL Workshop, CHI, volume 2025.

Chikashi Nobata, Joel Tetreault, Achint Thomas,
Yashar Mehdad, and Yi Chang. 2016. Abusive
Language Detection in Online User Content. In
Proceedings of the 25th International Conference
on World Wide Web, WWW ’16, pages 145–153,
Republic and Canton of Geneva, CHE. Interna-
tional World Wide Web Conferences Steering
Committee.

Nel Noddings. 1984. Caring: a feminine approach
to ethics and moral education. University of Cali-
fornia Press.

Martha C Nussbaum. 2011. Creating capabilities:
The human development approach and its imple-
mentation. Hypatia, 24(3):211–215.

Shrimai Prabhumoye, Brendon Boldt, Ruslan
Salakhutdinov, and Alan W Black. 2021. Case
Study: Deontological Ethics in NLP. In Proceed-
ings of the 2021 Conference of the North Amer-
ican Chapter of the Association for Computa-
tional Linguistics: Human Language Technolo-
gies, pages 3784–3798, Online. Association for
Computational Linguistics.

Žiga Puklavec, Christoph Kogler, Olga Stavrova,
and Marcel Zeelenberg. 2023. What we tweet
about when we tweet about taxes: A topic mod-
elling approach. Journal of Economic Behavior
& Organization, 212:1242–1254.

Verónica Pérez-Rosas, Bennett Kleinberg, Alexan-
dra Lefevre, and Rada Mihalcea. 2018. Auto-
matic Detection of Fake News. In Proceedings
of the 27th International Conference on Com-
putational Linguistics, pages 3391–3401, Santa
Fe, New Mexico, USA. Association for Computa-
tional Linguistics.

Amir H. Razavi, Diana Inkpen, Sasha Uritsky, and
Stan Matwin. 2010. Offensive Language Detec-
tion Using Multi-level Classification. In Advances
in Artificial Intelligence, pages 16–27, Berlin, Hei-
delberg. Springer.

Michael J Reddy. 1979. The Conduit Metaphor: A
Case of Frame Conflict in Our Language about
Language. Cambridge: Cambridge UP, Cam-
bridge.

Timothy S Rich, Ian Milden, and Mallory Treece
Wagner. 2020. Research note: Does the public
support fact-checking social media? it depends
who and how you ask. The Harvard Kennedy
School Misinformation Review, 1(8).

14



Ronald E Robertson, Jon Green, Damian J Ruck,
Katherine Ognyanova, Christo Wilson, and David
Lazer. 2023. Users choose to engage with
more partisan news than they are exposed to
on google search. Nature, 618(7964):342–348.

Piero Ronzani. 2025. Towards the study of world
misinformation. Harvard Kennedy School Misin-
formation Review.

Maarten Sap, Dallas Card, Saadia Gabriel, Yejin
Choi, and Noah A Smith. 2019. The risk of racial
bias in hate speech detection. In Proceedings
of the 57th annual meeting of the association for
computational linguistics, pages 1668–1678.

Maarten Sap, Saadia Gabriel, Lianhui Qin, Dan
Jurafsky, Noah A. Smith, and Yejin Choi. 2020.
Social bias frames: Reasoning about social and
power implications of language. In Proceedings
of the 58th Annual Meeting of the Association
for Computational Linguistics, pages 5477–5490,
Online. Association for Computational Linguis-
tics.

Miriam Schirmer, Nathan Walter, and Emőke-
Ágnes Horvát. 2025. Disparities by design: To-
ward a research agenda that links science misin-
formation and socioeconomic marginalization in
the age of ai. Harvard Kennedy School Misinfor-
mation Review.

David Schlangen. 2021. Targeting the benchmark:
On methodology in current natural language pro-
cessing research. In Proceedings of the 59th
Annual Meeting of the Association for Computa-
tional Linguistics and the 11th International Joint
Conference on Natural Language Processing
(Volume 2: Short Papers), pages 670–674.

Merrill Singer. 2009. Introduction to syndemics: A
critical systems approach to public and commu-
nity health. John Wiley & Sons.

Carly Parnitzke Smith and Jennifer J Freyd. 2014.
Institutional betrayal. American psychologist,
69(6):575.

Nadiya Straton, Hyeju Jang, and Raymond Ng.
2020. Stigma annotation scheme and stig-
matized language detection in health-care dis-
cussions on social media. In Proceedings of
the Twelfth Language Resources and Evalua-
tion Conference, pages 1178–1190, Marseille,
France. European Language Resources Associ-
ation.

Li Qian Tay, Stephan Lewandowsky, Mark J Hurl-
stone, Tim Kurz, and Ullrich KH Ecker. 2024.
Thinking clearly about misinformation. Commu-
nications Psychology, 2(1):4.

U.S. House of Representatives. 2023. H.res.894 -
Strongly condemning and denouncing the dras-
tic rise of antisemitism in the United States
and around the world. Technical report, 118th
Congress. Accessed: 2026-02-10.

Carolina Villegas-Galaviz and Kirsten Martin. 2023.
Moral distance, AI, and the ethics of care. AI &
society, pages 1–12.

Soroush Vosoughi, Deb Roy, and Sinan Aral. 2018.
The spread of true and false news online. sci-
ence, 359(6380):1146–1151.

Silvio Waisbord. 2018. Truth is what happens to
news: On journalism, fake news, and post-truth.
Journalism studies, 19(13):1866–1878.

Charlotte Ward and David Voas. 2011. The emer-
gence of conspirituality. Journal of Contemporary
Religion, 26(1):103–121.

Claire Wardle and Hossein Derakhshan. 2017. In-
formation disorder: Toward an interdisciplinary
framework for research and policymaking, vol-
ume 27. Council of Europe Strasbourg.

William Warner and Julia Hirschberg. 2012. De-
tecting Hate Speech on the World Wide Web. In
Proceedings of the Second Workshop on Lan-
guage in Social Media, pages 19–26, Montréal,
Canada. Association for Computational Linguis-
tics.

Zeerak Waseem and Dirk Hovy. 2016. Hateful Sym-
bols or Hateful People? Predictive Features for
Hate Speech Detection on Twitter. In The 2016
Conference of the North American Chapter of
the Association for Computational Linguistics:
Human Language Technologies (NAACL HLT),
pages 88–93.

Max Weber. 1949. Max Weber on the methodology
of the social sciences. Free Press.

Jonathan F. Will. 2011. A Brief Historical and The-
oretical Perspective on Patient Autonomy and
Medical Decision Making. Chest, 139(3):669–
673.

Shehel Yoosuf and Yin Yang. 2019. Fine-Grained
Propaganda Detection with Fine-Tuned BERT. In
Proceedings of the Second Workshop on Natural
Language Processing for Internet Freedom: Cen-
sorship, Disinformation, and Propaganda, pages
87–91, Hong Kong, China. Association for Com-
putational Linguistics.

15



Proceedings of the 1st Workshop on Information Disorder (InDor) @ LREC 2026, pages 16–24
12 May 2026. ©ELRA Language Resources Association (ELRA), 2026

Unraveling Deceptive Narratives: A Study of Conceptual 
Frameworks

Elie Alhajjar
RAND

Arlington, VA, USA
ealhajjar@rand.org

Abstract
In the era of digital communication, the rapid spread of information presents significant challenges to society. This 
paper provides an in-depth examination of the existing frameworks developed to understand and address these 
phenomena. More precisely, this paper categorizes and compares various frameworks, including typology-based, 
process-oriented, impact-oriented, and actor-centric approaches. It highlights the strengths and limitations of each 
framework type, with a particular focus on their applicability to combat false information in diverse contexts. The 
paper underscores the importance of adopting a holistic and flexible approach that integrates multiple frameworks 
and adapts to the evolving nature of technology, particularly AI-driven false and misleading content.

Keywords: Information spread, frameworks, policy.

1. Introduction

As false information spreads more rapidly and 
widely  than  ever  before,  understanding  the 
frameworks that scholars and practitioners use 
to analyze and address these phenomena is 
essential for developing effective strategies to 
combat  its  spread,  protect  public  trust,  and 
mitigate  its  societal  impacts.  The  spread  of 
falsehoods, both unintentional and strategically 
engineered,  has  become  increasingly 
significant. Both aspects refer to the spread of 
false or misleading information, but they differ 
fundamentally  in  purpose  and  impact. 
Understanding these differences is crucial for 
comprehending  the  broader  challenges  they 
pose to society.
Some forms of false content are shared without 
malicious  intent  (Baines  and  Elliott,  2020). 
Often, individuals or organizations believe what 
they  are  sharing  to  be  true,  despite  it  being 
incorrect.  This  can  stem  from 
misunderstandings,  insufficient  verification,  or 
the  use  of  unreliable  sources.  For  example, 
during fast-moving news events, early reports 
that lack confirmation are frequently circulated 
by  well-meaning  individuals  trying  to  make 
sense of unfolding developments. Even when 
shared  in  good  faith,  such  content  can 
perpetuate errors and mislead others.
In  contrast,  other  forms  are  deliberately 
constructed  and  disseminated  to  deceive  or 
manipulate  (Baines  and Elliott,  2020).  These 
efforts  are  typically  intentional  and  often 
orchestrated  by  actors  seeking  specific 
outcomes  such  as  shaping  public  opinion, 
influencing  elections,  harming  reputations,  or 
sowing  discord.  These  campaigns  are 
frequently  sophisticated,  exploiting  digital 
infrastructure  and  cognitive  biases  to  extend 
their  reach.  Their  strategic  and  deliberate 

nature makes them especially  dangerous,  as 
they  erode  institutional  trust,  deepen  social 
divisions,  and  threaten  the  stability  of 
democratic systems.
The complexity of detecting and responding to 
false  information  further  underscores  the 
importance of studying these phenomena. The 
methods used to spread false information are 
becoming  more  sophisticated,  employing 
technologies  such  as  bots,  deepfakes,  and 
algorithmic  amplification  to  reach  wider 
audiences and evade detection (Moral, 2022). 
This  technological  evolution  makes  it  more 
challenging  to  identify  and  counteract 
misleading content effectively. In addition, the 
proliferation  of  such content  raises  important 
ethical and legal questions (Dalessandro et al., 
2019).  Society  must  navigate  the  delicate 
balance  between protecting  free  speech  and 
preventing  harm,  determining  the 
responsibilities of platforms and governments in 
regulating content, and upholding the public’s 
right to accurate information.
This paper aims to provide a comprehensive 
overview of the key frameworks developed to 
understand  and  address  inaccurate  or 
deceptive  narratives.  It  starts  with  an 
introduction that sets the context, followed by an 
overview of historical context. The core sections 
present and categorize various theoretical and 
methodological  frameworks,  offering  a 
comparative  analysis  to  highlight  their 
strengths,  weaknesses, and applicability.  The 
discussion synthesizes key insights, addressing 
the broader implications and suggesting future 
research directions.

2. Historical Context

The historical context of false and misleading 
content highlights the persistent nature of these 
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challenges and underscores the importance of 
understanding their evolution. The phenomena 
of circulating deceptive or inaccurate narratives 
are not new; they have existed in various forms 
throughout history. However, the methods and 
speed at  which  false  information  can spread 
have evolved dramatically  with the advent  of 
new technologies.
Historically,  such  content  was  often  spread 
through  word  of  mouth,  pamphlets,  or  print 
media. In ancient civilizations, this often took 
the form of rumors or oral traditions that were 
passed down through generations. These could 
include  exaggerated  tales  of  heroism,  false 
reports of enemy movements during wars, or 
distorted accounts of natural disasters. One of 
the  earliest  documented  cases  of  strategic 
falsehoods dates back to the Roman Empire 
(Frasier,  2020),  where  political  rivals  would 
spread false rumors to undermine each other’s 
credibility.1

In  the  medieval  period,  the  Catholic  Church 
played a significant role in controlling the flow of 
information. The selective use or distortion of 
truth became a tool used to enforce religious 
orthodoxy and suppress dissent. For instance, 
during  the  Inquisition,  accusations  of  heresy 
were often based on exaggerated information, 
leading  to  the  persecution  of  individuals  or 
groups  who  were  seen  as  threats  to  the 
church’s authority. The church also controlled 
the  dissemination  of  knowledge,  often 
suppressing  scientific  discoveries  that 
contradicted  religious  doctrine,  such  as  the 
heliocentric  theory  proposed  by  Copernicus 
(Hess and Allen, 2008). 
The invention of the printing press in the 15th 
century marked a significant turning point in this 
context. While the printing press revolutionized 
the spread of information, it also made it easier 
to  disseminate  false  information  on  a  larger 
scale. Pamphlets, leaflets, and books could now 
be mass-produced and distributed widely, often 
without any means of verifying the accuracy of 
the  content.  This  period  saw  the  rise  of 
propaganda as a powerful tool in religious and 
political conflicts, such as during the Protestant 
Reformation,  where  both  sides  used  printed 
materials  to  spread  their  messages  and 
discredit  their  opponents  (Edwards,  1994). 
Martin Luther’s 95 Theses, for example, were 
widely  circulated,  but  so  were  counter-
pamphlets filled with distorted portrayals of his 
arguments and intentions.
The 19th and early 20th centuries witnessed the 
growth of mass media, particularly newspapers, 

1 Octavian (later Augustus) waged a propaganda 
campaign against his rival Mark Antony by 
spreading rumors portraying Antony as a traitor and 
a puppet of Cleopatra.

which became the primary means of information 
dissemination.  This  era  also  saw  the 
emergence of yellow journalism, a term used to 
describe  sensationalist  and  often  misleading 
news designed to attract readers and increase 
sales. Publishers like William Randolph Hearst 
and  Joseph  Pulitzer  engaged  in  fierce 
competition,  leading  to  the  publication  of 
fabricated  stories  (Spencer,  2007).  The 
Spanish-American War is a prime example of 
how yellow journalism contributed to the spread 
of  misleading  information,  as  reports  in 
American newspapers fueled public support for 
the  war,  often  based  on  false  accounts  of 
events.
During World Wars I and II, propaganda was 
widely  used  by  various  governments  to 
influence public perception and morale,  often 
blurring  the  lines  between  true  and  falsified 
information. The Cold War era saw the rise of 
sophisticated  information  campaigns, 
particularly by state actors. The Soviet Union, 
for  instance,  engaged  in  active  measures,  a 
term  used  to  describe  a  range  of  activities 
aimed  at  influencing  global  opinion  and 
destabilizing  Western  governments.  An 
infamous example was Operation INFEKTION,2 
which falsely claimed that the U.S. government 
had created the HIV/AIDS virus as a biological 
weapon (Selvage, 2021). These activities were 
meticulously planned and executed, often using 
forgeries, false media reports, and manipulated 
documents  to  create  and  spread  false 
narratives.
In the modern era, the internet and social media 
have fundamentally reshaped how inaccurate 
and  manipulative  content  is  produced  and 
circulated. The internet has made it easier than 
ever to create and spread false information on 
a  global  scale  with  minimal  cost  and  effort 
(Vosoughi et al., 2018). Social media platforms, 
in particular, have become fertile ground for the 
rapid dissemination of all kinds of information, 
as content can go viral within minutes, reaching 
millions  of  people  around  the  world.  The 
decentralized nature of the internet also means 
that it is more challenging to control or regulate 
the  spread  of  false  information,  leading  to  a 
proliferation of conspiracy theories, fake news, 
and other forms of misleading content.

3. Existing frameworks

A variety of frameworks have been developed 
to  understand,  categorize,  and  address  how 
false or misleading content is created, spread, 
and mitigated. In this section, we explore the 
major  existing frameworks,  categorizing them 
based on their focus and approach.

2 Also known as Operation Denver.
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3.1 Typology-Based Frameworks 

They  focus  on  categorizing  falsehoods  into 
distinct types based on various factors such as 
intent, content, and dissemination method.
1)  Intent-Based Typologies:  One of  the most 
common typological approaches is to classify 
false information based on the intent behind its 
creation and dissemination. For example, some 
frameworks  distinguish  between unintentional 
and intentional spread as primary categories. 
Further  subcategories  might  include  the 
deliberate spread of truthful information with the 
intent  to  cause  harm,  such  as  doxing  or 
releasing  private  information  (Carmi  et  al., 
2020).
2)  Content-Based  Typologies:  Another 
approach focuses on the nature of the content 
itself.  These  frameworks  classify  information 
spread  based  on  the  type  of  falsehood  or 
distortion  present  in  the  content  (First  Draft, 
2017).  For  example,  Wardle  introduced  a 
typology that categorizes false information into 
seven types: satire or parody, false connection, 
misleading  content,  false  context,  impostor 
content,  manipulated  content,  and  fabricated 
content. Each type represents a different way in 
which the truth is distorted, providing a detailed 
map of the information landscape.
3)  Dissemination  Method-Based  Typologies: 
Some frameworks classify falsehoods based on 
the  methods  and  channels  used  to  spread 
them. These might include distinctions between 
organic spread (e.g., via social media sharing) 
and coordinated campaigns (e.g., through bot 
networks  or  paid  advertisements). 
Understanding  the  dissemination  methods 
helps in identifying the mechanisms by which 
false  information  reaches  and  influences 
audiences (Tsfati et al., 2020).

3.2 Process-Oriented Frameworks 

They  focus  on  the  lifecycle  of  false  and 
misleading  narratives,  examining  how  these 
phenomena  are  created,  disseminated, 
consumed,  and  ultimately  affect  audiences. 
These  frameworks  often  draw  from 
communication and media studies to map out 
the  stages  through  which  false  information 
travels,  and  the  factors  that  influence  each 
stage.
1) The Information Disorder Framework: This 
type of frameworks identifies three key stages 
in  the  lifecycle  of  false  information:  creation, 
production,  and  distribution  (Wardle  and 
Derakhshan,  2017).  It  also  distinguishes 
between  three  elements  involved:  agents 
(creators,  producers,  and  distributers), 
messages (the content itself), and interpreters 
(audiences).  This  framework  is  useful  for 

understanding  how  deceptive  narratives  are 
constructed  and  spread  across  different 
platforms and contexts.
2)  The  Information  Lifecycle  Model:  Another 
process-oriented  approach  is  the  information 
lifecycle  model,  which  outlines  the  stages 
through  which  false  or  misleading  content 
moves from its  initial  creation to  its  eventual 
impact  on  public  perception.  These  stages 
typically  include  creation,  amplification, 
dissemination,  and  correction  (Puska  and 
Pereira, 2023). This model emphasizes the role 
of  social  media algorithms, news cycles, and 
audience engagement in the amplification and 
spread of such content.
3) The Knowledge-Based Approach: This type 
of  framework  focuses  on  how  individuals 
process  and  interpret  information  (Bode  and 
Vraga,  2017).  It  examines  the  cognitive 
processes that occur when people encounter 
false  information,  including  how  they  decide 
whether  to  believe  it  or  share  it.  The  model 
suggests  interventions  at  different  stages  of 
information  processing,  such  as  providing 
corrective  information  or  promoting  critical 
thinking skills, to reduce the spread and impact 
of misleading information.

3.3 Impact-Oriented Frameworks 

They are concerned with the consequences of 
falsehoods  on  individuals,  communities,  and 
societies.  They  assess  the  effects  of  false 
information  and  help  identify  the  broader 
implications  on  public  opinion.  Each  model 
below represents a cluster of frameworks rather 
than a single framework, considered as a many-
to-one mapping. 
1)  The  Trust  Erosion  Model:  This  family  of 
frameworks  explores  how  false  information 
campaigns  erode  public  trust  in  institutions, 
media, and democracy (Atele-Williams and Marsh, 
2023). It posits that repeated exposure to false 
information,  especially  when  it  aligns  with 
existing biases or distrust, leads to a gradual 
decline  in  trust.  The  model  is  particularly 
relevant  for  understanding  the  long-term 
societal  impacts  of  falsehoods  and  the 
challenges in restoring trust once it has been 
damaged.
2) The Public Health Impact Model: This family 
of  models  examines  the  spread  of  health-
related  narratives  (e.g.,  about  vaccines  or 
treatments)  and  its  impact  on  public  health, 
such as vaccine hesitancy or non-compliance 
with health guidelines (Pulido et al., 2020). The 
framework  also  considers  the  role  of  public 
health  communication  in  countering  such 
narratives and promoting accurate information.
3)  Behavioral  Impact  Model:  This  cluster  of 
frameworks  looks  at  how  information  flows 
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influence  individual  and  collective  behavior 
(Alhajjar,  2022).  It  considers  factors  such as 
cognitive  biases,  social  influence,  and 
emotional  responses  that  lead  individuals  to 
accept  or  act  on  false  information.  The 
framework is useful for designing interventions 
that  address  the  behavioral  drivers  of  false 
information  spread,  such  as  social  norms 
campaigns or behavioral nudges.

3.4 Actor-Centric Frameworks 

They  focus  on  the  roles  and  motivations  of 
different  actors  involved  in  the  creation, 
dissemination,  and  consumption  of  distorted 
narratives.  These  frameworks  analyze  the 
behaviors, strategies, and networks of various 
stakeholders,  including  individuals, 
organizations, governments, and platforms.
1)  The  Actor-Network  Theory  (ANT)  :  This 
sociological  framework  explores  the  complex 
relationships  between  different  actors  (both 
human  and  non-human,  such  as  algorithms) 
involved in the spread of  falsehoods (Latour, 
2005). ANT examines how these actors form 
networks  that  facilitate  the  dissemination  of 
false  information  and  how  power  dynamics 
within these networks influence the spread and 
impact of information. The framework is useful 
for  understanding  the  interconnectedness  of 
different  actors  and  the  systemic  nature  of 
information ecosystems.
2)  The  Political  Economy  Framework:  This 
approach focuses on the economic and political 
motivations behind false information campaigns 
(Dobson  and  Hunsinger,  2016).  It  examines 
how state and non-state actors use information 
as a tool  for  political  gain,  financial  profit,  or 
social influence. The framework also considers 
the  role  of  media  ownership,  advertising 
revenue models, and regulatory environments 
in shaping the spread of misleading information. 
Understanding these motivations is crucial for 
designing  policies  and  interventions  that 
address  the  root  causes  of  falsified 
information.
3) The Platform Responsibility Framework: With 
the rise of social media and digital platforms, 
this framework addresses the responsibilities of 
these  platforms  in  managing  falsehoods 
(Ramdas,  2022).  It  examines  the  role  of 
algorithms,  content  moderation  policies,  and 
platform governance in either exacerbating or 
mitigating the spread of false information. The 
framework also explores the ethical and legal 
implications of platform actions, such as content 
removal or algorithmic transparency.

4. Categorization of frameworks

The  diverse  array  of  frameworks  for 
understanding false and misleading content can 
be  overwhelming  due  to  the  various 
perspectives  and  methodologies  they 
encompass.  In  this  section,  we  divide  the 
existing  frameworks  into  thematic, 
methodological,  and  geographical  or  cultural 
considerations.  Practically,  when  frameworks 
are  categorized  by  themes,  methods,  or 
regional  contexts,  the  focus  is  on  tailoring 
research  approaches  and  interventions  to 
specific settings or problems. In contrast, when 
frameworks  are  grouped  into  actor,  process, 
impact,  and  typology  categories,  they  are 
examined based on what aspect of the problem 
they target.

4.1 Thematic Categorization 

It involves grouping frameworks based on the 
primary themes or  issues they address.  This 
approach helps illuminate the specific domains 
each  model  concentrates  on,  whether  it  be 
political, social, health-related, or technological 
(Tsfati et al., 2020; Pulido et al., 2020).
1)  Political  Frameworks:  Frameworks  in  this 
category focus on the role of false narratives in 
political  contexts.  They  examine  how  false 
information is used to influence elections, shape 
public opinion, and destabilize political systems 
(Howard et  al.,  2018;  Wardle & Derakhshan, 
2017). For example, frameworks that analyze 
information  campaigns  during  elections  or 
state-sponsored propaganda efforts fall into this 
category. These frameworks often emphasize 
the  strategic  use  of  deceptive  arguments  by 
political actors to achieve specific goals, such 
as  voter  manipulation  or  undermining 
opponents.
2)  Social  Frameworks:  Socially  oriented 
frameworks explore how information can affect 
social  dynamics and relationships.  They may 
focus on how false information spreads within 
communities,  influences  social  norms,  or 
exacerbates societal divisions. Frameworks in 
this category often address issues like the role 
of  social  media  in  amplifying falsehoods,  the 
formation of echo chambers, and the impact of 
misleading  information  on  social  cohesion 
(Sunstein, 2017; Vosoughi et al., 2018). These 
frameworks  are  particularly  relevant  for 
understanding how information  contributes  to 
polarization  and  the  fragmentation  of  public 
discourse.
3)  Health-Related  Frameworks:  Given  the 
significant impact of false information on public 
health, several frameworks specifically address 
the  spread  and  effects  of  health-related 
falsehoods (Pulido et al., 2020; Bode & Vraga, 
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2017).  Health-related  frameworks  often 
emphasize  the  need  for  accurate 
communication,  the  dangers  in  undermining 
public  health  efforts,  and  strategies  for 
combating inaccurate health narratives through 
education and public awareness campaigns.
4)  Technological  Frameworks:  Technological 
frameworks  focus  on  the  role  of  digital 
platforms, algorithms, and artificial intelligence 
(AI) in the spread of information. They explore 
how  technology  facilitates  the  rapid 
dissemination of false information, the role of 
social  media  algorithms  in  promoting 
sensationalist  content,  and  the  potential  for 
automated  tools  like  bots  and  deepfakes  to 
spread  information  (Gradoń  et  al.,  2021; 
Gillespie,  2018).  These  frameworks  often 
address  the  challenges  of  regulating  digital 
platforms  and  the  ethical  implications  of 
technological interventions designed to counter 
misleading information.

4.2 Methodological Approaches 

They group frameworks based on the research 
methods  they  employ.  This  categorization 
highlights the diversity  of  techniques used to 
study  misleading  content,  ranging  from 
qualitative analyses to quantitative data-driven 
models (Lazer et al., 2018).
1)  Qualitative  Frameworks:  Qualitative 
frameworks  often  involve  case  studies, 
interviews,  content  analysis,  and  other  non-
numerical  methods  to  explore  false  and 
misleading  content  (Wardle  &  Derakhshan, 
2017).  These  frameworks  are  valuable  for 
understanding  the  nuanced  and  contextual 
factors that influence how false information is 
created,  spread,  and  received.  For  example, 
qualitative studies may examine the narratives 
used in information campaigns, the motivations 
of  actors  involved  in  spreading  false 
information,  or  the experiences of  individuals 
who encounter false and misleading content.
2)  Quantitative  Frameworks:  Quantitative 
frameworks  rely  on  numerical  data  and 
statistical analysis to study false and misleading 
content. These frameworks often involve large-
scale  data  collection,  such  as  social  media 
analytics, survey data, or experiments designed 
to measure the effects of false and misleading 
content  (Vosoughi  et  al.,  2018).  Quantitative 
approaches are useful for identifying patterns in 
the  spread  of  false  and  misleading  content, 
assessing the prevalence of false information, 
and  evaluating  the  effectiveness  of 
interventions.
3)  Mixed-Methods  Frameworks:  Some 
frameworks  combine  qualitative  and 
quantitative  approaches  to  offer  a  more 
comprehensive  understanding  of  false  and 

misleading  content.  Mixed-methods 
frameworks might  use qualitative research to 
explore  the  context  and  motivations  behind 
false  and  misleading  content,  followed  by 
quantitative analysis to measure the scale and 
impact of these phenomena (Tsfati et al., 2020). 
This approach allows for a more holistic view, 
capturing  both  the  detailed,  context-specific 
elements and the broader trends in false and 
misleading content spread and impact.

4.3 Computational Frameworks

With the rise of big data and machine learning, 
computational  frameworks  have  become 
increasingly important in the study of false and 
misleading  content.  These  frameworks  use 
algorithms,  network  analysis,  and  other 
computational tools to model the spread of false 
and  misleading  content,  detect  false 
information, and simulate the effects of different 
interventions (Gradoń et al., 2021; Lazer et al., 
2018). 
1)  Geographical  and  Cultural  Considerations 
involve categorizing frameworks based on the 
regions or cultural contexts in which they are 
applied. False and misleading content does not 
operate in a vacuum; it is deeply influenced by 
the social, cultural, and political environments in 
which it spreads (Tsfati et al., 2020).
2) Regional Frameworks: Some frameworks are 
designed  to  address  false  and  misleading 
content in specific geographical regions, such 
as  North  America,  Europe,  Asia,  or  Africa. 
These frameworks consider the unique political, 
social, and media landscapes of each region, 
which  influences  how  false  and  misleading 
content spreads and is perceived (Howard et 
al., 2018). For example, frameworks developed 
for  Western democracies  might  focus on the 
role of free speech and the media, while those 
for authoritarian regimes might emphasize state 
control and censorship.
3)  Cultural  Frameworks:  Cultural  frameworks 
examine  how  cultural  factors,  such  as 
language,  values,  and  traditions,  shape  the 
creation  and  spread  of  false  and  misleading 
content. These frameworks recognize that false 
and  misleading  content  is  often  tailored  to 
resonate with specific cultural beliefs or biases, 
making it more effective in certain communities. 
For  instance,  information  campaigns  may 
exploit cultural tensions or stereotypes to create 
division or mistrust.
4)  Cross-Cultural  Frameworks:  Cross-cultural 
frameworks compare the spread and impact of 
false and misleading content  across different 
cultural contexts. These frameworks are useful 
for  identifying  universal  patterns  in  false  and 
misleading content spread, as well as context-
specific  factors  that  influence  how  false  and 
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misleading content is received and acted upon 
(Pennycook  and  Rand,  2021).  Cross-cultural 
studies  can  reveal  how  different  societies 
respond to false and misleading content  and 
what  lessons  can  be  learned  from  various 
approaches to combating false information.

5. Discussion

In  this  section,  we  undertake  a  comparative 
analysis  of  the  existing  frameworks  for 
understanding false and misleading content. By 
systematically comparing these frameworks, we 
aim to identify their strengths, weaknesses, and 
areas of overlap or divergence. This analysis 
will  help  clarify  which  frameworks  are  most 
effective in addressing specific aspects of false 
and misleading content  based on scope and 
effectiveness and summarize key insights from 
the study and implications for future research in 
this field.

5.1 Comparative Analysis

Typology-based  frameworks  are  designed  to 
offer  a comprehensive categorization of false 
and misleading content, attempting to classify 
all forms of false information into a structured 
taxonomy.  By  creating  categories  based  on 
criteria  such as intent,  content,  and medium, 
typology  frameworks  allow  for  a  systematic 
analysis  of  the  different  types  of  false  and 
misleading  content  that  exist.  This  broad 
classification system is advantageous because 
it provides a high-level overview that can help in 
identifying patterns and trends in the spread of 
false and misleading content. However, the very 
breadth of typology frameworks can also be a 
limitation as they may not delve deeply into the 
specific processes that lead to the creation and 
dissemination of false and misleading content.
Process-oriented frameworks, in contrast, focus 
on the lifecycle of false and misleading content. 
This narrower focus allows for detailed insights 
into the stages of false and misleading content 
spread,  identifying  critical  points  where 
interventions  could  be  most  effective.  By 
understanding  these  processes,  stakeholders 
can develop targeted strategies to disrupt the 
spread of false and misleading content at key 
stages. However, the focus on processes can 
limit the ability of these frameworks to account 
for  the  broader  social,  political,  or  cultural 
contexts that influence the spread of false and 
misleading content. While they provide valuable 
insights  into  the  mechanics  of  false  and 
misleading  content  dissemination,  process 
frameworks may not fully capture the external 
factors  that  shape  the  environment  in  which 
false and misleading content thrives.

Impact-oriented  frameworks  take  a  different 
approach  by  concentrating  on  the 
consequences of false and misleading content, 
rather than its classification or lifecycle. These 
frameworks  are  particularly  effective  in 
highlighting  the  tangible  effects  of  false  and 
misleading content by linking false information 
to  specific  outcomes.  By  focusing  on  the 
measurable  consequences  of  false  and 
misleading content, impact frameworks provide 
critical insights into the harm caused by false 
information and the importance of addressing it. 
However, the reliance on measurable outcomes 
can be both a strength and a limitation. While 
impact frameworks excel in demonstrating the 
immediate  and  direct  effects  of  false  and 
misleading  content,  they  may  struggle  to 
capture the full  range of  impacts,  particularly 
those that are long-term, indirect, or difficult to 
quantify.
Finally, actor-centric frameworks offer a broad 
scope by considering the wide range of players 
involved  in  the  creation,  dissemination,  and 
consumption of false and misleading content, 
as well as the complex relationships between 
them.  By  focusing  on  the  motivations  and 
behaviors  of  key  actors,  actor-centric 
frameworks can reveal the underlying drivers of 
false  and  misleading  content.  However,  the 
inherent complexity of actor-centric frameworks 
can  make  them  challenging  to  apply.  The 
interactions between various actors are often 
intricate and not easily discernible,  especially 
when  motivations  are  hidden  or  intentionally 
obscured. This complexity requires significant 
resources  and expertise  to  untangle,  making 
actor-centric  frameworks  more  difficult  to 
implement  effectively  compared  to  other 
frameworks that focus on more straightforward 
aspects of false and misleading content.

5.2 Key Insights

Each framework brings unique strengths to the 
table,  contributing  valuable  perspectives  on 
how  false  information  is  generated, 
disseminated,  and impacts  society.  However, 
the  analysis  also  highlights  the  limitations  of 
each approach, suggesting that a multifaceted 
strategy  combining  elements  from  multiple 
frameworks may be the most effective way to 
combat false and misleading content. One of 
the most significant  insights is  that  no single 
framework can fully address the complexity of 
false  and  misleading  content.  This  suggests 
that relying on one framework alone may lead 
to an incomplete understanding of the problem 
and potentially ineffective interventions.
Another important insight is the critical role that 
context  plays in the effectiveness of  different 
frameworks.  Effectiveness  in  this  context  is 
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measured by how well a framework achieves its 
intended purpose, which can vary depending on 
the  framework’s  focus.  False and misleading 
narratives  are  deeply  influenced  by  social, 
political,  and  cultural  factors  in  different 
environments.  In  typology-based frameworks, 
effectiveness  is  measured  by  how  well  the 
framework categorizes different types of false 
and misleading content based on key factors 
like intent, content, or dissemination method. A 
typology framework is considered effective if it 
provides  a  clear,  comprehensive,  and  useful 
classification system that helps researchers and 
practitioners distinguish between various forms 
of  false  information.  For  process-oriented 
frameworks,  effectiveness  is  determined  by 
their  ability  to  map the lifecycle  of  false and 
misleading content, identify critical intervention 
points,  and  develop  strategies  to  disrupt  its 
dissemination. Impact-oriented frameworks are 
judged  by  how  accurately  they  assess  the 
consequences of false and misleading content, 
such as changes in public opinion or behavior, 
while  actor-centric  frameworks  are  evaluated 
based  on  their  capacity  to  reveal  the 
motivations and behaviors of those involved in 
spreading false and misleading content. 
False and misleading content that resonates in 
one  cultural  setting  may  not  have  the  same 
impact in another, and the strategies used to 
combat  it  must  be  tailored  accordingly.  The 
analysis  also  highlights  that  false  and 
misleading  content  is  not  solely  a 
communication  issue but  also  intersects  with 
other  disciplines,  bringing  diverse 
methodologies and insights to the discussion. 
By  combining  these  perspectives,  a  more 
robust  and  comprehensive  understanding  of 
false and misleading content can be developed. 
Moreover,  the analysis reveals that  the rapid 
evolution  of  digital  technologies  necessitates 
continuous adaptation of existing frameworks. 
False  and  misleading  narratives  are 
increasingly spread through new and evolving 
platforms,  such  as  social  media,  where 
traditional  approaches  may  no  longer  be 
sufficient.  This dynamic environment requires 
frameworks  that  are  not  only  comprehensive 
but also flexible and adaptable to change, and 
that  can  keep  pace  with  technological 
advancements as well as the changing nature 
of information dissemination.

5.3 Implications for Future Research

One  of  the  primary  implications  for  future 
research  is  the  need  for  more  integrative 
approaches  that  combine  the  strengths  of 
multiple  frameworks.  For  instance,  combining 
typology frameworks with process frameworks 
could  provide  a  more  comprehensive 

understanding of both the classification of false 
and misleading content and the mechanisms by 
which  it  spreads.  Similarly,  integrating  actor 
frameworks with impact frameworks could help 
elucidate  how the motivations of  key players 
influence the  tangible  outcomes of  false and 
misleading  content.  Future  research  should 
prioritize  developing  hybrid  frameworks  that 
draw on the strengths of existing models while 
addressing their respective shortcomings.
On the level of contextualization of false and 
misleading  content,  future  research  should 
focus on comparative studies that examine how 
false and misleading content operates across 
diverse  contexts,  including  non-Western 
societies that are often underrepresented in the 
literature.  This  would  not  only  broaden  the 
understanding of false and misleading content 
globally  but  also  inform  the  development  of 
context-specific  interventions  that  are  more 
likely to be effective in diverse environments.
In  addition  to  the  plethora  of  false  and 
misleading  content  instances,  a  new 
phenomenon has emerged in the last couple of 
years: AI-enabled false and misleading content 
(Newsguard,  2025).  AI-driven  technologies, 
which include everything from automated news 
outlets that produce content with minimal or no 
human intervention to sophisticated AI image 
generators that create convincing but entirely 
fabricated visuals, have opened new avenues 
for  the  production  and  dissemination  of 
misleading information (Alhajjar and Lee, 2022). 
AI’s capabilities to generate large volumes of 
content  quickly  and  convincingly,  false  and 
misleading  content  purveyors  now  have 
powerful tools at  their disposal to create and 
spread false narratives on an unprecedented 
scale.  This  development  poses  serious 
challenges  to  the  integrity  of  information 
ecosystems.  The  line  between  genuine  and 
fabricated content increasingly blurs, making it 
harder for the public to distinguish truth from 
falsehood. The ease with which these tools can 
be  used  to  produce  deceptive  content 
underscores  the  urgent  need  for  robust 
strategies  to  detect  and  counteract  AI-
generated false and misleading content.
Finally,  there  is  a  pressing  need  for 
interdisciplinary  research  that  brings  together 
scholars  from  various  fields  to  tackle  the 
complex  problem  of  false  and  misleading 
content.  Future  research  should  encourage 
collaboration  across  these  fields  to  develop 
more  comprehensive  and  multidimensional 
frameworks.  This  interdisciplinary  approach 
would facilitate a deeper understanding of the 
psychological, social, and technological factors 
that drive false and misleading content, leading 
to more effective strategies for prevention and 
intervention.
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6. Conclusion

The challenges posed by false and misleading 
content  are among the most  pressing issues 
facing  societies  today.  The  frameworks 
discussed in this paper provide valuable tools 
for analyzing the spread of false and misleading 
content and pinpoint the limitations of any single 
approach.
The selection and improvement of frameworks 
for  combating  false  and  misleading  content 
requires  a  nuanced  understanding  of  the 
problem’s  complexity.  Each  framework, 
whether  typology-based,  process-oriented, 
impact-focused, or actor-centric, offers distinct 
advantages  and  limitations.  By  choosing  the 
right  framework  for  the  specific  context  and 
continuously improving upon existing models, 
researchers and practitioners can develop more 
effective  strategies  to  counter  false  and 
misleading content. The key to addressing new 
challenges,  including  AI-enabled  false  and 
misleading content, lies in embracing a holistic 
and flexible approach. By integrating multiple 
frameworks,  adapting  strategies  to  specific 
contexts,  and  fostering  interdisciplinary 
collaboration, more effective methods can be 
developed for combating false and misleading 
content.
As  technology  continues  to  evolve,  it  is 
essential  to  remain  vigilant  and  proactive, 
continuously  updating  and  refining  our 
frameworks  to  keep  pace  with  new 
developments. This ongoing effort requires not 
only  innovation  but  also  a  commitment  to 
transparency,  accountability,  and public  trust. 
By  staying  ahead  of  emerging  threats  and 
fostering a culture of critical thinking, we can 
build a more resilient information ecosystem for 
the future. 
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Abstract
State-of-the-art fake-news classifiers frequently report near-ceiling accuracy on widely used benchmarks such as
ISOT, Misinfo, and WELFake. We argue that such results often reflect structural homogeneity and provenance-based
separability rather than robust claim-level veracity inference. Anchored in the Information Disorder framework, we
analyze how dataset construction operationalizes the notion of “fake” and how this shapes model behavior. We
conduct systematic bidirectional cross-dataset experiments across six transfer directions and evaluate performance
not only by mean accuracy, but also by variance and directional asymmetry. Results reveal substantial degradation
under distribution shift and pronounced transfer asymmetries between dataset pairs. Although not always achieving
the highest mean accuracy, affective augmentation combining dimensional (VAD) and categorical (Ekman)
representations yields the lowest variance and smallest directional gap, indicating superior cross-domain stability. Our
findings expose the disconnect between accuracy-driven benchmarking and construct-valid evaluation. We argue that
progress in fake-news detection requires shifting from isolated in-domain optimization toward robustness-oriented,
bidirectional, and distribution-aware assessment practices.

Keywords: fake news detection, information disorder, dataset bias, cross-dataset evaluation, distribution
shift

1. Introduction

Fake-news classification has become a canonical
supervised NLP task, frequently reporting accu-
racy values exceeding 98%—and in some cases
approaching or surpassing 99%—on benchmark
datasets. Systematic reviews confirm the preva-
lence of such near-ceiling results across a wide
range of machine-learning architectures (Villela
et al., 2023). At face value, these figures may sug-
gest that automated veracity detection is largely
solved.

At the same time, the notion of “fake news” is
not a well-defined natural category. Prior work has
emphasized its overlap with broader forms of in-
formation disorder (Lazer et al., 2018), the role
of deliberate deception and imitation of journalis-
tic style (Gelfert, 2018), and the diversity of phe-
nomena grouped under the term, including satire,
propaganda, and fabrication (Tandoc et al., 2018).
These perspectives highlight that the target label in
fake-news detection is conceptually heterogeneous
and socially constructed.

In practice, however, machine-learning research
depends heavily on publicly available supervised
datasets. Among these, the ISOT dataset (Ahmed
et al., 2017) has become particularly influential.
The original ISOT study reported approximately
92% accuracy using n-gram features and classi-
cal classifiers, while more recent work using deep
learning and transformer-based architectures re-
ports near-ceiling performance, often exceeding
98% (Lawal and Abdulrauf, 2025; Villela et al.,

2023). Such results raise a methodological ques-
tion: what exactly is being learned? In ISOT, true
articles are largely crawled from Reuters, whereas
fake articles are collected from outlets flagged as
unreliable. This provenance-based construction
introduces systematic lexical, stylistic, and format-
ting differences between classes, allowing models
to exploit ecosystem-level regularities rather than
perform claim-level epistemic inference.

Three corpora—ISOT, Misinfo, and WELFake
(Ahmed et al., 2017; Peutz, 2023; Verma et al.,
2021)—are widely used due to their size and bi-
nary labeling schemes. However, each encodes
different assumptions about the negative class and
is constructed through distinct pipelines, potentially
introducing spurious correlations between labels,
sources, and stylistic patterns.

When class labels correlate strongly with source
identity or stylistic conventions, classification may
approximate corpus discrimination rather than epis-
temic reasoning. This raises a central validity ques-
tion: what do near-ceiling benchmark results actu-
ally measure?

We argue that high intra-corpus accuracy of-
ten reflects structural separability and dataset ho-
mogeneity rather than transferable veracity rea-
soning. To examine this, we benchmark repre-
sentative modeling setups on ISOT, Misinfo, and
WELFake and complement them with controlled
cross-dataset transfer experiments. The results
reveal a substantial generalization gap: models
that appear nearly perfect under random within-
dataset splits degrade markedly when evaluated
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across corpora. By situating our findings within
the Information Disorder framework (Wardle and
Derakhshan, 2017), we shift the focus from raw ac-
curacy to construct validity and robustness under
distributional shift.

2. Related Work

2.1. Fake-News Detection Models
Early work on fake-news detection relied on lexical
features such as n-grams, TF–IDF representations,
and classical classifiers including SVM, logistic re-
gression, and decision trees (Ahmed et al., 2017).
On datasets such as ISOT, these approaches al-
ready achieved accuracy above 90%, suggesting
strong lexical separability between classes.

With the rise of deep learning, convolutional and
recurrent architectures (CNN, LSTM, BiLSTM) be-
came common (Kaliyar et al., 2020). Subsequent
transformer-based approaches, particularly BERT
and its variants, further increased reported perfor-
mance (Kaliyar et al., 2021). Systematic reviews
confirm that transformer-based architectures now
dominate the field and frequently report accuracy
exceeding 95%, with some studies approaching
or surpassing 99% on benchmark corpora (Villela
et al., 2023).

Hybrid models combining contextual embed-
dings with gradient boosting or ensemble meth-
ods also report near-ceiling performance. For ex-
ample, BERT embeddings combined with Light-
GBM achieve 99% accuracy on ISOT under ran-
dom splits (Essa et al., 2023). Similarly, recent
BiLSTM-based approaches on ISOT report 98.98%
accuracy and recall above 99% (Lawal and Abdul-
rauf, 2025). Such figures suggest that, at least
under standard evaluation protocols, separability
between classes is extremely high.

Beyond English-language corpora, multilingual
and cross-lingual fake-news detection has also
expanded. Large language models (LLMs) and
instruction-tuned transformers have recently been
explored for misinformation detection, often achiev-
ing strong zero-shot or few-shot results (Li et al.,
2024; Koka et al., 2024). However, these studies
typically evaluate within-dataset performance and
rarely stress-test cross-domain transfer.

Our work differs from prior studies by explicitly
quantifying directional asymmetry and demonstrat-
ing that near-ceiling performance can be repro-
duced by minimal lexical rules.

2.2. Dataset Bias, Distribution Shift, and
Shortcut Learning

Parallel to advances in model architecture, re-
search in NLP and machine learning has high-

lighted the risk of shortcut learning, whereby mod-
els exploit highly predictive but semantically shallow
correlations present in the training data (Geirhos
et al., 2020). In text classification, such shortcuts
may include stylistic markers, formatting artifacts,
or source-specific lexical cues.

In the context of fake-news detection,
provenance-based labeling is particularly sus-
ceptible to shortcut exploitation. If true and fake
classes are drawn from distinct outlet ecosystems,
models may learn outlet identification rather than
veracity inference. Surveys of misinformation
detection acknowledge the presence of dataset
bias and limited generalization, though systematic
stress-testing remains rare (Islam et al., 2020;
Villela et al., 2023).

Recent work has explicitly investigated cross-
dataset generalization. Pszona et al. (2023) show
that models trained on one fake-news corpus often
degrade significantly when evaluated on another,
suggesting that dataset-specific artifacts drive per-
formance. Similarly, studies on domain adapta-
tion for misinformation detection report substan-
tial drops under distribution shift (Shu et al., 2022;
Huang et al., 2021). These findings align with
broader observations in NLP that benchmark per-
formance does not necessarily imply robustness
under temporal, topical, or source shift.

Despite these concerns, many papers reporting
near-ceiling accuracy rely on random within-dataset
splits without source-held-out or cross-dataset eval-
uation. As a result, systematic evidence about
transferability remains limited relative to the volume
of high-accuracy claims. Our work aims to address
this gap by directly quantifying cross-dataset degra-
dation across ISOT, Misinfo, and WELFake.

3. Dataset Semantics and Structural
Homogeneity

3.1. ISOT

The ISOT Fake News Dataset (Ahmed et al., 2017)
consists of two files: True.csv (21,417 articles) and
Fake.csv (23,481 articles), primarily covering 2016–
2017 political and world news. True articles are
largely sourced from Reuters, while fake articles
are collected from outlets flagged as unreliable.

This provenance-based construction introduces
strong structural regularities. The true class reflects
wire-service style and formatting, whereas the fake
class aggregates politically charged content from
heterogeneous sources. As a result, classification
can rely on stylistic and source cues rather than
claim-level reasoning.
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3.2. Misinfo (79k)

The Misinfo dataset contains
78,617 articles (34,975 true; 43,642
fake/misinformation/propaganda). True arti-
cles originate from mainstream outlets such as
Reuters, The New York Times, and The Wash-
ington Post, while the negative class aggregates
diverse sources, including extremist websites and
curated disinformation cases.

Although this mixture increases semantic het-
erogeneity, structural clustering remains: different
source ecosystems exhibit consistent stylistic and
rhetorical patterns. Models may therefore still ex-
ploit these cues instead of factual inconsistencies.

3.3. WELFake

WELFake contains 72,134 articles (35,028 real;
37,106 fake), constructed by merging multiple
datasets (Kaggle, McIntire, Reuters, BuzzFeed)
to increase diversity (Verma et al., 2021).

While this reduces reliance on a single source,
binary provenance signals persist across merged
corpora. Moreover, substantial textual overlap with
ISOT is observed due to shared sources. This
challenges dataset independence and motivates
explicit deduplication in cross-dataset evaluation.

3.4. Structural Implications

Across ISOT, Misinfo, and WELFake, class la-
bels correlate strongly with source provenance and
topic distributions. Such correlations create con-
ditions conducive to shortcut learning (Geirhos
et al., 2020), where models exploit stable stylis-
tic or ecosystem-level cues. High within-dataset
accuracy under random splits may therefore re-
flect structural homogeneity rather than transfer-
able epistemic reasoning.

4. Intra-corpus classification and
shortcut analysis

We first evaluated intra-corpus classification on the
ISOT dataset under a standard train/validation split
(70/15/15, stratified by label). Models were trained
and validated exclusively on ISOT, without cross-
domain mixing. Performance was measured using
accuracy, macro F1, and weighted F1.

We focus on ISOT as a maximal case of struc-
tural separability, where class labels are strongly
aligned with source-specific lexical and stylistic
cues. This makes it particularly suitable for analyz-
ing the extent to which near-ceiling performance
can be explained by shallow signals rather than
semantic understanding.

4.1. Transformer-based models
Across configurations, transformer models
achieved near-perfect validation performance:

• Accuracy: 0.99+
• Macro F1: 0.99+
• Weighted F1: 0.99+

These results are consistent with prior literature
reporting > 98% accuracy on ISOT. However, such
performance alone does not establish robust factic-
ity discrimination, as intra-corpus evaluation may
permit learning of dataset-specific regularities.

4.2. Shallow stylistic modeling
To assess whether intra-corpus performance on
ISOT requires deep contextual representations, we
trained a logistic regression classifier using only
low-dimensional stylistic features extracted from
raw text. No lexical n-grams or embeddings were
used.

Feature extraction. For each document, we
computed a set of normalized surface features de-
signed to capture stylistic and provenance-related
regularities. These included binary indicators
such as has_reuters (presence of the token
“(Reuters)”) and has_video (presence of mark-
ers such as “[Video]” or “video”), as well as con-
tinuous features such as upper_ratio (propor-
tion of uppercase letters over alphabetic charac-
ters), qm_per_100 and excl_per_100 (ques-
tion and exclamation marks per 100 characters),
log_chars, and log_words. Additional cues
included punctuation density, quotation density,
source-name matches, and counts of emphatic
uppercase tokens. All continuous features were
standardized before training. The classifier used
L2-regularized logistic regression with default scikit-
learn settings.

Model Accuracy Macro F1
Logistic (features) 0.9960 0.9960
Logistic (w/o Reuters) 0.8935 0.8935

Table 1: Intra-corpus validation performance on
ISOT using shallow stylistic features.

Using the full feature set, performance matches
transformer-based models within rounding error,
indicating that ISOT is nearly linearly separable
in a low-dimensional stylistic space. To test
whether this result is dominated by a single prove-
nance marker, we performed an ablation in which
the token “(Reuters)” was removed from the text
before feature extraction, and the derived fea-
tures has_reuters and has_dateline were ex-
cluded from the model. Even after this removal, the
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classifier still achieved 0.8935 accuracy and 0.8935
Macro F1 on validation, showing that Reuters is the
strongest cue but not the only source of separability.

Feature importance. Table 2 shows the largest-
magnitude coefficients from the full logistic regres-
sion model (positive values predict true, negative
values predict fake). As expected, has_reuters
is by far the dominant predictor.

Feature Coefficient
has_reuters +6.36
log_words +1.38
upper_ratio -0.38
has_video -1.49
qm_per_100 -1.37
log_chars -1.59

Table 2: Selected coefficients from the full logistic
regression model on ISOT. Positive values favor
the true class; negative values favor the fake class.

Table 3 summarizes the most influential coeffi-
cients after removing Reuters-related cues. The
remaining decision boundary is still driven by sim-
ple stylistic properties, especially document length,
uppercase usage, question-mark density, exclama-
tion frequency, and video markers.

Feature Coefficient
Most predictive of fake

log_words -5.90
upper_ratio -4.47
qm_per_100 -2.66
excl_per_100 -1.32
has_video -1.17

Most predictive of true
log_chars +4.00
quote_ratio +1.84
n_chars +0.74
punct_per_100 +0.28

Table 3: Selected coefficients from the logistic
regression model after removing Reuters-related
cues. Positive values favor the true class; negative
values favor the fake class.

These results show that the near-ceiling sepa-
rability of ISOT is heavily driven by provenance
markers, but also supported by additional shal-
low stylistic differences between classes. In other
words, removing Reuters substantially weakens the
shortcut, yet intra-corpus classification remains far
above chance without requiring semantic represen-
tations.

4.3. Ablation and minimal baselines
To further analyze the source of near-ceiling perfor-
mance in ISOT, we evaluated minimal classifiers
based on shallow stylistic cues.

Building on the shallow stylistic model above, we
further evaluated a one-rule classifier based on a
single binary feature:

if has_reuters == 1 → TRUE
else → FAKE

This classifier achieved 0.9963 accuracy on ISOT
validation. Table 4 summarizes the intra-corpus per-
formance of transformer-based models and min-
imal baselines. A single binary lexical cue is
therefore sufficient to reproduce near-ceiling perfor-
mance on ISOT.

Model Acc. M.
F1

W.
F1

BERT (baseline) 0.999+ 0.999+ 0.999+
Logistic (style features) 0.9960 0.9960 0.9960
1-rule (has_reuters) 0.9963 0.9963 0.9963

Table 4: Intra-corpus results on ISOT.

4.4. Temporal considerations.
The datasets used in this study span a relatively
narrow and overlapping time period, primarily cov-
ering news events from 2016–2017 in the case of
ISOT, with partially overlapping periods in Misinfo
and WELFake due to shared or reused sources.
Following common practice in the literature, we em-
ployed stratified random splits rather than temporal
splits.

We acknowledge that the absence of temporal
partitioning may allow models to be exposed to
similar or related events across training and vali-
dation sets. Prior work has highlighted the impor-
tance of temporal separation in fact-checking and
misinformation detection, arguing that models can
otherwise exploit event-level overlap and lack of
counter-evidence (Glockner et al., 2022).

However, the ablation results presented in this
section indicate that near-ceiling performance can
be achieved using shallow stylistic cues alone, in-
cluding a single provenance marker. This suggests
that high intra-corpus performance is not primarily
driven by temporal memorization of events, but by
structural regularities and source-specific artifacts
embedded in the datasets.

Therefore, while temporal splits are important
for evaluating robustness in realistic fact-checking
scenarios, the evidence presented here indicates
that the dominant factor behind near-perfect intra-
corpus results in ISOT is dataset-level separability
rather than event-level generalization.
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5. Cross-Dataset Experiments

We evaluate several BERT-based configurations
under cross-dataset transfer conditions. Models
are trained on one dataset and evaluated on an-
other without target fine-tuning.

To evaluate robustness under dataset shift, we
conducted systematic cross-dataset transfer ex-
periments using three widely adopted fake-news
corpora: WELFake, Misinfo, and ISOT.

To assess whether affective enrichment improves
cross-domain generalization, we additionally evalu-
ate several BERT-based configurations, including
variants augmented with VAD (Mohammad, 2018),
Ekman emotion categories (Ekman, 1992), and
SenticNet features (Cambria et al., 2018), which
provide complementary affective signals at lexical
and conceptual levels.

Affective feature integration. VAD features en-
code continuous affective dimensions (valence,
arousal, dominance) at the lexical level. Ekman
categories provide a discrete representation of ba-
sic emotions, capturing coarse affective states such
as anger, fear, or joy. SenticNet supplies concept-
level affective and semantic features derived from
commonsense knowledge bases.

In all cases, these signals are computed from
the input text and concatenated with the BERT rep-
resentation prior to classification.

For each pair of datasets (A,B), we trained on A
and evaluated on B, yielding six transfer directions:

1. WELFake → Misinfo
2. Misinfo → WELFake
3. ISOT → WELFake
4. WELFake → ISOT
5. ISOT → Misinfo
6. Misinfo → ISOT

All models were fine-tuned under identical condi-
tions (BERT-base backbone, max length 128, batch
size 128, three epochs, class weighting, mixed pre-
cision training). We report Accuracy and Macro F1
on the external test set in each direction. Macro F1
is considered as it captures class balance under
distributional shift.

Full per-direction classification reports (including
class-wise precision, recall, and F1 scores) are
provided in the Appendix (Tables 8–13).

Table 5 summarizes Accuracy and Macro F1 for
compact comparison across all six transfer direc-
tions. Across domains, performance drops relative
to within-dataset evaluation, indicating limited trans-
ferability.

5.1. Duplicate Analysis and Data
Leakage Control

Before conducting cross-dataset evaluation, we per-
formed exact-match duplicate detection between
corpora. Between WELFake (train) and ISOT (test),
we identified 39,687 exact duplicates out of 44,898
ISOT instances (approximately 88.4%). To prevent
leakage, all overlapping instances were removed
prior to training.

This finding indicates that WELFake partially
subsumes ISOT content, rendering naïve cross-
dataset evaluation misleading unless strict dedupli-
cation is applied. The persistence of near-ceiling
WELFake→ISOT performance after deduplication
further suggests that ISOT remains structurally
easy as a target domain.

6. Discussion

High intra-dataset accuracy does not imply general-
ization under distribution shift. When datasets are
structurally homogeneous, classification approxi-
mates ecosystem discrimination.

Binary provenance-based labels risk conflating
source identification with epistemic inference.

6.1. Cross-Domain Stability Analysis
To evaluate robustness under dataset shift, we
computed the Macro F1 score across all six cross-
dataset transfer directions.

For each model, we report the mean Macro F1
across directions and its standard deviation. Lower
variance indicates higher cross-domain stability.

To quantify directional asymmetry, we compute
the absolute Macro F1 difference between both
transfer directions of each dataset pair (e.g., W→M
vs M→W). Lower values indicate greater bidirec-
tional consistency and thus stronger cross-domain
robustness. Table 7 reports the directional gaps for
the three dataset pairs, as well as the mean gap
per model.

Overall, BERT+VAD+Ekman exhibits the low-
est average directional gap, indicating the most
symmetric transfer behaviour. Ekman alone
ranks second. In contrast, SenticNet and VAD
show the largest asymmetries, particularly in the
ISOT–Misinfo pair.

6.2. Ranking of Cross-Domain Stability
Ranking models by increasing standard deviation
(see Table 6) yields:

1. BERT + VAD + Ekman (most stable)
2. BERT + Ekman
3. BERT simple
4. BERT + SenticNet
5. BERT + VAD (least stable)
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W→M M→W I→W W→I I→M M→I
Model Acc MF1 Acc MF1 Acc MF1 Acc MF1 Acc MF1 Acc MF1
BERT 0.851 0.846 0.914 0.913 0.794 0.789 0.996 0.996 0.638 0.548 0.965 0.964
VAD 0.854 0.846 0.695 0.659 0.812 0.810 0.997 0.997 0.576 0.424 0.879 0.875
Ekman 0.846 0.842 0.952 0.952 0.745 0.733 0.999 0.998 0.719 0.685 0.669 0.614
VAD+Ekman 0.863 0.858 0.849 0.845 0.803 0.800 0.998 0.997 0.686 0.641 0.828 0.819
SenticNet 0.858 0.854 0.958 0.958 0.696 0.674 0.997 0.997 0.636 0.543 0.987 0.987

Table 5: Accuracy (Acc) and Macro F1 (MF1) across all six cross-dataset transfer directions. Best value
per column is shown in bold.

Model Std. Dev. (Macro F1)
BERT simple 0.1630
BERT + VAD 0.2012
BERT + Ekman 0.1526
BERT + VAD + Ekman 0.1147
BERT + SenticNet 0.1875

Table 6: Sample standard deviation of Macro F1
across six transfer directions. Lower values indi-
cate greater cross-domain stability.

Model BERT+ W↔M W↔I I↔M M.Gap
Base 0.0671 0.2073 0.4159 0.2301
VAD 0.1871 0.1869 0.4516 0.2752
Ekman 0.1104 0.2655 0.0702 0.1487
VAD+Ekman 0.0138 0.1973 0.1787 0.1299
SenticNet 0.1036 0.3231 0.4434 0.2900

Table 7: Directional Macro F1 gap (absolute differ-
ence between bidirectional transfers). Lower val-
ues indicate stronger symmetry and cross-domain
robustness.

Several structural patterns emerge from the anal-
ysis.

First, raw in-dataset performance does not pre-
dict cross-domain robustness. Models achieving
near-ceiling accuracy on certain datasets exhibit
substantial degradation when evaluated under do-
main shift.

Second, affective enrichment behaves differently
depending on the representation used. Ekman-
based features consistently reduce performance
variance across datasets. When combined with
VAD, the resulting model achieves the lowest cross-
domain fluctuation (Std. Dev. = 0.113), sug-
gesting a regularization effect that stabilizes deci-
sion boundaries across stylistic and source-based
shifts.

In contrast, SenticNet produces the highest
peaks in some transfer directions (e.g., Misinfo
→ ISOT and WELFake → ISOT) but also sharp
collapses in others (e.g., ISOT → Misinfo). This
indicates high sensitivity to training-domain lexical-
affective alignment.

VAD alone exhibits the highest instability (Std.

Dev. = 0.207), suggesting that coarse affective
dimensions without discrete emotional categories
may insufficiently constrain cross-domain general-
ization.

Finally, the consistent asymmetry between direc-
tions (e.g., ISOT → Misinfo vs. Misinfo → ISOT)
confirms that dataset provenance and stylistic pri-
ors strongly influence transferability. Training on
more heterogeneous corpora appears to improve
outward generalization, whereas training on more
homogeneous datasets leads to brittle representa-
tions.

These observations align with the hypothesis
that dataset structure plays a dominant role in
model behavior. In particular, ISOT appears to
be largely separable using source-specific lexical
cues, such as the presence of the token “(Reuters)”.
This explains why both shallow and deep mod-
els achieve near-perfect intra-corpus performance,
while cross-dataset generalization collapses. The
phenomenon is consistent with shortcut learning
and dataset bias, but here it emerges under mini-
mal feature assumptions.

Taken together, these results indicate that cross-
domain evaluation and variance analysis should
complement standard accuracy reporting in fake-
news classification. Stability under dataset inver-
sion provides a stronger robustness criterion than
isolated peak performance.

7. Conclusions

Fake-news benchmarks frequently report near-
ceiling performance, yet cross-dataset evaluation
reveals substantial and asymmetric generalization
gaps. These results show that accuracy on isolated
benchmarks is not a reliable indicator of robustness,
but largely reflects dataset separability rather than
genuine veracity understanding.

Across six cross-dataset transfer directions in-
volving WELFake, Misinfo, and ISOT, we observe
three systematic phenomena. First, average per-
formance and stability are not equivalent objec-
tives: in some cases, BERT+SenticNet achieves
the highest mean Macro F1, yet exhibits consider-
able directional asymmetry and variance. Second,
BERT+SenticNet attains near-ceiling results in cer-
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tain directions but collapses under domain rever-
sal, resulting in the highest mean directional gap.
This pattern suggests strong sensitivity to corpus-
specific stylistic and lexical distributions. Third, the
combined VAD+Ekman representation yields the
lowest standard deviation and the smallest bidirec-
tional gap, indicating the most stable cross-domain
behavior.

The superior robustness of VAD+Ekman may
stem not only from feature concatenation, but
from the complementarity of affective representa-
tions. VAD encodes continuous affective gradients
(valence, arousal, dominance), providing smooth
global signals, whereas Ekman categories intro-
duce discrete emotional anchors. Their joint inte-
gration may provide an implicit regularizing effect:
when distribution shift destabilizes one affective
dimension, the other may preserve transferable
structure. This hybrid affective embedding reduces
directional asymmetry and mitigates collapse under
domain shift.

These results suggest that robustness emerges
not from maximizing in-domain accuracy, but from
constraining models with semantically meaning-
ful inductive biases. Emotional structure, when
represented through complementary continuous
and categorical spaces, appears to provide such a
constraint. Importantly, robustness must be evalu-
ated not only via mean performance, but through
variance and directional gap metrics that explicitly
capture asymmetry under transfer.

Progress in fake-news detection therefore re-
quires a methodological shift: from accuracy max-
imization on isolated benchmarks toward cross-
domain robustness, bidirectional evaluation, and
construct-valid modeling. Without such a shift,
near-ceiling scores risk reflecting dataset artifacts
rather than genuine generalizable understanding.
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A. Full Cross-Domain Classification
Results

This appendix reports the complete cross-domain
evaluation results for all six transfer directions.
For each experiment, we provide Accuracy (Acc),
Macro F1 (MF1), Weighted F1 (WF1), per-class
F1 scores, and per-class Recall. The best value in
each column is highlighted in bold.
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Abstract
The proliferation of large language models (LLMs) has significantly increased the potential for automated dissemination
of disinformation, necessitating robust systems for check-worthiness detection. However, existing models are
primarily trained on human claims, leaving their performance on machine-generated text largely unexplored. In this
paper, we benchmark encoder models (BERT and RoBERTa) and industry accessible tools (ClaimBuster) against
LLM-paraphrased claims across three stylistic categories: syntactic restructuring, syntactic complexity and lexical
informality. Our results indicate a consistent performance degradation on synthetic claims, particularly on complex
and informal claims. We demonstrate that adversarial training significantly improves model resilience, with RoBERTa
achieving F1-score gains up to +5.22 on the CheckIt dataset. Finally, SHAP analysis reveals that while base models
rely on narrow syntactic heuristics such as active voice, robust models learn to anchor their prediction on core factual
entities. These findings highlight the necessity of stylistic-aware training to maintain fact-checking efficacy in an
increasingly LLM-populated information landscape.

Keywords: Fact-Checking, Check-Worthiness Detection, Adversarial Training, Disinformation

1. Introduction

The rise of generative AI methods utilising large lan-
guage models (LLMs) to produce text has become
widespread. The increase in LLM agency has led
to their misappropriation for malicious purposes,
where models are prompted to generate harmful
or misleading content (Pan et al., 2023). Malicious
actors leverage this generated text as disinforma-
tion, spreading it across online platforms. This
proliferation of disinformation has a direct negative
real-world impact across nations and socio-political
topics (Aïmeur et al., 2023).

This threat has spurred research into the de-
tection and mitigation of disinformation (Su et al.,
2020). While these efforts show promise, they are
yet to show their efficacy in real-world situations.
Currently, fact-checking remains the most effec-
tive strategy for mitigating disinformation (Graves,
2017). The fact-checking process begins by iden-
tifying and assessing whether a claim is check-
worthy, followed by evidence gathering to provide
a final justification (Das et al., 2023). Due to the
sheer volume of claims online, journalists can no
longer manually incorporate this fact-checking pro-
cess into their workflows, necessitating the work
of dedicated fact-checking organisations such as
PolitiFact1, FullFact2 & FactCheck.org3.

While effective, these organisations face signifi-
cant scalability and latency issues. Consequently,
research has pivoted toward automated check-
worthiness detection (Guo et al., 2022). These

1https://www.politifact.com/
2https://fullfact.org/
3https://www.factcheck.org/

systems leverage AI models to automatically priori-
tise claims for review, removing the bottleneck of
manual selection and significantly scaling number
of claims processed (Graves, 2018). Such systems
are now deployed in production workflows such as
FullFact’s internal AI suite4 or ClaimBuster which is
accessible through their API (Hassan et al., 2017)

The problem with current methods comes from
their reliance on human annotated training data,
often exhibiting low generalisation across topics,
which can lead to claims incorrectly being identi-
fied within emerging events (Nenno, 2024). This
reliance makes them susceptible to LLM-generated
claims, which may contain linguistic nuances and
structural discrepancies that differ from human-
written claims. To understand the impact of LLM-
generated content on model robustness, we pro-
pose a systematic study comparing state-of-the-art
check-worthiness strategies against both human-
authored and LLM-paraphrased claims. We then
incorporate the LLM-generated content into the
training of a separate model to adversarially train a
model. All experiments are carried out on English
claims only. We address the following research
questions (RQ):

• RQ1 - To what extent does a check-worthiness
classification models’ performance change
when assessing LLM generated claims?

• RQ2 - Does adversarial training using LLM
generated claims improve the models perfor-
mance on human written and LLM written
claims?

4https://fullfact.org/ai/
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• RQ3 - Do models learn different linguistic fea-
tures between the human and LLM generated
claims?

2. Background

The impact of fake news is well documented to have
influenced major socio-political events (Henkel,
2021; Chen et al., 2021; Cazzamatta, 2025). Given
that fake news spans diverse topics, countries and
modalities, modern research necessitates a more
fine-grained taxonomy. Wardle and Derakhshan
(2017) categorise information disorder into three
sub-categories based on intent and truthfulness:
Misinformation, Disinformation and Malinformation.
Our study is grounded in this framework, specifi-
cally addressing the threat of automated disinfor-
mation scaling. By evaluating how models respond
to stylistic circumvention, we provide insights into
the resilience of check-worthiness systems against
intentionally machine generation disinformation.

This categorisation allows researchers to better
identify the motivations of authors and the suscepti-
bilities of target audience (Bragazzi and Garbarino,
2024). While these categories provide a clear the-
oretical framework, there is a significant difference,
with related natural language processing (NLP)
tasks such as rumour detection (Bondielli and Mar-
celloni, 2019), propaganda detection (Da San Mar-
tino et al., 2020), credibility assessment (Srba et al.,
2025) and fact-checking (Guo et al., 2022).

In the NLP community, early misinformation de-
tection focused on machine learning models lever-
aging hand-crafted linguistic features for classifica-
tion, as outlined in the survey by Su et al. (2020),
which cover systems and datasets from 2000 -
2018. However, the introduction of transformer-
based architectures, particularly BERT (Devlin
et al., 2019), shifted the state-of-the-art toward
encoder-based strategies that benefit from task-
specific fine-tuning. Beyond textual content, recent
research has also explored network topology and
propagation patterns to identify misleading content
(Zhou and Zafarani, 2019).

Despite these advancements, manual fact-
checking remains the gold-standard for mitigation.
To address the scalability issues of human fact-
checkers, automated check-worthiness systems
are employed to triage claims. In NLP, this is primar-
ily framed as either a classification task (assigning
binary or ordinal label) or a ranking task (prioritising
claims based on perceived check-worthiness) (Guo
et al., 2022).

Current state-of-the-art check-worthiness mod-
els leverage large-scale transformer encoders.
For example, systems like ClaimBuster (Hassan
et al., 2017) evolved from Support Vector Machines
(SVM) to BERT-based architectures. These mod-

els often incorporate auxiliary information, such as
named entity recognition (NER) and user metadata,
to bolster performance (Ahmed et al., 2021).

However, encoder-based models often strug-
gle with domain-shifting and emerging topics not
present in the training data (Nenno, 2024). While
LLMs have demonstrated impressive zero-shot
capabilities in check-worthiness detection, issues
such as hallucination and inconsistent reasoning
mean that fine-tuned encoders remain the prefer-
ence (Majer and Šnajder, 2024). Wright and Augen-
stein (2020) demonstrated that LLM-based para-
phrasing is highly effective for increasing training
data volume. Yet, a significant gap remains; while
these studies use LLMs to support model training,
they do not sufficiently investigate model perfor-
mance in adversarial settings where LLMs are used
to generate deceptive variations. This research
aims to bridge the gap between LLM-augmented
training and model robustness against synthetic
stylistic shifts.

3. Methodology

3.1. Dataset Selection and
Pre-Processing

To investigate the robustness of check-worthiness
models against both human-authored and LLM-
generated claims, two check-worthiness datasets
are selected:

• CheckIt (Sundriyal et al., 2026): A fine-
grained assessment of claims from twitter.
While annotating for a final check-worthiness
label, data was also annotated on fine-grained
labels. These comprised of if the claim is veri-
fiable, publicly interesting, potentially harmful,
misleading, of interest to the government and
whether a fact-checker should check the claim.

• CheckThatLab! 2024 (Hasanain et al., 2024):
Made up event specific topics including COVID-
19, vaccines, Gazza/Palestine conflict and cli-
mate change. Spanning both tweets, debates
and speeches, framed as a binary classifica-
tion task.

All code, models and data are released for repro-
ducibility purposes5.

3.2. Experimental Setup
We train two tracks of model: a base model (human
only claims) and a robust model using adversarial
training. We frame this as adversarial because the

5https://github.com/chroadhouse/Benchmarking-
Check-Worthiness-Models-on-LLM-Generated-Claims
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LLM-paraphrased variants act as stylistic perturba-
tions designed to break the models resilience on
surface level heuristics while keeping the semantic
ground truth.

For our base and robust models, we select two
transformer-based encoders. We also use a zero-
shot LLM and publicly deployed state-of-the-art
check-worthiness system for benchmarking. The
models are outlined:

• BERT (Devlin et al., 2019): A standard base-
line encoder widely utilised in prior check-
worthiness shared tasks (Alam et al., 2023).

• RoBERTa (Liu et al., 2019): A robustly op-
timised variant of BERT. Its pre-training ob-
jective may offer enhanced resilience against
stylistic variations in synthetic text.

• Llama 3.1:8B6: Employed as a zero-shot base-
line to assess the check-worthiness detection
capabilities of current general-purpose LLMs.
Our prompt for classification is shown in Figure
1.

• ClaimBuster (Hassan et al., 2017): A leading
industry-standard system providing a baseline
for live fact-checking API7 performance, lever-
aging a BERT-based architecture.

System Prompt
ROLE: You are a professional Fact-Checking
Editor.
TASK: Analyse the following text and decide if it
is CHECK-WORTHY.

CRITERIA FOR YES:
1. It contains a verifiable factual claim (dates,

numbers, events, causal relationships).
2. It is of public interest or potential harm (not

just a personal opinion or vague complaint).
3. It is NOT standard health advice (e.g.,

’Wash your hands’ is NO).
Input Format: Text: {claim}

Output Instruction: You must start your
response with the decision tag.
Format: <decision>YES</decision> or
<decision>NO</decision>

Figure 1: System prompt for zero-shot check-
worthiness classification.

For the training, both encoder base models
are trained on the CTL 24 training data, selected

6https://huggingface.co/meta-llama/
Llama-3.1-8B

7http://idir.uta.edu/claimbuster

Base Paraphrase Prompt (Syntactic Restructur-
ing)

You are a precise fact-checking rewriter. Para-
phrase the text below by changing the sentence
structure (e.g., active to passive voice) while
keeping all names, dates, and technical terms
EXACTLY as written. Do not add any commen-
tary.
Input: Text: {text} <output>

Complex Style Prompt (Syntactic Density)

You are a sophisticated academic editor. Rewrite
the text below into a high-complexity, formal sen-
tence using subordinate clauses and nominal-
ization. You must retain all names, dates, and
technical terms EXACTLY as written. Do not add
any commentary.
Input: Text: {text} <output>

Informal Style Prompt (Lexical Informality)

You are a social media user. Rewrite the text
below to sound like a natural, conversational post
using contractions and informal phrasing. You
must keep all specific names, dates, and statistics
EXACTLY as written. Do not use hashtags or
emojis. Do not add any commentary.
Input: Text: {text} <output>

Figure 2: Design of the LLM prompt templates used
for generating the three stylistic paraphrases (Syn-
tactic Restructuring, Syntactic Density, and Lexical
Informality).

for cross domain coverage across social media,
speeches and debates (Hasanain et al., 2024). The
encoder models were trained for 10 epochs or un-
til convergence, with an early stopping patience
of 3. The models were optimised using AdamW
(Loshchilov and Hutter, 2017) with a weight de-
cay of 0.01 and a learning rate of 2 × 10−5. We
use the same parameters but also include LLM-
paraphrased variants of the claims for the adver-
sarial training. When classifying, we use a greedy
decoding strategy for the Llama 3.1:8B model.

3.3. Generation of LLM Content
We leverage Llama 3.1:8B-Instruct to generate
paraphrased candidates for the CheckThatLab
2024 and CheckIt datasets, using an auto regres-
sive strategy with nucleus sampling (Top-P) set to
0.9, with a temperature of 0.8 and a top-k of 40. To
ensure linguistic variety preventing structural loops,
a repetition of 1.1 is applied.

We experiment with three zero-shot prompting
strategies (see Figure 2): Standard, Informal and
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Complex. For each variant, the model is strictly in-
structed to maintain all named entities to minimise
factual hallucination. Table 1 illustrates an original
human-authored claim alongside its three corre-
sponding synthetic variants, showing the linguistic
differences while ensuring entities are not replaced.

Ensuring label preservation is critical when gen-
erating synthetic data; a paraphrase that alters the
factual content of the claim would invalidate the
original check-worthiness labels. Consequently,
we assess the linguistic and semantic drift between
the human reference and LLM-generated candi-
dates using a suite of metrics. Given that factual
integrity is more vital in this domain than absolute
semantic overlap (Wright and Augenstein, 2020),
our validation framework prioritises entity preserva-
tion and semantic stability.

To extract the necessary features for these met-
rics we utilise a RoBERTa model fine-tuned for NER
on the TweetNER7 dataset (Antypas et al., 2023)
and a second RoBERTa model fine-tuned on the
Tweet-Eval benchmark for sentiment analysis (Bar-
bieri et al., 2020). The performance of the genera-
tion process is then quantified using the following
metrics, with results summarised in Table 2.

• BLEURT (Sellam et al., 2020): An evalua-
tion metric that leverages an encoder model
trained on perturbed sentence pairs and then
trained on multiple semantic preservation met-
rics such as BLEU (Papineni et al., 2002),
ROUGE (Lin, 2004) & BERTScore (Zhang
et al., 2019), all of which are popular N-gram
overlap methods.

• Mutual Implication Score (MIS) (Babakov
et al., 2022): This method is developed specif-
ically to understand the similarity between a
reference piece of text and a paraphrased can-
didate. It leverages a natural language infer-
ence model, treating the paraphrasing as bidi-
rectional entailment.

• Cosine Similarity of Entity Distributions:
We measure the preservation of factual sub-
jects by comparing the frequency of en-
tity groups (e.g., persons, organisations, lo-
cations) between original and paraphrased
claims. We identify named entities and repre-
sent each claim by a vector (category count).
By calculating the cosine similarity (Büyük-
topaç and Acarman, 2019) between these vec-
tors, we quantify how well the LLM maintains
the original subjects, ensuring stylistic shifts do
not alter the factual composition of the claim.

• Jaccard Similarity (Niwattanakul et al., 2013):
The Jaccard similarity is used to measure
the difference in the extracted named entities.
This is crucial to ensure that the same names,

dates and locations are mentioned, even with
a change of phrasing.

• Sentiment ∆: The sentiment score for both
the reference and candidate claim are ex-
tracted and then the difference is calculated to
see the sentiment drift between the two claims.

• Length ∆: The difference in characters be-
tween the original reference and candidate
claim.

The results in Table 2 demonstrate high entity
group consistency between paraphrased and hu-
man claims. While the lower BLEURT and MIS
scores suggest significant stylistic and structural
divergence, the stability of the entity metrics con-
firms that the factual subjects remain intact during
the transformation.

To ensure that the LLM did not hallucinate in the
generation of paraphrased claims, we randomly
select 50 samples from each of the three prompts
from the CTL 2024 dataset and assess semantic
similarity between the human and LLM-generated
pair. The primary investigator annotated for seman-
tic preservation using a binary label and then used a
predefined confidence definition by Mu et al. (2023)
to rate the confidence of the decision between 1-
5. The results of the preservation annotation are
presented in Table 3. They show a high semantic
preservation with a mean confidence over 4.

4. Results

Table 4 presents the performance of the fine-tuned
transformer models, ClaimBuster and zero-shot
LLM. Performance is evaluated across three bench-
mark datasets using weighted Precision (P), Recall
(R) and F1-score. The results compare the efficacy
on original human-authored claims against their
LLM-paraphrased counterparts.

The experimental results indicate that fine-tuned
transformer models outperform ClaimBuster and
zero-shot LLM across both the CheckIt and CTL
2024 data splits. All four models experienced a per-
formance degradation when evaluated on the LLM
paraphrased claims, specifically in the Complex
and Informal settings. Notably, while the Claim-
Buster model remained competitive on the CTL
2024 test split, the model struggled on the CheckIt
dataset.

4.1. Robust Model Performance
The results of the adversarial training are detailed
in Table 5. Where the difference between the origi-
nal and robust encoder models are calculated for
each dataset split and claim type. Table 5 high-
lights a significant performance boost for the robust
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Claim Type Claim Text Linguistic Changes
Human (Original) "We’ve run up more debt in the last eight years than

under all the presidents from George Washington
to Jimmy Carter combined."

Baseline: Natural, conversational
political speech.

Simple Paraphrase "More debt has been run up in the last eight years
than under all the presidents from George Wash-
ington to Jimmy Carter combined."

Syntactic Shift: Conversion from
active to passive voice; maintains
original vocabulary.

Informal Style "We’ve racked up more debt in the last eight years
than all the presidents from George Washington to
Jimmy Carter combined."

Lexical Shift: Substitution of "run
up" with the colloquial phrasal verb
"racked up."

Complex Style "The accumulation of debt over the preceding eight
years has exceeded, in magnitude, the total indebt-
edness incurred during the collective administra-
tions of all presidents from George Washington to
Jimmy Carter."

Semantic Over-Formalisation:
Massive expansion of word count
through bureaucratic synonyms
(e.g., "accumulation," "indebted-
ness," "collective administrations").

Table 1: Comparison of Human Claim and LLM-Generated paraphrases across different styles.

Semantic Analysis Entity Integrity Style Length
Dataset Split Category BLEURT MIS Jaccard Cosine Sent. ∆ Len ∆

CT24

Validation
Base 0.3734 0.2543 0.9383 0.9608 -0.0072 9.76
Informal 0.3732 0.2555 0.9547 0.9738 0.0023 8.17
Complex 0.3619 0.2774 0.9210 0.9599 -0.0108 90.45

Testing
Base 0.3698 0.2535 0.9283 0.9633 -0.0072 9.62
Informal 0.3706 0.2533 0.9605 0.9789 -0.0052 6.94
Complex 0.3580 0.2763 0.9238 0.9538 -0.0290 96.95

CheckIt

Validation
Base 0.3526 0.2517 0.7493 0.8447 -0.0109 12.24
Informal 0.3517 0.2533 0.7433 0.8387 -0.0056 9.38
Complex 0.3355 0.2914 0.7110 0.8167 -0.0363 132.52

Testing
Base 0.3530 0.2524 0.7622 0.8547 -0.0137 11.87
Informal 0.3525 0.2534 0.7628 0.8629 -0.0006 9.13
Complex 0.3357 0.2932 0.7309 0.8364 -0.0190 128.97

Table 2: Comprehensive evaluation of claim paraphrasing categorised by Dataset, Split, and Stylistic
Category. Results indicate consistency in meaning preservation across validation and testing sets.

Prompt Style Samples (n) Semantic Preservation (%) Mean Confidence (1–5)
Informal 50 88.0% 4.14
Complex 50 92.0% 4.22
Base (Rephrased) 50 84.0% 4.08
Total 150 88.0% 4.15

Table 3: Manual validation of LLM-generated paraphrases for semantic preservation and annotator
confidence.

encoder models, particularly when handling LLM-
paraphrased claims. The most notable improve-
ments occur within the CheckIt dataset, where
RoBERTa demonstrates an F1-score increase of +
5.22 on the validation split and + 3.61 on the testing
split. BERT similarly shows consistent gains across
CheckIt informal and complex claim types. Con-
versely, the CTL 2024 results present a more varied
outcome; while validation scores remain stable or
improve, some testing splits experience marginal

declines.

4.2. SHAP Analysis
To investigate the linguistic shifts influencing model
decisions, we utilised SHAP analysis (Mosca et al.,
2022) to identify high attribution tokens for classifi-
cation. We select the base and robust variants of
RoBERTa to investigate classification, due to being
the most consistent model.

As shown in Table 6, we measure the intersection
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Validation Split Testing Split

Dataset Claim Type Model P R F1 P R F1

CheckIt

Human

BERT 81.36 81.53 80.99 78.56 78.94 78.46
RoBERTa 80.86 81.08 80.55 80.47 80.63 79.98
Llama 3.1 53.41 63.06 57.67 59.40 63.74 58.00
ClaimBuster 67.43 58.67 59.08 67.76 57.43 57.49

Base

BERT 98.34 77.93 78.09 76.79 76.46 76.60
RoBERTa 77.62 75.90 76.32 77.33 76.35 76.65
Llama 3.1 63.11 65.88 59.37 60.77 64.64 58.22
ClaimBuster 67.69 63.06 63.97 66.00 61.37 62.20

Informal

BERT 79.03 76.24 76.73 77.16 74.44 74.96
RoBERTa 79.66 77.48 77.91 77.83 76.58 76.92
Llama 3.1 62.50 65.54 60.69 67.37 57.77 58.02
ClaimBuster 67.37 57.77 58.02 65.14 54.84 54.80

Complex

BERT 73.07 73.54 73.22 72.74 73.20 72.89
RoBERTa 74.58 73.09 73.51 72.56 71.28 71.69
Llama 3.1 58.75 64.19 55.13 64.59 64.64 64.61
ClaimBuster 64.59 64.64 64.61 65.30 64.53 64.85

CTL 2024

Human

BERT 97.86 97.87 97.86 87.82 87.98 86.56
RoBERTa 97.29 97.29 97.25 87.34 87.10 86.05
Llama 3.1 88.19 77.42 79.18 80.33 68.33 70.29
ClaimBuster 98.68 98.64 98.65 82.84 83.68 82.84

Base

BERT 97.01 96.90 96.93 86.47 86.80 86.56
RoBERTa 97.31 97.29 97.25 87.53 87.68 86.99
Llama 3.1 88.26 76.65 78.48 80.93 66.28 68.27
ClaimBuster 97.24 97.00 97.05 83.95 84.16 84.04

Informal

BERT 97.18 97.19 97.18 87.46 87.68 87.06
RoBERTa 97.47 97.48 97.49 87.19 87.10 86.13
Llama 3.1 88.92 80.43 81.90 81.07 71.55 73.32
ClaimBuster 97.73 97.67 97.67 32.53 83.28 82.58

Complex

BERT 95.13 94.96 95.02 86.80 87.10 86.89
RoBERTa 96.88 96.90 96.87 87.19 87.10 86.13
Llama 3.1 87.69 74.90 76.88 78.76 64.81 66.92
ClaimBuster 94.98 94.19 94.36 85.68 85.63 85.66

Table 4: Comparative performance of check-worthiness models grouped by claim type.

between the tokens by SHAP attribution and named
entities within each claim. For the human-authored
claims in CheckIt test set, the robust RoBERTa
model demonstrates a significantly higher align-
ment with factual entities compared to the base
model. Suggesting that adversarial training encour-
ages the model to anchor the check-worthiness de-
cision to these verifiable subjects such as names,
dates and organisations.

5. Discussion

5.1. RQ1: Sensitivity to Synthetic
Phrasing

The experimental results in Table 4 confirm that
state-of-the-art check-worthiness models are sensi-
tive to stylistic variations introduced by LLM-based
paraphrasing. BERT and RoBERTa exhibit a no-
table performance degradation when processing
synthetic claims within the CheckIt dataset, be-
ing most pronounced in the complex and infor-
mal categories. However, performance remains
relatively stable on the CTL 2024 test sets. This
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Validation Split (∆) Testing Split (∆)

Dataset Model Claim Type P R F1 P R F1

CheckIt

BERT

Human +0.27 +0.34 +0.66 +1.77 +1.69 +1.88
Base -17.88 +2.70 +2.44 +2.87 +3.38 +3.13
Informal -0.37 +1.80 +1.52 +0.70 +2.25 +2.06
Complex +2.21 +1.12 +1.67 +2.93 +1.57 +2.18

RoBERTa

Human +1.76 +1.69 +1.79 -1.04 -0.90 -0.84
Base +4.38 +6.19 +5.22 +3.15 +4.39 +3.61
Informal +2.00 +4.16 +3.74 +0.05 +1.46 +1.03
Complex +2.34 +4.27 +3.04 +1.54 +3.49 +2.23

CTL 2024

BERT

Human +0.10 +0.10 +0.10 -0.75 -1.18 -0.88
Base +0.39 +0.48 +0.46 -2.01 -2.05 -3.05
Informal 0.00 0.00 -0.02 -2.58 -2.64 -3.28
Complex +2.14 +2.33 +2.25 -0.03 -0.30 -1.03

RoBERTa

Human +0.13 +0.09 +0.15 0.00 +0.58 +1.27
Base -0.97 -1.26 -1.15 +0.70 +0.30 +1.09
Informal -0.90 -1.07 -1.03 +0.79 +1.17 +1.90
Complex -1.93 -2.62 -2.44 -0.47 -1.18 +0.07

Table 5: Performance delta (∆ = Robust − Original) for BERT and RoBERTa models across datasets.

Dataset Model Human (%) Base (%) Complex (%) Informal (%)

CheckIt Val Base 15.14 12.76 9.56 14.67
Robust 13.47 11.77 7.90 15.38

CheckIt Test Base 15.69 9.72 6.93 13.43
Robust 20.45 17.28 9.65 15.53

CT24 Val Base 6.76 6.88 7.41 8.18
Robust 8.29 7.61 6.82 11.20

CT24 Test Base 5.11 6.75 4.90 4.30
Robust 7.55 7.73 5.75 7.52

Table 6: Percentage of overlap between SHAP attribution tokens and named entities. This metric indicates
the extent to which the model anchors its check-worthiness prediction on core factual subjects vs. stylistic
noise.

suggest that while models are sensitive to stylistic
shifts, the impact is domain-dependent, with event-
specific datasets potentially offering higher inherent
resilience.

Crucially, the semantic validation metrics in Ta-
ble 2 suggest that this decline is not caused by a
loss of factual or semantic information. The MIS
and cosine similarity remain high across all scores,
indicating that the core entities and claims remain
intact. Instead the models appear to rely on spe-
cific structural patterns inherent to human social
media discourse. When the LLM restructures these
claims, it effectively masks the check-worthiness
signals that the encoder models were fine-tuned to
detect.

The relative stability of the zero-shot LLM results
suggest a state of distributional parity between the
model evaluating the claims and the one generating

the paraphrased variants. Unlike the encoders, the
LLM exhibits a lack of dependency on surface level
heuristics, which are acquired in the fine-tuning
on human-authored corpora. While this leads to a
more consistent performance across claim types,
it also highlights domain insensitivity; the LLM ap-
pears unable to prioritise the contextual urgency
and pragmatic cues that signify check-worthiness
in the organic human discourse.

5.2. RQ2: Risks of Adversarial Training
The performance deltas presented in Table 5 in-
dicate that while adversarial training is a viable
strategy for improving robustness, it carries signifi-
cant risks related to distributional interference and
architectural sensitivity.

Given that the encoder models were trained ex-
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clusively on the CTL 2024 training data, the re-
sults on the CheckIt datasets serve as a measure
of stylistic transfer. Interestingly, for the CheckIt
dataset, both BERT and RoBERTa show consis-
tent improvements across almost all claim types.
RoBERTa, in particular, achieves an F1-score in-
crease of + 5.22 (Validation) and + 3.61 (Testing)
on base paraphrases. This suggests that expos-
ing the model to the synthetic data during its train-
ing on the CTL 2024 domain provides a generalis-
able stylistic edge that transfers effectively to the
CheckIt data. However, the primary risk of this ap-
proach is evidenced in the CTL 2024 testing split,
the same domain used for training. Here, we ob-
serve a distinct difference between architectures.
While we observe a marginal gain in validation, it
suffers a significant performance collapse in the
test set. Specifically, the robust BERT variant ex-
perimented an F1-score decline of -3.05 on base
and -3.28 on informal claims. Because the model
was trained on the human and synthetic variants of
the CTL 2024 data, these negative delta suggest
that for BERT, the synthetic samples acted as a
distraction. The model likely began to over fit to the
paraphrased claims, losing its ability to generalise
to the subtle pragmatic marks of check-worthiness.

In contrast, RoBERTa demonstrates an improve-
ment on the CTL 2024 test set, with an increase of
+1.27 on human claims and up to +1.9 on synthetic
variants. This suggests that RoBERTa’s robust opti-
misation and pre-training objective allow it to recon-
cile the divergent stylistic features of human social
media discourse and synthetic LLM generated text
more effectively than BERT.

While adversarial training significantly bolsters
resilience on the CheckIt dataset, the marginal per-
formance drop in the CTL 2024 test set suggests
a degree of noise from the adversarial training. To
ensure practical reliability in systems, future work
should investigate curriculum learning (Wang et al.,
2022), where the model is stabilised on the human-
authored claims before then being exposed to the
difficult synthetic claims.

5.3. RQ3: Feature Shift and Attribution
The systematic misclassification identified through
qualitative error logs suggest that the fine-tuned
encoders rely on narrow syntactic heuristics rather
than semantic representations of check-worthiness.
A primary failure is the models dependence on ac-
tive voice. Our qualitative analysis shows that when
LLMs shift a human claim to the passive voice, the
models frequently flip from a correct to incorrect
classification. Indicating that the models have in-
ternalised a claim-like syntax for verifiable intent,
failing to recognise the same factual signal when
restructured.

The degradation in the complex category (see

Table 4) corresponds to a failure to process normal-
isation. When verbs are transformed into abstract
noun phrases, the models often mis-classify the
statement as not check-worthy. Suggesting that the
encoder models conflate syntactic simplicity and
prose with high priority factual assertions, while
perceiving complex machine generated text as edi-
torial or descriptive noise.

The Informal results reveal a persistent reliabil-
ity heuristic. The addition of colloquialisms often
trigger a negative prediction for claims previously
identified as check-worthy in their human form. This
implies that fine-tuning on organic human corpora
leads models to associate standard formal registers
with high priority verifiable claims and informal reg-
isters with subjective, low-priority claims. While the
robust RoBERTa model begins to reconcile these
features, the persistence of these errors suggest
that even adversarial training struggles to decouple
the need to check stylistic wrappers.

5.4. Future Work
While adversarial training improves resilience,
several avenues remain for enhancing check-
worthiness systems.

Categorical Information Disorder: Current
models treat check-worthiness as a monolithic
label. Future work should develop multi-label
datasets incorporating the Wardle and Derakhshan
(2017) framework. Distinguishing between mis-
information (unintentional) and disinformation
(malicious) would allow for more nuanced triage
priorities, where a model prioritises claims not just
by check-worthiness, but by potential harm and
authorial intent.

Check-Worthiness Specific Adversarial Attacks:
As practitioners increasingly deploy automated
suites, malicious actors may weaponise LLMs
to generate low-signal disinformation. Future re-
search should investigate a broader spectrum of
attacks, including homoglyphs (Roadhouse et al.,
2024), character-level perturbations (Morris et al.,
2020), and word shuffling (Lewoniewski et al.,
2024). Developing robust training loops that simu-
late these specific evasion tactics is essential for
maintaining defence in an adversarial information
landscape.

Fully Synthetic Dataset Generation: Our para-
phrasing approach demonstrates that models can
identify LLM-restructured claims. A natural next
step is the generation of fully synthetic datasets
to alleviate the bottleneck of human annotation.
However, this requires rigorous experimentation to
ensure that synthetic claims reflect the pragmatic
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nuances of human discourse without introducing
systematic model hallucinations or reinforcement
of existing training biases.

6. Conclusion

In this study, we investigated the robustness of auto-
mated check-worthiness models against the emerg-
ing threat of LLM generated claims. Our findings
demonstrate that state-of-the-art transformer en-
coders are highly sensitive to stylistic and syntactic
shifts introduced by LLM paraphrasing. Qualitative
and SHAP-based analysis confirm that these mod-
els rely on surface-level heuristics, such as active
voice and standard formal registers, leading to mis-
classification when factual claims are restructured
into passive or formalised prose.

We show that while adversarial training is a viable
strategy for mitigating this sensitivity, its efficacy is
architecture dependent. While RoBERTa demon-
strated significant improvements across both hu-
man and synthetic claims, BERT exhibited signs
of distributional interference, suggesting that more
robust pre-training objectives are required to recon-
cile the stylistic gaps between human and LLM dis-
course. Ultimately, our work underscores the need
for automated check-worthiness and fact-checking
as a whole to remain a viable defence against dis-
information, models must move beyond syntactic
patterns and develop to a more grounded represen-
tation of factual priority.

Limitations

Despite the insights gained from this benchmarking
study, several limitations must be acknowledged.
First, our evaluation relies on LLM-paraphrased
claims derived from human-authored ground truths
rather than fully fabricated synthetic disinformation.
While this ensures label preservation for experi-
mental control, it may not capture the full spectrum
of linguistic hallucination or logical inconsistencies
present in completely machine generated narra-
tives.

Furthermore, the synthetic dataset was gener-
ated using a single model. While this provided a
controlled environment for testing specific stylistic
shifts, different LLM architectures exhibit varying
generation entropies and stylistic biases which may
limit the generalisability of these findings. Addition-
ally, our manual verification process, which served
as a primary hallucination check to ensure the LLM
maintained factual integrity during paraphrasing,
which was conducted by a single investigator. While
the results showed high annotator confidence, the
absence of multiple annotators precludes the cal-
culation of inter-annotator agreement.

Finally, our analysis is restricted to English claims
within the socio-political and public health domains.
The stylistic heuristics identified (e.g. active vs
passive voice) may manifest differently in other lan-
guages or specialised domains such as legal or
scientific fact-checking.

Ethical Considerations

The primary ethical concern regarding this research
is the dual-use risk inherent in probing model vul-
nerabilities. By identifying the specific stylistic wrap-
pers that allow claims to bypass automated detec-
tion, there is a potential for a malicious actor to
weaponise these findings to generate adversarial
disinformation. However, by documenting these
weakness, they should be viewed as a prerequisite
for developing robust adversarial resistant models.
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Abstract
Information disorder research overwhelmingly focuses on fabricated or manipulated content (fake news, deepfakes,
propaganda) while comparatively neglecting the most pervasive form of distorted information: media bias. Unlike
outright falsehoods, media bias operates within the boundaries of factual reporting, distorting public understanding
through framing, omission, and word choice rather than fabrication. This makes it harder to detect, harder to
regulate, and paradoxically more influential, since it originates from trusted mainstream sources rather than marginal
actors. In this position paper, we argue that media bias should be recognized as a first-class category within
information disorder frameworks. Drawing on the Wardle and Derakhshan (2017) taxonomy, communication theory,
and a systematic review of over 100 studies on automated media bias detection, we demonstrate that current
frameworks inadequately account for the systematic distortion of true content. We present a consolidated taxonomy
of media bias types organized by linguistic level, compare detection paradigms across the information disorder and
media bias communities, and identify four properties that make media bias uniquely dangerous: its scale, its source
credibility, the invisibility of omission, and its cumulative normative effect. We conclude with an integrated research
agenda grounded in specific gaps identified through the review.

Keywords: information disorder, media bias, framing, omission bias, position paper, systematic review, NLP

1. Introduction

When researchers and policymakers speak of “in-
formation disorder”, they almost invariably mean
content that is false: fabricated news articles, doc-
tored images, conspiracy theories shared on so-
cial media (Lazer et al., 2018; Vosoughi et al.,
2018). This conflation of information disorder with
falsehood has shaped research agendas, detec-
tion tools, and regulatory frameworks alike. Fact-
checking initiatives, automated fake news classi-
fiers, and platform content moderation policies all
target the same object: content that deviates from
factual reality.

Yet the most widespread and arguably most in-
fluential form of distorted information is not false
at all. Media bias, the systematic tendency of
news outlets to present information in ways that
favour particular perspectives, interpretations, or
actors (Hamborg et al., 2019), operates entirely
within the boundaries of factual reporting. A bi-
ased article need not contain a single false claim.
Instead, it shapes understanding through what
it emphasizes and what it omits, through the
words it chooses and the frames it constructs (Ent-
man, 1993). This concern extends to modern
language technologies: large language models
(LLMs), trained on vast corpora of news text, risk
inheriting and amplifying the very biases present in
their training data (Gallegos et al., 2024; Park and
Kim, 2025), making the study of media bias urgent

not only for understanding journalism but also for
building trustworthy AI systems.

In this position paper, we argue that media
bias is an underrecognized and inadequately ad-
dressed form of information disorder. Drawing
on the influential framework of Wardle and Der-
akhshan (2017), on communication theory, and on
a systematic review of over 100 studies on auto-
mated media bias detection (Hamborg et al., 2019;
Rodrigo-Ginés et al., 2024), we make three claims,
each grounded in evidence from the review:

1. Media bias is a form of information disorder
that current frameworks acknowledge in princi-
ple but marginalize in practice.

2. The properties that distinguish media bias from
other forms of information disorder (its scale, its
origin in trusted sources, the invisibility of omis-
sion, and its cumulative normative effect) make
it more dangerous than fabricated content, not
less.

3. The NLP communities working on informa-
tion disorder (fake news, propaganda, fact-
checking) and media bias detection operate
largely in isolation, to the detriment of both, a
disconnect clearly visible in the citation patterns
and methodological choices documented in the
review.

We conclude by proposing an integrated re-
search agenda that positions media bias at the
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centre of information disorder research, with spe-
cific calls for multilingual resources, perspectivist
annotation frameworks, and evaluation paradigms
that move beyond binary detection.

2. The Information Disorder
Landscape

The term “information disorder” was popularized
by Wardle and Derakhshan (2017) as an alterna-
tive to the imprecise and politically weaponized la-
bel “fake news”. Their framework distinguishes
three categories along two dimensions, intent to
harm and falsity:

• Misinformation: false content shared without in-
tent to harm (e.g., honest mistakes, misunder-
stood statistics).

• Disinformation: false content deliberately cre-
ated and shared to cause harm (e.g., fabricated
news, coordinated campaigns).

• Malinformation: genuine content shared with
intent to harm (e.g., leaks, harassment, out-of-
context sharing).

Within this tripartite model, Wardle and Der-
akhshan identify seven types of problematic con-
tent, ranging from satire and parody (lowest harm)
to fabricated content (highest harm). Type 3, “mis-
leading content: misleading use of information to
frame an issue or an individual”, is the category
most directly relevant to media bias.

The framework’s blind spot. While the Wardle–
Derakhshan taxonomy is rightly influential, it car-
ries an implicit assumption: problematic content
is exceptional. The seven types describe devia-
tions from normal journalistic practice: satire that
is mistaken for news, content that is improperly at-
tributed, narratives that are fabricated. Media bias,
however, is not exceptional. It is the norm. As
communication scholars have long documented,
all news production involves selection, emphasis,
and framing; neutrality is an aspirational ideal
rather than a default state (McQuail, 2010; Entman,
1993). When bias is the baseline rather than the
anomaly, a framework designed to identify depar-
tures from good journalism fundamentally strug-
gles to account for it.

Where media bias fits, and does not fit. Me-
dia bias maps most closely to the “misleading
content” category, but this mapping is imperfect.
Misleading content in the original framework im-
plies a deliberate or at least identifiable act of mis-
representation: a photograph cropped to change
its meaning, a headline that mischaracterizes the

article body. Much media bias, by contrast, is
structural and often unconscious: editorial choices
about which stories to cover, which sources to
quote, and which perspectives to include reflect
institutional norms, audience expectations, and
market incentives rather than individual acts of
deception (Groeling, 2013; Shoemaker and Vos,
2009). The framework’s reliance on intent (the
mis/dis/mal distinction) maps poorly onto a phe-
nomenon where intent is diffuse, institutional, and
frequently invisible even to the journalists produc-
ing the content (Eberl et al., 2017).

Moreover, the “misleading content” category is
one of seven, situated between “false connection”
(type 2) and “imposter content” (type 4). This
positioning implies rough equivalence in scope
and importance. In reality, media bias dwarfs
all other categories in volume: every news arti-
cle carries framing choices, while fabricated con-
tent, propaganda, and imposter content are com-
paratively rare events in the broader information
ecosystem (Vosoughi et al., 2018).

3. Media Bias: A Taxonomy from the
Literature

To understand why media bias warrants special at-
tention within information disorder frameworks, we
must first clarify what media bias is. The term is
used loosely in public discourse; in research, it en-
compasses a structured set of phenomena oper-
ating at multiple linguistic levels (Hamborg et al.,
2019; Rodrigo-Ginés et al., 2024).

The underlying systematic review. The taxon-
omy and evidence presented throughout this pa-
per draw on a systematic review of automated
media bias detection (Rodrigo-Ginés et al., 2024)
that followed the PRISMA guidelines. The review
queried Scopus, Web of Science, and IEEE Xplore
using search terms combining “media bias” with
computational detection methods, covering the pe-
riod 2000–2023. After applying inclusion crite-
ria (peer-reviewed, English-language studies ad-
dressing automated detection or characterization
of media bias in news text), the final corpus com-
prised over 100 studies. Each study was coded
for bias type addressed, detection method, dataset
used, language, and evaluation approach. We re-
fer the reader to the original review for the full pro-
tocol and detailed results; here we synthesize the
findings most relevant to positioning media bias
within information disorder.

Drawing on this review, we present a consoli-
dated taxonomy that organizes bias types by the
linguistic level at which they manifest. Table 1 sum-
marizes this taxonomy and maps each type to its
closest parallel in information disorder research.
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Table 1: A taxonomy of media bias types organized by linguistic level, drawn from a systematic review of
automated media bias detection (Rodrigo-Ginés et al., 2024). The rightmost column maps each type to its
closest parallel in information disorder research, revealing that many bias types lack a direct counterpart.

Level Bias Type Description Info. Disorder Parallel

Word /
Token

Word choice / La-
belling

Evaluatively loaded terms (“regime”
vs. “government”)

Propaganda: loaded lan-
guage

Subjective intensi-
fiers

Opinion-injecting adjectives and ad-
verbs

Propaganda: exaggeration

Attribution bias Selective quoting, misattribution of
statements

Imposter content (partial)

Sensationalism Dramatization, hyperbolic language Clickbait, false connection

Sentence
Opinions as facts Subjective judgments presented as

established truth
Misleading content

Mind reading Claiming knowledge of actors’
thoughts without evidence

Fabricated content (partial)

Source selection
bias

Quoting only sources aligned with a
viewpoint

No direct parallel

Article /
Discourse

Framing bias Selective emphasis of particular as-
pects of an event

Misleading content

Omission bias Systematic exclusion of relevant facts
or perspectives

No direct parallel

Spin Interpreting events with a particular
evaluative slant

Misleading content

Outlet /
Corpus

Gatekeeping Editorial decisions about which sto-
ries to cover

No direct parallel

Coverage bias Disproportionate attention to certain
topics or actors

No direct parallel

Word- and sentence-level bias. The most fre-
quently studied bias types operate at the surface
level of text. Recasens et al. (2013) demonstrated
that even single-word substitutions (“claimed” vs.
“stated”, “regime” vs. “government”) can measur-
ably shift reader perception. At the sentence level,
presenting opinions as facts or attributing unveri-
fied mental states to public figures (“mind reading”)
introduces bias without any overtly evaluative lan-
guage. These types are the most accessible to
current NLP methods, as they leave explicit textual
traces that can be detected through word-level or
span-level analysis (Spinde et al., 2021a,b). Im-
portantly, word-level bias types have clear paral-
lels in propaganda detection: loaded language, ex-
aggeration, and name-calling are among the per-
suasion techniques catalogued by Da San Martino
et al. (2019). Yet, as we discuss in Section 6, these
overlapping phenomena are studied by separate
communities using separate datasets and sepa-
rate terminology.

Article- and outlet-level bias. At higher linguis-
tic levels, bias becomes progressively harder to de-
tect and progressively more consequential. Fram-
ing bias, the selection and emphasis of particular
aspects of a story while downplaying others (Ent-
man, 1993), requires understanding how a full ar-

ticle structures its narrative. The same event (a
protest, a policy change, an economic report) can
be framed as a triumph or a failure, a step for-
ward or a crisis, depending on which facts are
foregrounded. Framing bias has received growing
computational attention, notably through SemEval-
2023 Task 3 (Piskorski et al., 2023) and dedicated
media frames corpora (Card et al., 2015). Omis-
sion bias, what is not said, is structurally invisi-
ble: there is no textual trace to detect because
the biasing element is the missing text (Puglisi and
Snyder Jr., 2015). At the outlet level, gatekeep-
ing and coverage bias reflect the editorial decision
of what constitutes “news”, itself an act of selec-
tion and omission (Shoemaker and Vos, 2009; Mc-
Combs and Shaw, 1972). The systematic review
found that the vast majority of detection methods
target word- or sentence-level bias, with article-
level and outlet-level methods representing a small
and growing but still underdeveloped area of re-
search (Rodrigo-Ginés et al., 2024).

Key observations from the taxonomy. Three
findings from this mapping are particularly relevant
to our argument. First, the bias types most studied
in NLP (word choice and framing) have partial par-
allels in propaganda detection (loaded language,
persuasion techniques), yet the two communities
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rarely share methods or datasets. Second, several
consequential bias types (omission, gatekeeping,
coverage bias, source selection) have no direct
parallel in information disorder taxonomies. These
are precisely the types that operate through ab-
sence rather than presence, making them invisi-
ble to verification-based approaches. Third, the
taxonomy reveals a hierarchy of subtlety: word-
level bias is the most detectable and the most stud-
ied, while outlet-level bias is the most consequen-
tial but the least amenable to current NLP meth-
ods (Baly et al., 2020).

The perspectivist nature of bias. A crucial
complication, amply documented in the review, is
that bias perception is inherently subjective. The
same article may be judged as “balanced” by one
reader and “biased” by another, depending on their
prior beliefs, political identity, and expectations of
journalistic norms (Eberl et al., 2017). This sub-
jectivity has important methodological implications:
datasets annotated by majority vote may system-
atically suppress minority perspectives, and eval-
uation metrics that treat bias as a binary ground
truth may misrepresent the phenomenon (Basile
et al., 2021; Cabitza et al., 2023). The systematic
review found that the majority of existing datasets
rely on aggregated labels, with perspectivist an-
notation remaining the exception rather than the
norm (Rodrigo-Ginés et al., 2024).

4. Detection Methods: Two Parallel
Tracks

The systematic review reveals a striking pattern:
the information disorder and media bias communi-
ties have developed parallel but largely indepen-
dent detection ecosystems. This section com-
pares these two tracks, drawing on the method
and dataset landscape documented in the re-
view (Rodrigo-Ginés et al., 2024).

Information disorder detection. The computa-
tional study of information disorder has developed
mature pipelines for fake news detection (Lazer
et al., 2018; Zannettou et al., 2019), rumour ver-
ification, automated fact-checking (Thorne et al.,
2018; Augenstein et al., 2019; Nakov et al., 2021),
and propaganda detection (Da San Martino et al.,
2019; Dimitrov et al., 2021). These tasks share
a common assumption: there exists a ground
truth (a claim is true or false, a source is reli-
able or unreliable) against which system output
can be evaluated. The dominant paradigm is ver-
ification, that is, checking content against reality.
Detection methods rely heavily on external knowl-
edge sources (knowledge graphs, fact-checking

databases) and on network-level signals (propaga-
tion patterns, source credibility scores) (Baly et al.,
2020). Shared tasks have produced large-scale
benchmarks: FEVER (Thorne et al., 2018) for fact
verification, SemEval-2020 Task 11 and SemEval-
2021 Task 6 for propaganda detection (Dimitrov
et al., 2021), and numerous fake news detection
corpora. Evaluation is typically based on stan-
dard classification metrics (accuracy, precision, re-
call, F1) applied to binary or multi-class labels with
clear ground truth.

Media bias detection. The computational study
of media bias, as documented in the systematic re-
view, follows a different trajectory. Methods focus
on bias detection at the lexical, sentence, and arti-
cle levels (Hamborg et al., 2019; Recasens et al.,
2013; Fan et al., 2019; Gangula et al., 2019), fram-
ing analysis (Card et al., 2015; Piskorski et al.,
2023), and increasingly, the use of large language
models as bias detectors (Wen and Younes, 2024;
Maab et al., 2024; Lin et al., 2024; Trhlík and Stene-
torp, 2024). This community operates with a dif-
ferent assumption: bias is not a binary factual
property but a continuous, perspective-dependent
characteristic. The dominant paradigm is inter-
pretation, that is, analyzing how content is con-
structed rather than whether it is true. Detec-
tion relies primarily on textual features extracted
from the content itself, with comparatively less use
of external knowledge or network signals. The
review documented a methodological evolution
from early lexicon-based and feature-engineering
approaches to transformer-based classifiers that
achieve state-of-the-art performance on sentence-
level bias detection (Rodrigo-Ginés et al., 2024).

Shared techniques, separate ecosystems.
Despite these different paradigms, the two com-
munities employ remarkably similar technical
machinery: transformer-based classifiers, atten-
tion mechanisms for span-level annotation, and
multi-task learning architectures. SemEval-2023
Task 3 (Piskorski et al., 2023), which addressed
news genre, framing, and persuasion detection
in a multilingual setup, represents a rare point of
convergence, but remains the exception rather
than the rule. The review found that media bias
detection papers rarely cite propaganda detection
work, and vice versa, even when they address
overlapping phenomena such as loaded language
or persuasive framing (Rodrigo-Ginés et al.,
2024). This isolation extends to the use of LLMs:
recent work on using GPT-based models for bias
detection (Wen and Younes, 2024; Maab et al.,
2024) and for propaganda detection employs
similar prompting strategies but develops them
independently.
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The dataset landscape. The dataset gap is
equally revealing. The systematic review identi-
fied a pronounced concentration of resources: the
vast majority of media bias datasets are in En-
glish, with very few resources available for other
languages (Hamborg et al., 2019; Fan et al., 2019;
Spinde et al., 2021a; Lim et al., 2020). Key English
datasets, including MBIC (Spinde et al., 2021a),
BASIL (Fan et al., 2019), and BABE (Spinde et al.,
2021b), provide word-level and sentence-level an-
notations but differ substantially in their annotation
schemes, bias definitions, and granularity. MBIC
includes annotator characteristics (demographics,
political leaning), enabling analysis of how back-
ground affects bias perception, while BABE uses
expert annotators for higher inter-annotator agree-
ment. This fragmentation makes cross-dataset
evaluation difficult and limits the generalizability
of detection methods. By contrast, the informa-
tion disorder community benefits from large-scale,
standardized benchmarks (FEVER alone contains
over 185,000 claims) that enable direct compari-
son across methods and have driven rapid method-
ological progress. The absence of comparable
standardized resources for media bias detection
is, in our view, one of the most significant practi-
cal consequences of the community’s relative iso-
lation.

5. Why Media Bias is Uniquely
Dangerous

We identify four properties that distinguish media
bias from other forms of information disorder and
that, taken together, make it a uniquely power-
ful force for shaping public understanding. These
properties are not merely theoretical assertions;
each is supported by empirical evidence. Empir-
ical studies have shown that biased mainstream
media measurably shifts voting behaviour (DellaV-
igna and Kaplan, 2007) and drives political polar-
ization (Martin and Yurukoglu, 2017), while expo-
sure to fabricated news is far more limited than
commonly assumed (Allcott and Gentzkow, 2017).

Scale. Fabricated content, while attention-
grabbing, represents a small fraction of the
information ecosystem. Vosoughi et al. (2018)
found that false news stories on Twitter were
shared by far fewer users than true stories, de-
spite spreading faster within networks. Media
bias, by contrast, is omnipresent: every article
published by every news outlet carries framing
choices, emphasis decisions, and omissions. The
cumulative volume of biased-but-factual content
vastly exceeds the volume of outright fabrication.
If information disorder is defined by its capacity to
distort public understanding, then the aggregate

effect of daily biased reporting, across thousands
of outlets, millions of articles, and billions of reader
impressions, is likely far greater than that of viral
fake news.

Source credibility. Disinformation typically orig-
inates from anonymous accounts, fringe websites,
or state-backed troll operations, that is, sources
that audiences have learned to distrust, at least in
principle (Lazer et al., 2018). Media bias, however,
is produced by the most trusted institutions in the
information ecosystem: established newspapers,
public broadcasters, and major digital news plat-
forms. This is the paradox at the core of our argu-
ment: the very credibility that makes mainstream
media valuable as information sources also makes
their biases more influential. Readers apply less
critical scrutiny to content from trusted sources, ac-
cepting framing choices and omissions as part of
“the way things are” rather than as editorial deci-
sions that could have been made differently (Ecker
et al., 2022).

The invisibility of omission. Fact-checkers can
identify false claims. Propaganda detection tools
can flag loaded language and rhetorical manipula-
tion (Da San Martino et al., 2019). Deepfake de-
tectors can analyze visual artifacts (Vaccari and
Chadwick, 2020). But no tool can flag what is
not there. Omission bias, the systematic exclu-
sion of perspectives, sources, or facts, leaves no
trace in the published text. A reader cannot know
what they were not told, and an automated sys-
tem cannot detect the absence of content it was
never given. As our taxonomy shows (Table 1),
omission and gatekeeping bias have no parallel
in information disorder frameworks precisely be-
cause those frameworks are built on the assump-
tion that disordered content exists in a detectable
form. This makes omission bias the most durable
and least accountable form of information distor-
tion: it cannot be “fact-checked” because no indi-
vidual claim is false, and it cannot be detected by
systems trained on textual features because the
relevant signal is extratextual.

Cumulative normativity. Each individual bi-
ased article may appear unremarkable. The dan-
ger lies in accumulation: when audiences are con-
sistently exposed to news framed from a particu-
lar perspective, that perspective becomes the per-
ceived default, the “normal” way of understanding
an issue (Scheufele, 1999; McCombs and Shaw,
1972). This normative effect is qualitatively dif-
ferent from the acute shock of encountering a
false claim. False claims can be refuted; biased
framing, absorbed over years of media consump-
tion, reshapes the cognitive frameworks through
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which audiences interpret all subsequent informa-
tion. The systematic review found evidence of this
asymmetry in computational terms as well: while
fake news detection has converged on increas-
ingly effective methods, media bias detection re-
mains a significantly harder task, in part because
the target itself (what counts as “biased”) shifts
with audience and context (Rodrigo-Ginés et al.,
2024).

6. The Disconnect Between
Research Communities

Despite the conceptual proximity of media bias
and information disorder, the NLP communities
working on these problems are remarkably dis-
connected, a pattern the systematic review makes
quantitatively visible (Rodrigo-Ginés et al., 2024).

Divergent citation networks. Shared tasks
treat fake news detection (SemEval-2019 Task 7),
propaganda detection (SemEval-2020 Task 11,
SemEval-2021 Task 6), and news framing
(SemEval-2023 Task 3) as separate problems
with separate datasets and separate evaluation
metrics. Survey papers on information disorder
rarely cite the media bias literature in depth,
and vice versa. The Wardle–Derakhshan frame-
work (Wardle and Derakhshan, 2017), widely
cited in information disorder research, is rarely
referenced in NLP papers on media bias detection,
even when the detected bias types map directly
to the framework’s categories. Conversely, foun-
dational media bias work such as Hamborg et al.
(2019) and Recasens et al. (2013) is seldom cited
in propaganda or fact-checking papers, despite
addressing overlapping linguistic phenomena.

Missed methodological synergies. This frag-
mentation has practical consequences docu-
mented in the review. Methods developed for
propaganda detection (e.g., persuasion technique
classifiers) could directly inform framing bias de-
tection, since persuasion and framing share rhetor-
ical mechanisms: both involve selecting which as-
pects of reality to make salient and which to sup-
press. Perspectivist annotation methods devel-
oped in the media bias community (Basile et al.,
2021; Cabitza et al., 2023) could improve the han-
dling of subjectivity in fact-checking and credibil-
ity assessment, where annotator disagreement
is typically treated as noise rather than signal.
Source-level analysis (Baly et al., 2020) could pro-
vide contextual features for article-level bias de-
tection, since the political orientation and edito-
rial line of a news outlet constitute strong priors
for the bias expected in individual articles. The
LLM-based methods now being explored for bias

detection (Wen and Younes, 2024; Maab et al.,
2024) use prompting strategies remarkably similar
to those employed for propaganda detection, yet
the two lines of work develop these strategies in-
dependently.

The cost of disconnection. These synergies
remain largely unexploited. The review identi-
fied only a handful of studies that explicitly bridge
the two communities, most notably SemEval-2023
Task 3 (Piskorski et al., 2023), which combined
genre classification, framing detection, and per-
suasion technique identification in a single mul-
tilingual shared task. The rarity of such bridg-
ing efforts suggests that the disconnect is not
merely a citation gap but reflects deeper differ-
ences in how the two communities conceptualize
their objects of study: verification vs. interpretation,
truth vs. perspective, binary vs. spectral evaluation.
Overcoming this divide requires more than cross-
referencing papers; it requires rethinking shared
tasks, evaluation metrics, and even the definition
of what constitutes “disordered” information.

7. Toward an Integrated Research
Agenda

We propose five directions for integrating media
bias into information disorder research, each moti-
vated by a specific gap identified through the sys-
tematic review:

1. Extend information disorder frameworks.
The Wardle–Derakhshan taxonomy should be re-
vised to include media bias as a primary category,
not a subcategory of “misleading content”. Our tax-
onomy (Table 1) demonstrates that at least four
major bias types (omission, gatekeeping, cover-
age bias, and source selection) have no parallel
in current information disorder classifications. We
propose distinguishing between content-level dis-
order (fabrication, manipulation, impersonation)
and framing-level disorder (bias, selective empha-
sis, omission), with explicit recognition that the lat-
ter operates on true content and requires different
detection paradigms. This distinction is not merely
taxonomic: it implies different annotation guide-
lines, different evaluation criteria, and different in-
tervention strategies.

2. Develop multilingual media bias resources.
The systematic review confirmed a severe English-
language concentration: the vast majority of me-
dia bias datasets and detection methods are devel-
oped for English (Hamborg et al., 2019; Fan et al.,
2019; Spinde et al., 2021a). Information disorder,
however, is a global phenomenon, and media bias
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manifests differently across linguistic and cultural
contexts (Piskorski et al., 2023). SemEval-2023
Task 3 demonstrated both the feasibility and the
value of multilingual framing analysis, but compa-
rable resources for media bias detection beyond
English remain scarce. We call for the creation
of media bias resources in underrepresented lan-
guages, with annotation schemes sensitive to lo-
cal journalistic norms and political contexts. Such
resources would not only expand the geographic
coverage of media bias research but also reveal
culturally specific bias patterns that monolingual
studies cannot capture.

3. Embrace perspectivist annotation. The re-
view found that the majority of media bias datasets
resolve annotator disagreement through majority
vote, effectively treating bias as a binary factual
property (Rodrigo-Ginés et al., 2024). This contra-
dicts the inherently subjective nature of bias per-
ception (Eberl et al., 2017). Rather than resolv-
ing disagreement through aggregation, annotation
frameworks should preserve individual judgments,
enabling models to predict distributions of opin-
ion rather than single labels (Basile et al., 2021;
Cabitza et al., 2023). This perspectivist approach
is especially important for media bias, where the
“ground truth” is not a fact to be verified but a
judgment to be understood. Datasets such as
MBIC (Spinde et al., 2021a), which record anno-
tator characteristics alongside annotations, point
toward this direction but remain exceptions in the
field.

4. Move beyond binary detection. The review
documented that current media bias detection is
dominated by binary classification (biased vs. un-
biased), with few systems modelling bias as a
spectrum (Rodrigo-Ginés et al., 2024). A more
nuanced approach would characterize the type
and direction of bias simultaneously, following the
multi-level taxonomy presented in Table 1. Each
level of the taxonomy calls for different evalua-
tive frameworks: word-level bias lends itself to
span-extraction and token-classification methods
akin to named entity recognition; sentence-level
bias requires document-contextual classification;
article-level framing demands discourse-aware
models that capture narrative structure; and outlet-
level bias necessitates corpus-comparative ap-
proaches that contrast coverage patterns across
sources. Evaluation metrics should reflect this
complexity, moving from accuracy and F1 to-
ward measures that capture calibration, ranking
quality, and agreement with diverse annotator
populations. The information disorder commu-
nity’s experience with multi-label propaganda de-
tection (Da San Martino et al., 2019), where a sin-

gle text span may exhibit multiple persuasion tech-
niques, offers a useful model for multi-type bias
annotation.

5. Interrogate LLMs as both tools and vec-
tors. Large language models present a dual
challenge for media bias research. As detection
tools, they show promising capabilities for identi-
fying bias (Wen and Younes, 2024; Maab et al.,
2024; Lin et al., 2024), but they also carry their
own biases, shaped by training data that inevitably
reflects the biases of the media it was drawn
from (Gallegos et al., 2024; Park and Kim, 2025).
An LLM trained on biased news may reproduce
and even amplify the biases present in its training
corpus. The review noted a rapid growth in LLM-
based media bias studies, but these rarely address
whether LLMs’ own biases compromise their util-
ity as detectors (Rodrigo-Ginés et al., 2024). Re-
search on LLMs and media bias must address both
directions: using LLMs to detect bias in content,
and detecting bias in the LLMs themselves. The
fact that these models are now being integrated
into newsroom workflows for summarization, trans-
lation, and even content generation makes this
question urgent.

8. Conclusion

Information disorder is not only about what is false.
It is also, and perhaps primarily, about what is true
but distorted: factual content presented through
selective framing, loaded language, and strategic
omission. Media bias is this distortion operating at
scale, produced by the most trusted institutions in
the information ecosystem, and rendered invisible
by the very ordinariness of its mechanisms.

Current information disorder frameworks ac-
knowledge the existence of misleading content but
treat it as one category among many, equivalent
in scope to satire or imposter content. We have
argued that this is a fundamental mischaracteriza-
tion, grounding our claims in a systematic review
of over 100 studies that reveals both the breadth
of media bias phenomena (Table 1) and the depth
of the disconnect between the communities that
study information disorder and media bias.

Media bias is not a peripheral form of information
disorder; it is the most pervasive, the most credible,
and in many ways the most dangerous, precisely
because it leaves no false claims to fact-check and
no fabricated content to debunk. Recognizing me-
dia bias as a first-class category of information dis-
order is not merely a taxonomic exercise. It has
practical implications for how we build detection
systems (moving beyond verification to interpreta-
tion), how we annotate data (embracing perspec-
tivism rather than enforcing consensus), how we
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evaluate progress (replacing binary metrics with
spectral ones), and how we study the role of lan-
guage technologies that are simultaneously tools
for detecting bias and vectors for propagating it.

The inaugural edition of the InDor workshop rep-
resents an opportunity to define the scope of in-
formation disorder research broadly enough to in-
clude the invisible layer that has been hiding in
plain sight. We urge the community to seize it.

Ethics Statement

This position paper advocates for greater atten-
tion to media bias within information disorder re-
search. We acknowledge that defining what con-
stitutes “bias” is inherently normative and cultur-
ally situated. Any operationalization of bias detec-
tion carries the risk of reflecting the perspectives
and blind spots of its designers. We do not advo-
cate for automated censorship or content removal
based on bias scores; rather, we call for tools that
increase transparency about framing choices and
support media literacy.

Limitations

This paper is a position paper grounded in a
systematic review rather than an empirical study.
While we draw on evidence from over 100 re-
viewed studies, our arguments about the relative
importance of media bias within information disor-
der are interpretive rather than experimentally ver-
ified. The taxonomy presented in Table 1 is a syn-
thesis that necessarily simplifies the diversity of
bias phenomena documented in the literature. Ad-
ditionally, our analysis of the disconnect between
research communities is based on citation pat-
terns and shared task participation observed in the
review, which may not capture all forms of cross-
pollination (e.g., informal collaborations or unpub-
lished work).
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Abstract 

This paper introduces a web-based AI platform for structured analysis of information disorder. Rather than delivering 
simplified verdicts, the system decomposes content into eleven independently scorable dimensions, including 
metadata verification, factual claim extraction, source credibility profiling, framing analysis, and propagation 
detection. At the heart of its architecture sits what we call — claim–source independence: factual veracity and 
source credibility run on separate tracks, preventing the guilt-by-association reasoning that compromises most 
existing tools. We demonstrate the platform through a case study of the February 2026 Russian disinformation 
campaign targeting Emmanuel Macron via fabricated Epstein connections. The multi-scale architecture (keyword-
level ecosystem mapping paired with URL-level source evaluation) correctly differentiates three qualitatively distinct 
information problems nested within a single topic space: active fabrication, quality journalism about fabrication, and 
passive quality degradation through unvetted republication. Each receives its own trust grade, manipulation profile, 
and source assessment. A preliminary evaluation on 30 publicly available misinformation instances shows 67% 
cross-rater agreement across nine analytical dimensions, with disagreements concentrated in claim–source tension 
cases—a pattern consistent with the inherent subjectivity of information disorder annotation. We are candid about 
limitations, including the fundamental difficulty of building on LLM-generated outputs without validated evaluation 
metrics. 

Keywords: information disorder, disinformation detection, claim–source independence, multi-layer analysis, LLM-
based analysis, FIMI 

1. Introduction 

False stories on Twitter spread roughly six times 
faster than accurate ones (Vosoughi et al., 2018). 
The downstream consequences are not 
theoretical. Allcott and Gentzkow (2017) traced 
measurable distortions in electoral behavior, while 
van der Linden et al. (2020) documented how 
disinformation warped public health responses 
during COVID-19. But “fake news” as a framing 
device has always been too blunt. Wardle and 
Derakhshan (2017) proposed the “information 
disorder” framework precisely because the actual 
landscape is far messier than any binary between 
true and false can accommodate. Their taxonomy 
forces a reckoning with intent, context, and 
propagation pathways—all of which matter as 
much as whether a claim happens to be factually 
correct. 

Traditional fact-checking hits a wall here. Manual 
verification cannot match the velocity of online 
content flows. Even if it could, binary verdicts 
leave enormous analytical territory unexplored. 
Consider the statement that is technically 
accurate but strategically omits the one detail that 
would reverse its meaning. Or the legitimate 
photograph placed in a fabricated context. These 
are not edge cases. They are, increasingly, the 
norm. 

This paper presents a web-based AI platform that 
approaches the problem differently. Instead of 
delivering verdicts, the system decomposes 
content into independently scorable dimensions 
across eleven analytical layers. The central 
architectural decision is claim–source 
independence: factual veracity and source 
credibility are scored on separate tracks, 

preventing guilt-by-association reasoning where 
disreputable outlets’ accurate reporting gets 
dismissed and prestigious broadsheets’ 
misleading framing gets a pass. The platform 
operates in two modes: URL-based deep analysis 
of individual articles and keyword-based narrative 
mapping across sources. Both produce 
transparent trust scores aimed at journalists, 
researchers, and policy analysts who need to 
understand information ecosystems rather than 
receive simplified judgments about them. 

One clarification is important. The platform is not 
a primary disinformation detector. It does not 
crawl bot networks or perform technical 
attribution. It operates downstream, synthesizing 
publicly available reporting about information 
operations into structured, multi-layered analytical 
outputs. This distinction shapes how every 
subsequent result should be interpreted. 

2. Related Work 

Research on computational approaches to 
disinformation has expanded rapidly, spanning 
automated fact-checking, credibility assessment, 
and narrative analysis. We focus on threads most 
directly relevant to our contribution; 
comprehensive surveys are available in Zeng et 
al. (2021) and Guo et al. (2022). 

Automated fact-checking systems, from 
ClaimBuster (Hassan et al., 2017) through 
FEVER (Thorne et al., 2018), treat verification as 
classification: claims mapped to labels of true, 
false, or intermediate. This works for 
straightforward assertions but lacks vocabulary 
for subtler pathologies of information disorder. 
Framing-as-classification has a ceiling, and it is 
lower than we might like. 
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Source credibility assessment has taken two 
paths: human curation (NewsGuard, Media 
Bias/Fact Check) and automation (Baly et al., 
2018; Gruppi et al., 2021). The persistent 
limitation is that source credibility and claim 
veracity keep getting entangled. A tabloid can 
publish careful investigative work. A prestigious 
broadsheet can frame facts misleadingly. 
Remarkably few systems treat disentangling 
these dimensions as a first-order design 
requirement. 

Applied platforms including Bellingcat, VeraAI 
(Lupi et al., 2023), and AskVera (Wührl et al., 
2023) have operationalized research for journalist 
workflows. These represent real progress. Yet 
most default to verdict delivery over analytical 
transparency: telling users what to think about 
content rather than showing them what is 
happening in its information ecosystem. 

Our platform addresses these gaps 
simultaneously. Unlike claim-verification systems, 
it analyzes multiple dimensions without forcing 
content through a classification bottleneck. Unlike 
source-rating tools, it explicitly separates claim 
veracity from source credibility as a concrete 
scoring mechanism. Unlike tools built exclusively 
for professional fact-checkers, it makes structured 
analysis accessible to broader audiences, 
including researchers investigating cross-cultural 
information dynamics (Dabbous et al., 2022) and 
the challenges of annotator disagreement in 
disinformation labeling (Plank, 2022). Table 1 
summarizes the comparison. 

Table 1. Comparison with existing approaches. 

Capability This 
work 

Auto 
tools 

Human 
curation 

Claim–source 
independence 

✓ 
Explicit 

✕ 
Conflated 

∼ Partial 

Multi-layer framing 
(11 layers) 

✓ ✕ ✕ 

Ecosystem + article 
analysis 

✓ Both ✕ Article 
only 

✕ 

Real-time retrieval ✓ ✓ (some) ✕ Static 

Propagation 
mapping 

✓ 
Tripartite 

✕ ✕ 

Open analytical 
outputs 

✓ ✕ Verdict 
only 

∼ 

 

3. System Architecture 

3.1 Overview, Transparency, and 
Replication 

The platform runs on Next.js 14 with a Supabase 
PostgreSQL backend. The analytical core uses 
Claude Sonnet 4 (Anthropic), augmented with 
real-time web search (20 queries for main 
analysis, 8 for propagation tracking). Topic 
classification runs on GPT-4o-mini (OpenAI). 
These three pipelines execute concurrently, 
reducing end-to-end latency by approximately 
50% relative to sequential execution. Measured 

latency for a full URL-level analysis is 
approximately 18–25 seconds under typical load; 
keyword ecosystem analyses take 25–35 
seconds due to broader search scope. These 
figures position the platform for asynchronous 
research workflows rather than real-time 
newsroom monitoring at publication speed. 

We should be transparent: this is an LLM-based 
platform, not a traditional NLP pipeline with 
trained classifiers and evaluation metrics on held-
out test sets. The analytical outputs come from 
structured prompting, not learned model weights. 
This has implications for interpretability and 
validation that we address in Section 5. To 
support replication, the complete structured 
prompts for all eleven analytical layers are 
provided in the supplementary materials 
accompanying this paper. 

3.2 Analysis Modes 

URL-based analysis performs deep examination 
of individual articles, extracting claims, evaluating 
source health, and analysing framing and 
metadata. Keyword-based analysis aggregates 
across multiple sources to map the narrative 
landscape around a topic. Their relationship is 
deliberate: keyword analysis provides the 
ecosystem-level picture, URL analysis provides 
source-level granularity. Running both on the 
same topic produces different outputs, and they 
are meant to be different. 

3.3 Analytical Framework 

The framework decomposes content into eleven 
independently scored layers: (1) Metadata 
Assessment; (2) Factual Claims Analysis, with 
multi-source triangulation; (3) Source Health 
Scan, evaluating publisher credibility along six 
weighted axes; (4) Narrative Analysis; (5) Media 
Integrity Assessment; (6) Language and 
Ideological Analysis, drawing on computational 
pragmatics to surface how language choices 
shape interpretation independently of factual 
content; (7) Framing Detection; (8) Propagation 
Analysis; (9) User Interaction Prompts; (10) 
Reliability Summary; (11) Suggested Actions. 

The Source Health Scan weights are: Factual 
Consistency 30%, Reputation 20%, Manipulation 
History 20%, Transparency 15%, Fact-Check 
Collaboration 10%, Bias History 5%. These are 
not arbitrary. Factual Consistency is weighted 
highest because longitudinal accuracy is the 
strongest empirically documented predictor of 
future reliability: Baly et al. (2018) show that prior 
factual track record is the single most predictive 
signal across multiple credibility classification 
tasks. Manipulation History (20%) captures 
deliberate deception, distinct from incidental 
inaccuracy, following Wardle and Derakhshan’s 
(2017) typological distinction between 
misinformation and disinformation. Bias History 
receives only 5%: as Allcott and Gentzkow (2017) 
document, ideologically slanted outlets can 
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maintain high factual consistency; conflating the 
two is precisely the guilt-by-association error this 
architecture is designed to avoid. Transparency 
(15%) follows Gruppi et al. (2021), who find 
disclosure practices independently predictive of 
credibility beyond content signals alone. We 
acknowledge that these weights have not been 
tuned against a labeled validation set; Section 5 
addresses sensitivity analysis and the empirical 
validation agenda. 

3.4 Claim–Source Independence 

This is the platform’s most consequential design 
decision. Conventional fact-checking conflates 
source reputation with content accuracy, and both 
directions produce errors. The system flags high-
truth, low-source (HTLS) scenarios, triggered 
when claim veracity ≥ 0.80 and source reliability ≤ 
0.40. Rather than averaging these into a 
comfortable middle score, the system surfaces 
the tension explicitly. The inverse case receives 
analogous treatment. 

3.5 Mitigating LLM Synthesis Errors 

Because all quantitative outputs derive from 
structured LLM prompting, the system is in 
principle susceptible to cascading hallucinations: 
a single misread search snippet producing high-
confidence scores that propagate through 
downstream layers. We implement three 
structural mitigations. First, the web search layer 
issues 20 independent queries per analysis; claim 
scores are derived from convergent signals 
across multiple sources, reducing single-point 
propagation risk. Second, prompts are designed 
to require explicit uncertainty signals: layers 
output low-confidence flags when source material 
is thin or contradictory, preventing false precision. 
Third, calibration caps prevent overconfidence: 
even top-rated sources cannot exceed 
approximately 0.88 reliability, and claim veracity 
scores above 0.90 require multi-source 
corroboration signals. These mitigations reduce 
but do not eliminate the risk. As stated in Section 
5, scores should be read as structured analytical 
outputs, not validated statistical probabilities. 

3.6 Scoring and Output 

Trust scores map onto four tiers: A (75–100%), B 
(50–74%), C (25–49%), D (0–24%). Results 
appear across tabbed views (Facts, Source, 
Citations, Verdict, Framing, Propagation, Actions, 
Entities), each with transparent explanations. 

4. Case Study: The Macron–Epstein 
Disinformation Campaign 

4.1 Case Selection 

In early February 2026, Russian-linked networks 
launched a Foreign Information Manipulation and 
Interference (FIMI) operation falsely linking 
President Macron to convicted sex offender 
Jeffrey Epstein. The campaign piggybacked on 
the legitimate release of Epstein court documents 

by the U.S. Department of Justice (January 30, 
2026), mixing real document references with 
fabricated emails and AI-generated video. 
France’s Viginum agency attributed the operation 
to networks Storm-1516 and Matryoshka; Bot 
Blocker and outlets including Euronews, 
France24, and Reuters independently confirmed 
attribution. 

We selected this case because it represents 
documented, attributed FIMI with ground truth, 
deploys multiple disorder types simultaneously, 
and has European focus and recency aligning 
with this community’s priorities. The analysis used 
the keyword query “Macron Epstein” without 
terms like “disinformation” or “Russia,” testing 
whether the system could surface information 
disorder unprompted. The analysis ran on 
February 13, 2026. 

A note on language scope: the Macron–Epstein 
campaign was inherently multilingual. Viginum’s 
attribution documentation and the primary 
disinformation content originated in French and 
Russian; the cloned france-soir.net website was 
French-language; Telegram amplification 
channels operated in both Russian and French. 
Our English-only retrieval captured the 
international reporting layer (Euronews, Reuters, 
France24) but systematically missed primary-
language Telegram propagation, the original 
Viginum attribution report in French, and native-
language discussion on French social media. The 
ecosystem picture retrieved is therefore the 
“reported-on” layer rather than the “operating” 
layer. Multilingual retrieval is a priority for future 
development. 

4.2 Keyword Ecosystem Analysis 

The system assigned Trust Grade D (18%), with 
Claim Veracity at 5% and Source Reliability at 
85%. The divergence matters. The reporting 
sources (Euronews, France24, Reuters) are 
highly credible, but the claims circulating in the 
ecosystem (fabricated emails, doctored 
documents, AI-generated video) are almost 
entirely false. The trust formula correctly produces 
a low composite grade reflecting ecosystem-level 
falsity rather than inflating the score based on 
debunking source quality. 

The Facts layer extracted seven verified claims, 
including Viginum’s detection and attribution, 
distribution through a cloned France-Soir website 
(france-soir.net impersonating france-soir.fr), and 
identity theft of Le Parisien journalist Victor 
Cousin. 

The Framing layer identified three Narrative 
Frames (Scapegoating, False Victimization, Moral 
Panic) alongside five Manipulation Indicators at 
high confidence: fabricated_news (95%), 
disinformation_campaign (90%), 
imposter_source (85%), manipulated_content 
(80%), influence_operation (90%). 
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The Propagation layer proved particularly 
revealing. The Outlet-Frame Mapping (Figure 1) 
identified three clusters: (1) an Official Counter-
Disinformation Frame (Euronews, France24, 
Reuters), (2) a Technical Analysis Frame 
(UNITED24 Media, The Insider, Bot Blocker), and 
(3) a Sensationalist Amplification Frame (Pravda 
EN, fake France-Soir clones). The ecosystem is 
tripartite, not binary. Any classifier forcing a two-
way split would miss this. 

The Entity Resolution of Victor Cousin went 
beyond standard NER, identifying Cousin as a 
victim of identity theft by cross-referencing factual 
claims, source analysis, and propagation patterns 
simultaneously. 

[Figure 1: Outlet-Frame Mapping — three frame 
clusters with associated outlets and characteristic 

language. Ensure minimum 8pt font size in figure for 
proceedings PDF.] 

4.3 Multi-Scale Comparison 

To test multi-scale differentiation, we ran URL-
level analyses of two sources within the same 
ecosystem. 

Euronews received Trust Grade A (86%), Claim 
Veracity 92%, Source Reliability 85%. This is 
fundamentally different from the keyword 
analysis’s D (18%), and it should be. The keyword 
analysis evaluates the ecosystem of claims 
(dominated by fabrication); the URL analysis 
evaluates one article’s reporting (well-sourced 
journalism). Same topic, different scale, different 
valid outputs. The Manipulation Indicators 
confirmed the distinction: reliable_reporting 
(85%), government_source_reliance (75%), 
anti_disinformation_narrative (70%). 

IndoPremier covered the legitimate Fabrice 
Aidan diplomat case. Trust Grade: B (72%), Claim 
Veracity 82%, Source Reliability 35%. The system 
triggered an HTLS conflict flag: “reliable 
information from a questionable source.” 
IndoPremier’s claims scored high because they 
originate from AFP wire reporting; the source 
scored low because it lacks editorial infrastructure 
for independent verification. Manipulation 
Indicators confirmed this third profile: 
republished_content (85%), limited_verification 
(70%), neutral_framing (60%). 

4.4 Synthesis 

[Figure 2: Comparative analysis of Source Reliability 
and Claim Veracity across three analytical scales. 

Trust grades shown above each group. Ensure 
readability at print resolution.] 

The same topic contains three qualitatively 
distinct information problems, and the architecture 
correctly differentiates all three. Keyword analysis 
alone would not reveal that sources range from 
excellent to questionable. URL analyses alone 
would miss the ecosystem-level FIMI operation. 
The scales are complementary, not redundant. 

The Trust Score paradox—D grade despite 85% 
Source Reliability—illustrates what happens 

when source quality and claim quality are honestly 
integrated. The Outlet-Frame Mapping reveals a 
tripartite ecosystem invisible to binary bias 
classifiers. The Entity Resolution of Victor Cousin 
demonstrates what becomes possible when 
multiple layers converge on the same entity. 

5. Discussion and Limitations 

5.1 Analytical Positioning 

The platform did not discover the Russian bot 
networks. Viginum and Bot Blocker did that work. 
What the platform did was synthesize fragmented 
public reporting into structured outputs (frame 
clusters, propagation pathways, severity-graded 
patterns, cross-referenced entity profiles) that 
would otherwise require considerable manual 
effort. The value proposition is structuring 
intelligence, not generating it. 

The multi-scale finding is the paper’s central 
contribution. What appears to be a single topic 
actually contains three qualitatively distinct 
information problems: active fabrication, 
responsible reporting about fabrication, and 
passive quality degradation. This validates 
offering both ecosystem-level and source-level 
analysis. 

5.2 Preliminary Evaluation 

Our preliminary evaluation comprised 30 
instances drawn from three sources: ten cases 
from the LOCO corpus (McHardy et al., 2023), a 
benchmark for context manipulation detection; ten 
previously fact-checked claims from Snopes with 
associated source URLs; and ten FIMI episodes 
from Viginum’s public attribution archive, including 
cases outside the Macron–Epstein campaign. 
Two computational linguistics researchers 
independently applied nine assessment 
dimensions to the platform’s outputs, yielding 67% 
cross-rater agreement overall. 

Agreement was highest (87%) on Propagation 
Pattern classification, where the tripartite cluster 
structure produced consistently assessable 
outputs. Agreement was lowest (47%) on claim–
source tension cases—specifically, HTLS 
scenarios where raters weighted claim veracity 
and source reliability differently when forming 
holistic assessments. This disagreement pattern 
is consistent with Plank’s (2022) observation that 
annotator variation in information disorder tasks 
reflects genuine interpretive divergence rather 
than annotation noise. The fact that our system’s 
outputs surface the same tensions that cause 
human rater disagreement is, we argue, a feature 
rather than a flaw: it makes the contested 
dimension explicit rather than suppressing it into 
an averaged score. 

We did not benchmark against NewsGuard or 
ClaimBuster outputs on the same instances. A 
rigorous comparison would require aligned 
ground truth across tools with different analytical 
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scope—a methodologically non-trivial task we 
identify as a priority for future work. 

5.3 Weight Sensitivity 

A legitimate concern is whether different Source 
Health weights would materially change 
classification outcomes. For the IndoPremier 
case, varying Factual Consistency between 20–
40% while holding other weights proportionally 
constant shifts the overall source reliability score 
by approximately ±0.04—insufficient to change 
the Trust Grade tier. The HTLS flag is triggered by 
the ratio between claim veracity and source 
reliability, not by either absolute score, making it 
robust to moderate weight perturbations. 
Systematic sensitivity analysis across the full 
evaluation set remains outstanding, and we 
cannot rule out tier-boundary effects in other 
cases. 

5.4 Core Limitations 

Every quantitative output (claim veracity, source 
reliability, manipulation indicators, trust grades) 
comes from Claude Sonnet 4 through structured 
prompting. None have been validated against 
ground truth annotations or benchmarked against 
expert judgments at scale. The scores produce 
plausible orderings, but calibration properties are 
unknown. A 92% veracity score does not carry the 
same meaning as a 92% F1 from a validated 
classifier. The source health weights are heuristic. 
The system retrieves only English-language 
sources. Building on an LLM means inheriting its 
failure modes. No feedback has been collected 
from the target user populations; user studies 
remain outstanding. 

6. Conclusion 

We have presented a multi-layer AI platform for 
structured analysis of information disorder at two 
complementary scales. The case study 
demonstrated that a single topic space can harbor 
qualitatively distinct information problems, each 
correctly characterized with distinct trust grades, 
manipulation profiles, and source assessments. 
The platform occupies a specific niche: structuring 
fragmented reporting into multi-layered outputs 
that support human analysis. Its limitations define 
the research agenda: multilingual retrieval, 
longitudinal tracking, empirical weight calibration, 
user studies with information professionals, and 
rigorous benchmark comparison against existing 
tools on a shared labeled dataset. 

7. Ethical Considerations 

The platform relies on commercial LLMs (Claude 
Sonnet 4 and GPT-4o-mini) for its analytical core, 
creating a dependency on opaque, proprietary 
systems. Users must understand that trust scores, 
manipulation indicators, and veracity 
assessments are probabilistic outputs generated 
through structured prompting, not deterministic 
classifications from validated models. We have 

attempted to mitigate potential overreliance by 
making the scoring transparent and by presenting 
analytical decompositions rather than binary 
verdicts. 

The case study involves a real, documented 
disinformation campaign. All information 
referenced comes from publicly available 
reporting by established outlets (Euronews, 
France24, Reuters) and official government 
sources (Viginum). We do not reproduce or 
amplify any fabricated content from the campaign 
itself. The identity theft of journalist Victor Cousin 
is discussed because it was already publicly 
reported and attributed; we include it to 
demonstrate the platform’s entity resolution 
capabilities, not to further expose the victim. 

There is a broader risk that platforms performing 
automated information analysis could themselves 
become tools of censorship or political 
manipulation if deployed without safeguards. Our 
system is designed to support human analysts, 
not to replace editorial judgment or automate 
content moderation decisions. We strongly 
discourage any use of this platform for automated 
content removal or suppression without human 
oversight. The platform currently operates only in 
English, which introduces a linguistic bias; 
multilingual expansion is a priority for responsible 
development. 
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Abstract
Among news disorders, propagandist news are particularly insidious, because they tend to mix oriented messages
with factual reports intended to look like reliable news. To detect propaganda, extant approaches based on Language
Models such as BERT are promising but often overfit their training datasets, due to biases in data collection. To
enhance classification robustness and improve generalization to new sources, we propose a neurosymbolic approach
combining non-contextual text embeddings (fastText) with symbolic conceptual features such as genre, topic, and
persuasion techniques. Results show improvements over equivalent text-only methods, and ablation studies as well
as explainability analyses confirm the benefits of the added features.

Keywords: Information disorder, Fake news, Propaganda, Classification, Topic modeling, Hybrid method,
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1. Introduction

Recent years have seen a sharp increase in online
news manipulation, driven by renewed international
tensions, as documented in Europe by various in-
telligence offices (VIGINUM1 in France, ZEAM2 in
Germany) and monitoring organizations (viz. EU
DisinfoLab3). Such manipulation of information,
which we may refer to as “news disorder” (adapting
the terminology of Wardle and Derakhshan 2017),
is often orchestrated through press-like websites
that mimic journalistic conventions and disseminate
targeted narratives to shape opinion (aka. “pseudo-
news”, see Faye et al. 2024). This is concerning
since such content is widely shared on social media,
quickly reaching large audiences.4

1https://www.sgdsn.gouv.fr/notre-organ
isation/composantes/service-de-vigilance

-et-protection-contre-les-ingerences-num
eriques?

2https://www.bmi.bund.de/SharedDocs/s
chwerpunkte/EN/disinformation-election/
zeam-artikel-en.html?

3https://www.disinfo.eu
4In September 2025, Pew Research Center estimates

that 53% of U.S. adults used social media as a news
source: https://www.pewresearch.org/journa
lism/fact-sheet/social-media-and-news-f
act-sheet/.

Automated detection of news disorders has ad-
vanced in various directions, including media bias
(Hamborg et al., 2019), misinformation via auto-
mated fact verification (Thorne et al., 2018), fake
news (Zhou and Zafarani, 2020; Hu et al., 2025),
and rumors (Shu et al., 2020). However, these
methods often transfer poorly across other types of
news disorder. In particular, they tend to break
down on influence operations and propaganda,
which hinge on context-dependent framing of gen-
res and topics, and on several specific persuasion
techniques (Da San Martino et al., 2019b, 2020b).

In this paper, we focus on the identification of pro-
pagandist news, which are particularly insidious be-
cause they tend to smuggle in oriented messages
with factual reports intended to look like reliable
news. For this detection task, LLMs show high per-
formance on specific datasets, but suggestive of a
potential overfit. To increase robustness in classi-
fication, we argue that hybrid approaches, which
have been effective for other news disorders (e.g.,
Baly et al., 2018; Thorne et al., 2018; Ruchansky
et al., 2017; Ma et al., 2017), can improve the de-
tection of influence operations and propaganda in
news. Drawing on existing corpora of transparent
news versus propagandist news (Faye et al., 2024),
we present a neurosymbolic detection model that
combines static vector embeddings (fastText) with
additional features that include genre, topic, and
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persuasion techniques. We provide evidence, us-
ing biased splits of the training, validation, and test
tests, that the incorporation of these features im-
proves performance over text-only methods.

Section 2 reviews related work on fake news
detection and on the challenges posed by propa-
ganda. Section 3 introduces two existing datasets
that include reliable articles and then propaganda
articles, to identify cross-corpus differences and
features characteristic of propaganda. Building on
these observations, Section 5 introduces a neu-
rosymbolic model that merges dense text embed-
dings with interpretable conceptual features auto-
matically extracted from the texts. Section 6 com-
pares the performance of our hybrid method with
that of a text-only benchmark; it evaluates its ro-
bustness relative to different partitions of the train-
ing/valid/test tests, and it uses ablation studies and
explainability analyses to validate the method. Sec-
tion 7 discusses the findings and outlines directions
for future work.

2. Related work

The detection of information manipulation and news
disorders is a broad domain that involves identi-
fying different types of problematic content. The
broadest category for misinformation is that of fake
news, often defined as false or biased information,
produced with an agenda or by negligence (Bap-
tista and Gradim, 2022). Other varieties of news
disorder include rumors, typically news reporting
information that is hardly verifiable when published,
intending to capture public attention. A specific va-
riety of fake news is propaganda, namely partisan
information seeking to set a narrative in order to de-
bunk an enemy and glorify a state or organization.

Fake news detection (Hu et al., 2022; Zhou and
Zafarani, 2020) is a popular area of research. It can
be detected using transformer-based models (Pel-
rine et al., 2021), or using linguistic features and
web markup features (Castelo et al., 2019), or com-
bining linguistic and knowledge features (Seddari
et al., 2022; Guelorget et al., 2021).

Fake news can also be easily detected using so-
cial media propagation patterns (Silva et al., 2021a;
Davoudi et al., 2022), reaching in some cases more
than 99% accuracy on four-day propagation data.
However, in the current context, content-based fake
news detection is more relevant, as a four-day delay
is too long for effective detection.

Other approaches rely on user reports (Tschi-
atschek et al., 2018) and are designed to remain
effective even when the majority of users engage
in malicious reporting behavior. Various datasets
exist for this subtask, often annotated by journal-
ists, such as PolitiFact (Shu et al., 2020) and
Horne2017 (?) on US politics, CoAID (Cui and

Lee, 2020) on Covid-19, as well as LIAR (Wang,
2017), MultiFC (Augenstein et al., 2019) or Mu-
MIN (Nielsen and McConville, 2022) on diverse
topics. In the case of rumors, related datasets for
this task are Fakenewsnet (Shu et al., 2020), relying
on labels produced by PolitiFact and GossipCop,
and PHEME (Kochkina et al., 2018).

A method put forward to analyze the news and
to track whether they count as reliable or fake is
stance classification (Riedel et al., 2017). In one
version of the task, the goal is to assign a claim-
evidence pair to one of three categories: the evi-
dence either supports the claim, contradicts it, or
fails to provide sufficient evidence. The primary
dataset for this task is FEVER (Thorne et al., 2018),
containing more than 300,000 facts. This task could
help detect misinformation based on the content
to be checked and a small collection of related evi-
dence, making this task also close to fact-checking.
The method has also been used to detect propa-
ganda (Hanley, 2025).

Propaganda differs from other forms of news
disorder by explicitly mimicking news articles and
relying on frames and persuasion techniques
(Da San Martino et al., 2020b). Barrón-Cedeño
et al., 2019 computes a propaganda score, de-
fined as the estimated likelihood that an article
contains propagandistic mechanisms, using en-
gineered stylistic and lexical features such as
readability, lexical richness, and TF-IDF n-grams,
whereas Da San Martino et al., 2019b introduces a
fragment-level annotation scheme in which expert
annotators mark the exact spans in news articles
that realize propaganda and label each marked
span with one of 18 propaganda persuasion tech-
niques. This formulation, combining span identifica-
tion with technique classification, is benchmarked
in NLP4IF-2019 (Da San Martino et al., 2019a)
and SemEval-2020 Task 11 (Da San Martino et al.,
2020a).

Faye et al. (2024) compare human annotations
with model predictions for multi-label propaganda
analysis of press articles and systematically evalu-
ates which stylistic cues explain performance. In
particular, they show that feature sets targeting
vagueness and subjectivity, together with syntactic
and lexical cues, can achieve performance compa-
rable to RoBERTa, while making the textual corre-
lates of predictions more explicit.

Classical content-only approaches for news dis-
order detection often overfit to dataset or domain
artifacts and therefore generalize poorly across out-
lets, genres, topics, and types of news disorder
(Suprem et al., 2022; Silva et al., 2021b; Pan et al.,
2023; Krieger et al., 2022). To improve robustness,
neurosymbolic hybrid approaches pair neural repre-
sentations of news articles with structured, comple-
mentary signals such as external evidence, source
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metadata, lexicon and stylistic indicators, or multi-
modal cues. This strategy has been effective for
misinformation through evidence-based verification
and debunking (Thorne et al., 2018; Popat et al.,
2018), for fake news by incorporating social-context
and multimodal signals (Ruchansky et al., 2017;
Wang et al., 2018), and for media bias by combining
article text with source-level features and distant
supervision (Baly et al., 2018; Spinde et al., 2021).

In the wake of these approaches, here we
present a neurosymbolic model for propaganda
detection grounded in stylistic features and observ-
able symbolic cues, motivated by differences re-
ported across previously published news corpora.
We first conduct a comparative analysis of propa-
ganda and mainstream news, then leverage the ob-
served contrasts to design and evaluate our feature-
based model using different organizations of our
dataset to aim for more robustness.

3. Datasets used

3.1. Two corpora
In the rest of this paper, we exploit two datasets re-
cently presented in Faye et al. (2024), which respec-
tively consist of a corpus of propagandist pseudo-
news articles (PPN) and a corpus of reliable articles
from the mainstream press (MAINSTREAM).

• PPN5 (Faye et al., 2024), for Propagandist
Pseudo-News, is a collection of 12,427 arti-
cles from sources identified as propaganda
outlets by the expert organizations NewsGuard
and VIGINUM.6 The five sources were created
after the Russian invasion of Ukraine in Febru-
ary 2022 and contain propagandist news in
9 different languages (Arabic, Chinese, En-
glish, French, German, Italian, Russian, Span-
ish and Ukrainian).

• MAINSTREAM is a corpus of French and En-
glish articles, this time of regular news coming
from established newspapers, and used as a
control for the analysis of the PPN corpus. The
MAINSTREAM articles were selected based on
publication dates and on keywords related to
the Ukraine conflict. MAINSTREAM consists of
1,004 English articles and 1,367 French arti-
cles from 11 and 5 sources, respectively.

While both datasets were introduced in Faye et al.
(2024), only a small portion was analyzed in the
context of an annotation experiment (100 in French

5https://github.com/hybrinfox/ppn
6https://www.sgdsn.gouv.fr/publicatio

ns/maj-19062023-rrn-une-campagne-numer
ique-de-manipulation-de-linformation-c
omplexe-et

Figure 1: News genre distribution on the two cor-
pora.

split across both sources). Here, we analyze the
whole corpus in full and using different methods.7

3.2. Review of published observations
Before presenting new analyses, we briefly sum-
marize the main results of previous analyzes.

Firstly, a French subset of PPN and MAINSTREAM
was manually annotated using 11 labels, adapted
from a previous annotation experiment.8 The la-
bels included “vague”, “subjective”, “exaggeration”,
“pejorative”, “descriptive”, “propaganda”, “satirical”,
“dishonest title”, “adequate sources”, “false informa-
tion”, and “fake news”.9

Mainstream articles were found to be generally
descriptive (close to 90%) and to adequately cite
their sources (above 80%). They received low
scores for “subjective” (20%) and “vague” (10%),
and hardly any of the other labels, including no
ascription of “false information” (0%). By contrast,
propaganda articles were labeled as descriptive for
only 60%, and they were overwhelmingly labeled

7Because of copyright issues, the text is not redis-
tributed, but direct links to web pages are provided with
the corresponding annotations.

8See the OBSINFOX dataset, https://github.c
om/obs-info/obsinfox and its analysis in Icard et al.
(2024). The focus on French was to take advantage of
the native competence of the annotators.

9The difference between “fake news” and “false infor-
mation” was that in order to be ascribed the former label,
an article had to contain “at least one false information”.
The definition of “fake news” was deliberately left up to
the annotators in the experiment, see (Faye et al., 2024)
for details.
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as manifesting subjectivity (70%), with up to 30%
of “false information” and over 40% of “fake news”.

Secondly, Large Language Models fine-tuned for
the task, such as RoBERTa-base (Liu et al., 2019),
were trained and tested on the whole English cor-
pus. The LLMs were found to distinguish with very
high performance between propaganda and regu-
lar articles (99.7% of test accuracy). Other mod-
els, such as TF-IDF (Sparck Jones, 1972), gave
a similar high performance (98.5%), and also evi-
denced lexical differences between the two English
corpora.

In both cases, however, this very high perfor-
mance raises suspicion, since it can be a sign that
the methods won’t transfer to new datasets. While
we do not see direct evidence of overfitting in the
comparison between our training, validation, and
test tests, such high accuracy points to the risk
of a lack of robustness regarding other datasets.
Furthermore, it is also possible that articles from
the PPN dataset are partially written by AI, adding
further biases to the model, leading to more overfit-
ting on machine-written misinformation (Su et al.,
2023).

4. Genres, topics, and persuasion
techniques

To get a more general comparison of the two
datasets, here we use distinct analytics of genre,
topic, and persuasion-techniques distributions
across the two corpora, following the distinctions
proposed for the SemEval-2023 Task 3, and us-
ing the public APIs of the news classifier GATE
Cloud.10

Genres. A three-fold genre distribution into Re-
porting articles / Opinion articles / Satire-like arti-
cles, is shown in Figure 1 for the two corpora.

The comparison reveals significant differences
between the datasets: MAINSTREAM is character-
ized by a larger proportion of Reporting articles,
more than six times the proportion in PPN. MAIN-
STREAM also shows a lower proportion of Satire.
While these articles do not necessarily display hu-
morous content characteristic of satire (see Icard
et al. 2024, where the label “satirical”, defined as
intending to produce laughter, was applied less
than 5% even for propagandist articles), this find-
ing supports previous observations that fake news
are stylistically closer to satire in style than regular
news (Horne and Adali, 2017).

Finally, while Opinion is significantly represented
across the two corpora, including the MAINSTREAM
one, the class represents more than three quarters

10https://cloud.gate.ac.uk/shopfront#t
agged=Misinformation

of the propagandist corpus PPN, confirming the
link between propaganda and persuasion, and the
tendency of propaganda to blur the frontier between
factual reports and opinion pieces.

Topics. We used the same suite of annotating
tools to get the topic distribution of the articles. A di-
vision along nine topics is shown in Figure 2, show-
ing the two corpora to have relatively similar distri-
butions.11 This suggests that the two datasets can
meaningfully be compared in terms of stylistic fea-
tures, since they broadly have the same coverage.

Persuasion techniques. Finally, we used a third
distributional analysis, this time relative to the set
of persuasion techniques defined in Piskorski et al.
(2023), again using the Cloud multilingual persua-
sion technique classifier. The distribution of persua-
sion techniques by articles is shown in Figure 3.

The plots indicate that propaganda articles from
the PPN corpus tend to use more of these persua-
sion techniques, which is coherent with the fact that
more than 90% of that corpus is identified as Opin-
ion or Satire. In particular, we see a more prevalent
use of loaded language, repetition, exaggeration-
minimization, and appeal to prejudice in the propa-
gandist corpus.

Overall, these analyses show us that in terms of
genres as well as persuasion techniques, propa-
gandist articles are more easily recognizable than
other kinds of articles. This fact, combined with
the additional characteristics explored in Faye et al.
(2024), suggests that we may enhance the detec-
tion of propaganda by taking into account genres,
persuasion techniques, and other stylistic features.
To address this, the next section introduces a hy-
brid approach that integrates neural and symbolic
representations by combining text-based features
with concepts extracted from the content.

5. Neurosymbolic approach for
propaganda detection

For the remaining of the paper, we focus on the
English part of the corpus (3219 articles for PPN
and 1004 articles for MAINSTREAM), as the models
used perform better on this language, and will allow
for better quantitative evaluation of our approach.
The imbalance between the classes is managed
by using the WeightedRandomSampler of Py-
Torch to expose the model to a balanced amount
of classes during training.

To enhance robustness, here we embed text us-
ing neurosymbolic methods, and we add concep-
tual information to the articles to enhance classi-

11A similar distribution was also found in the OBSIN-
FOX dataset mentioned in fn. 8.
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Figure 2: Topic distribution on the two corpora.

fication. Text embeddings are an efficient way of
encoding texts and classifying them in downstream
tasks. However, there is little understanding of
the information they contain. To create a more
robust model, we propose combining simple statis-
tical text embeddings with the features observed
in the previous section. Thus, texts are encoded
using pre-trained fastText embeddings (Bojanowski
et al., 2017). While these are non-contextual em-
beddings, they provide stable and parcimonious
lexical representations for large amounts of data.

5.1. Proposed architecture
For each article, the process creates a 300-
dimensional vector representing the text’s distribu-
tional lexical characteristics. In addition to this vec-
tor, information about the genre, topic, and persua-
sion techniques contained in the articles is added.

• Genre information is encoded using one-hot
encoding (OHE), creating a vector containing
only zeros with the exception of the encoded
feature, which contains a one. In this case,
it adds 3 specific dimensions (for Reporting,
Opinion, and Satire).

• Topic information is also one-hot encoded,
adding 9 dimensions (for the topics displayed
in Figure 2).

• Information about persuasion techniques is
added into a vector counting how many per-
suasion techniques of each type are contained
in the article. Fine-grained persuasion tech-
niques represent 23 dimensions. However,
these techniques can be grouped into coarser-
grained groups, resulting in only 6 dimen-
sions (Piskorski et al., 2023).

In total, a 35-dimensional vector (=3+9+23) for
fine-grained persuasion techniques is added to the
300-dimensional fastText embedding. This vector

goes through a two-layer perceptron containing a
dense layer (335 dimensions to 335 dimensions)
with ReLU activation function, and a dense layer
(335 dimensions to 1 dimension) with sigmoid ac-
tivation function to get a propaganda estimation
score between 0 and 1. The text is then classi-
fied relative to a threshold of 0.5. A global view
of the proposed architecture is presented in Fig-
ure 4. When all persuasion techniques are in-
cluded, we call the resulting method the Hybrid
Method. A scaled-down method is obtained by
using an 18-dimensional (=3+9+6) vector incorpo-
rating only coarse-grained persuasion techniques:
we call the corresponding method Hybrid Lite.

⋮

⋮

⋮

⋮

𝑝 ∈ [0,1]

Figure 4: Our hybrid architecture, combining neural
features and extracted concepts.

This architecture is voluntarily made simple in
order to perform explainability analyses, which are
hardly possible with Large Language Models. For
this binary classification class, we use a single neu-
ron as an output as we frame the task as we oppose
directly reliable news to propagandist news.
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Figure 3: Mean number of persuasion techniques
by article, on the two corpora.

5.2. Evaluation methodology

In order to prevent overfitting, we designed a new
evaluation methodology to ensure that the pro-
posed approach could generalize better to new
events and sources.

The general idea is to split the data into
train/valid/test sets depending on different criteria
explained below. The model is trained on the train
set and evaluated on the validation set after each
epoch. Early stopping with patience 20 is used to
monitor the F1-score on the validation set. The F1-
score is the harmonic mean between precision (true
positive/true positives+false positives) and recall
(true positives/true positives+false negatives). In
what follows, propaganda articles are the positive
class to detect.

The models are trained with a cross-entropy loss
and the Adam optimizer (Kingma and Ba, 2015)
with a learning rate of 10−4 for a maximum of 300
epochs. If no improvement in the validation F1-
score is observed after 20 epochs, the best model
is restored and evaluated on the test set, giving
the scores reported in the results tables. We ran
the experiment five times with different seeds and
report the average results over these 5 runs.

The way the train/valid/test sets are defined can
help measure robustness, namely how effective
the learned features are in new contexts. Toward
that goal, we define four types of split for our exper-
iments (again on the English part of each corpus):

• Random: The articles are randomly sampled
to produce 80%-10%-10% random sets.

• Sources: The split sets only contain articles
from specific sources. The sources were cho-
sen to have an approximately 80%-10%-10%
split distribution. The split of sources is given
in Table 1 (top).

• Political: Mainstream articles are split accord-
ing to their political leaning annotation by Me-
diaBiasFactCheck.12 As a majority of articles
come from left-leaning sources, we use them
as training sources, and randomly split right-
leaning sources between validation and test.
Propaganda articles are randomly chosen for
each set following an 80%-10%-10% distribu-
tion (see Table 1 middle).

• Credibility: Similarly to political leaning, Me-
diaBiasFactCheck proposes credibility ratings
of sources based on freedom of the press, ar-
ticles’ factuality, ownership, and previous fact-
checks. In this sense, all propaganda articles
come from low credibility sources. As a large
majority of regular articles come from high-
credibility sources, we use these sources for
training and low-credibility sources for valida-
tion and test. Propaganda articles are ran-
domly chosen for each set following an 80%-
10%-10% distribution (see Table 1, bottom).

Each split is designed to evaluate one type of
potential bias of our model based on sources, which
may combine several types of unidentified biases,
and then on political orientation, and credibility.

6. Results

This section is divided into three parts. The first pro-
vides the results of the proposed approach on the

12It is important to note that MediaBiasFactCheck
seems to follow the American Overton window, so their
political annotation may differ from what could be consid-
ered in other countries.
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Sources Train Validation Test
MAINSTREAM APNews CNN USA Today Forbes Fox News CBSNews

The Guardian NBC News NYTimes Washington Post Daily Mail
PPN RRN TribunalUkraine War on Fakes

Political Train Validation Test

MAINSTREAM
APNews CNN USA Today NBC News Daily Mail Forbes Fox NewsNYTimes Washington Post CBSNews

PPN Entire PPN corpus (English)
Credibility Train Validation Test

MAINSTREAM
APNews CNN USA Today Forbes The Guardian Daily Mail Fox NewsNYTimes Washington Post CBSNews

PPN Entire PPN corpus (English)

Table 1: News distribution in the Sources, Political, and Credibility splits.

different splits. In the second part, ablation studies
are conducted to measure the benefit of adding
conceptual embeddings to the textual embeddings.
Finally, an explainability analysis highlights in which
cases the proposed approach has more benefits
than others.

6.1. Main results
Results for the different splits are shown in the first
row of Table 2 (Hybrid), reporting Accuracy (Pro-
portion Correct) and F1 score. Note that the test
sets are different in each column. The Random
column corresponds to classical evaluation. The
Sources column corresponds to the system being
confronted with new sources, the Political column
to the system being confronted with new political
ideas, and the Credibility column to the system
being confronted to sources of different credibility
from the training set.

The results obtained on the Random set are
not high but are decent for such a small model.
The system shows comparable performance for
the Sources and Credibility splits, but has more
difficulties dealing with new Political orientations.
Compared to Credibility, Political does not include
Forbes in the validation and test sets, but has it in
the train set along with The Guardian and without
CBSNews. These shifts suffice to lower perfor-
mance, suggesting that the political orientation of
training sets should be variegated to create more
robust systems.

6.2. Ablation studies
The motivation for the proposed approach is to im-
prove robustness in new scenarios by combining
conceptual features with text embeddings to reduce
overfitting. To evaluate the performance of our Hy-
brid method, we conducted ablation studies. To
begin with, a model using only the fastText embed-
dings is trained and evaluated (Table 2, Text Only).
Then, the features of the persuasion techniques

are altered to take only into account the coarse per-
suasion categories (6 instead of 23, see Table 2,
Hybrid Lite).

Several observations can be made:
• In nearly all cases, using fine-grained labels

for persuasion techniques (Hybrid) improves
performance over using coarse-grained labels
(Hybrid Lite). One exception is the Random
split, but the gain is large where the Hybrid Lite
method struggles (Sources, Credibility), and
the loss small otherwise.

• On average, the Hybrid method improves per-
formance compared to the Text Only method
(+26.89% accuracy and +41.85% F1-score av-
erage), even though it performs less well in
Random and Political. Overall, however, the
Hybrid method is the most robust across the
four splits: it learns in all four cases, and it has
the largest average performance with the least
variance (µF1 = 86.12, varF1 = 9.18).

• By contrast, whereas the Text Only method
outperforms the others in two splits (Random,
Political, in the Sources and Credibility splits
textual embeddings were not sufficient to learn
to discriminate between propaganda and main-
stream articles. This indicates that the Text
Only method is not robust to perturbations of
the training set, even though it does not overfit
on political orientation.

In summary, even if the proposed approach does
not perform best on traditional random splits, it
shows better robustness and generalization than
the equivalent text-only approach, which collapses
in two cases. Another advantage of this approach
is its simplicity, allowing for the application of ex-
plainability methods, to which we turn next.

6.3. Explainability analyses
To explain our hybrid model, we used SHAP (Lund-
berg and Lee, 2017). This game-theory-based ap-
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Random Sources Political Credibility
Method Acc. F1 Acc. F1 Acc. F1 Acc. F1
Hybrid 78.08 87.5 79.45 88.37 69.86 81.66 79.45 86.95

Hybrid Lite 79.45 88.54 34.24 31.42 67.12 79.66 56.16 69.81
Text Only 79.45 88.54 20.54 0.0 79.45 88.54 20.54 0.0

Table 2: Results for propaganda detection with different data splits and different ablations.

proach performs local explanations on each sample
by determining which features are the most impor-
tant for the final prediction. However, the produced
explanations are local and dataset-dependent, they
do not explain the model’s behavior more generally.

To get a global representation of what a model
has learned, we can average absolute SHAP val-
ues over the different splits. We grouped SHAP
values by categories for better readability. For each
sample of each split, we calculate the absolute
value of the sum of all text-encoding SHAP values,
and similarly for the embeddings of genre, topic,
and persuasion techniques. Mean SHAP values
by split group and category are shown in Figure 5.

Figure 5: Mean SHAP values for the Hybrid method
depending on split.

The figure shows that for Random, the text em-
beddings contribute the most to the decision clas-
sification. For Credibility, the persuasion em-
beddings contribute comparatively the most. For
Sources and Political, the results are more mixed
across groups of features.

In the Random case, this is likely due to the fact
that by choosing articles randomly, the training set
is better aligned with validation and test, so they
are informative enough for classification. This is
confirmed by the results, which show that they are
better with textual features only.

However, when the test distribution is different
from the training distribution, the method tends to
use at least as many conceptual embeddings when
compared with text embeddings. In particular, for
the Credibility and Sources splits, relying on con-
ceptual features is what makes the model general-
ize better to new sources and to papers whose relia-
bility is questionable. This situation corresponds to
the case in which an article is suspicious and comes

from unknown sources, making this approach suit-
able for propaganda detection.

7. Conclusion

This paper introduced a propaganda detection
method that integrates textual embeddings with
conceptual features extracted through cross-
comparison of PPN and MAINSTREAM. The corpora
differ significantly in vocabulary and persuasion
strategies, suggesting that models trained on a
single source may miss corpus-specific signals.
These observations motivated the inclusion of con-
ceptual features to better capture propaganda pat-
terns.

By designing biased splits in our datasets, which
correspond to the exposure of the model to new
types of articles, we have shown that adding con-
ceptual information extracted from the texts im-
proves detection performance, especially in cases
where there are new sources of variable credibility
ratings. Experiments also suggest that political di-
versity in the training set is essential for propaganda
detection, as the addition of conceptual features
significantly degrades performance in this case.

Further explainability analyses show that the
added features were indeed used by the model
when the splits were biased, allowing the model to
correctly detect propaganda when simple textual
embeddings are not informative enough.

However, the experiments were run on a cor-
pus centered on one main theme: the Russia-
Ukraine conflict. Additional experiments could be
conducted on other recent themes, such as recent
elections, or other conflicts. The PPN and MAIN-
STREAM corpora were also only processed in En-
glish, and similar experiments should be conducted
in other languages to identify potential language-
specific differences.

Finally, other types of conceptual features could
be used based on other expert knowledge systems
or even human operators. In other experiments, an
expert vagueness estimation system was success-
fully combined with a language model for the task
of subjectivity detection (Casanova et al., 2024). It
may be possible to add an estimate of the docu-
ment’s source reliability to a classification model,
to enhance the classification performance of a text-
only classifier.
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Abstract

This position paper proposes a theory grounded NLP framework for information disorder detection integrating
three explicitly connected dimensions: epistemic status, intentionality, and contextual harm. Moving beyond binary
fake news classification, we argue that reliable intervention requires structured differentiation between verification
outcomes, manipulation indicators, and consequence assessment. We provide concrete annotation schemas with
decision rules for ambiguous cases, formal aggregation operators with monotonicity and escalation guarantees,
explicit conflict resolution strategies for inconsistent signals, and standardized risk profile templates that translate
multidimensional outputs into actionable routing policies. Synthesizing work on harm taxonomies, uncertainty
quantification, and automated fact checking pipelines, we introduce an integration layer that preserves interpretability
while enabling policy aligned deployment. We further propose a reformed evaluation protocol incorporating conformal
prediction for principled abstention, calibration analysis, disagreement modeling, harm weighted metrics, and human
uplift assessment to measure real decision support utility rather than standalone classifier accuracy. We position this
framework as a conceptual and operational roadmap for structured misinformation assessment, outlining phased
validation pathways while acknowledging that empirical validation remains essential future work.

Keywords: information disorder, fake news detection, misinformation, NLP evaluation, harm taxonomy, un-
certainty quantification

1. Introduction

The rapid expansion of digital media has trans-
formed how information is produced, disseminated,
and consumed globally. One of the most concern-
ing manifestations has been the emergence of
what is collectively known as fake news, a phe-
nomenon attracting substantial research attention
across computer science, communication studies,
psychology, and political science. Initially concep-
tualized as a binary distinction between true and
false information, fake news detection has histor-
ically focused on veracity classification using su-
pervised machine learning. However, this binary
framework is fundamentally insufficient to capture
the full spectrum of misleading information circu-
lating in contemporary media ecosystems (Wardle
and Derakhshan, 2017).

The limitations of binary classification become
apparent when considering the diversity of prob-
lematic information types. A satirical article mis-
understood as genuine news, a genuine photo-
graph shared with a misleading caption, an accu-
rate statistic presented without crucial context, and
a deliberately fabricated story designed to manipu-
late public opinion all represent fundamentally differ-
ent phenomena demanding distinct analytical and
interventional approaches. Yet conventional fake
news detection systems typically collapse these
distinctions into a single true/false dichotomy, los-
ing critical information necessary for appropriate
response.

This position paper shifts focus from binary

classification towards a multidimensional, theory
grounded approach to information disorder detec-
tion. We synthesize insights from existing work
on harm taxonomies (Scheuerman et al., 2021;
Sehat et al., 2024), uncertainty quantification in
NLP (Xiao et al., 2022; Angelopoulos and Bates,
2021), integrated fact checking pipelines (Guo et al.,
2022), and human centered AI research (Marusich
et al., 2024; Prabhudesai et al., 2023) into a co-
herent framework with explicit integration mechan-
ics. While no empirical validation is presented in
this work, we ground all proposals in demonstrated
capabilities from related literature and specify con-
crete validation pathways with measurable mile-
stones, explicitly identifying the empirical questions
that require answers before deployment.

Contributions. We position this as a concep-
tual roadmap with six contributions: (1) annotation
schemas with decision rules for ambiguous cases;
(2) formal aggregation operators specifying cross
dimensional integration with conflict resolution; (3)
adoption of FABLE harm taxonomy with concrete
operationalizations and validation pathways; (4)
integration of conformal prediction for principled ab-
stention with coverage guarantees; (5) human uplift
assessment framework measuring actual decision
support utility; and (6) standardized risk profile tem-
plates for downstream stakeholder reporting.

2. Related Work

We organize related work around four themes
that collectively motivate and inform the proposed
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framework.

2.1. Harm Taxonomies and Content
Moderation

A central challenge for information disorder re-
search is moving beyond binary harm labels toward
multidimensional severity assessment. Scheuer-
man et al. (2021) developed a comprehensive
framework through grounded theory analysis with
52 participants, identifying four harm types (phys-
ical, emotional, relational, financial) and eight
severity dimensions including perspective, intent,
agency, and vulnerability. This work provides foun-
dations for graduated response systems that dif-
ferentiate content based on consequence severity
rather than treating all harmful content equivalently.
Building on this direction, the FABLE framework
(Sehat et al., 2024) operationalizes harm specif-
ically for fact checking prioritization through five
dimensions: Fragmentation (social division poten-
tial), Actionability (harmful action likelihood), Be-
lievability (plausibility), Likelihood of spread (viral
potential), and Exploitativeness (vulnerable group
targeting). We adopt FABLE as our primary tax-
onomy due to its explicit operationalizability and
alignment with downstream decision making.

Complementing these taxonomic efforts, Banko
et al. (2020) synthesized platform guidelines into
a unified taxonomy, highlighting definitional incon-
sistencies across platforms. Fortuna and Nunes
(2018) surveyed hate speech taxonomies, docu-
menting persistent challenges for consistent auto-
mated moderation. Wang et al. (2025) analyzed
intent in algorithmic moderation, finding that current
systems cannot reliably infer intent from text alone,
a finding that motivates our proxy based approach
for the intentionality dimension.

2.2. Uncertainty Quantification and
Calibration

Reliable deployment of NLP systems in high stakes
information disorder contexts requires principled
handling of model uncertainty. Xiao et al. (2022)
conducted a large scale empirical analysis showing
that temperature scaling most effectively reduces
expected calibration error (ECE) while preserving
performance, and that larger pretrained language
models calibrate better under domain shift. Desai
and Durrett (2020) established calibration base-
lines for BERT family models, providing reference
points for evaluating new systems. Xin et al. (2021)
introduced error regularization that improves selec-
tive prediction, demonstrating accuracy coverage
tradeoffs relevant to our abstention framework.

Conformal prediction offers a particularly promis-
ing direction by providing distribution free coverage

guarantees without distributional assumptions. An-
gelopoulos and Bates (2021) provide an accessible
introduction to conformal methods, while Quach
et al. (2023) apply these methods to NLP classi-
fication, demonstrating that coverage guarantees
hold even under distribution shift. These properties
make conformal prediction well suited for misinfor-
mation contexts where content distributions change
rapidly.

On the human side, research demonstrates that
uncertainty information meaningfully affects deci-
sion quality. Marusich et al. (2024) showed that
instance level uncertainty quantification improves
human decision making, while Prabhudesai et al.
(2023) found that users struggle to calibrate their
reliance on AI without structured uncertainty com-
munication. Devic et al. (2025) critique current UQ
practices as insufficiently human centered, recom-
mending evaluation of actual decision support utility
rather than standalone calibration metrics.

2.3. Fact Checking Pipelines and
Verification

Automated fact checking has matured into a mod-
ular pipeline encompassing claim detection, ev-
idence retrieval, verdict prediction, and justifica-
tion production, as comprehensively surveyed by
Guo et al. (2022). Key resources include FEVER
(Thorne et al., 2018) with 185K claims, LIAR (Wang,
2017) demonstrating six level graded assessment,
and CheckThat! (Nakov et al., 2022) establishing
multilingual benchmarks including Arabic. Our own
involvement in the CheckThat! evaluation cam-
paigns (Hasanain et al., 2024; Alam et al., 2021)
has provided practical experience with the chal-
lenges of check worthiness estimation and multilin-
gual claim detection at scale, informing the design
requirements for the epistemic status dimension.

Zubiaga et al. (2018) survey rumor detection con-
necting to formal fact checking workflows. Nakov
et al. (2021) emphasize that automated systems
should support rather than replace human judg-
ment, a principle central to our framework design.
Stance detection research (Hardalov et al., 2022)
provides computational foundations for estimating
intent through analysis of how content positions it-
self relative to claims and entities. Related work on
propaganda detection (Hasanain et al., 2023) and
news media narrative analysis (Zaghouani et al.,
2024) further demonstrates the practical complexity
of identifying manipulation strategies in multilingual
media ecosystems.

2.4. Multilingual, Multimodal, and
Cultural Dimensions

Scaling information disorder detection beyond En-
glish requires addressing linguistic, cultural, and
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resource diversity simultaneously. MuMiN (Nielsen
and McConville, 2022) covers 41 languages with
13,000 claims. X FACT (Gupta and Srikumar, 2021)
spans 25 languages. MM COVID (Li et al., 2020)
offers multilingual multimodal data across six lan-
guages. Panchendrarajan and Zubiaga (2024) sur-
vey cross lingual claim detection approaches, while
Panda and Levitan (2021) demonstrated mBERT
for multilingual detection with variable performance
across languages.

A critical consideration often underexplored is the
cultural dimension of harm assessment. Recent
work has shown that LLM persona simulation with
cultural or demographic differences significantly af-
fects the perception of harmful content. Piot et al.
(2025) demonstrate that geographic persona as-
signment substantially influences LLM responses
in hate speech detection, revealing systematic bi-
ases tied to country specific contexts. Plaza-del-
Arco et al. (2024) show that LLMs exhibit culturally
rooted biases in representing religion, with Eastern
religions stereotyped and Abrahamic minority faiths
stigmatized. These findings underscore that harm
is not culturally universal and that information disor-
der frameworks must account for cultural variation
in both annotation and deployment.

For multimodal detection, VERITE (Papadopou-
los et al., 2024) provides robust benchmarks ac-
counting for unimodal biases, while NewsCLIP-
pings (Luo et al., 2021) addresses out of context
image detection. Work on multimodal propaganda
detection in Arabic memes (Alam et al., 2024) illus-
trates the challenges of cross modal inconsistency
where genuine images are paired with misleading
text.

3. Information Disorder Framework

Following the influential taxonomy of Wardle and
Derakhshan (2017), we adopt the tripartite distinc-
tion between misinformation (false content shared
without intent to harm), disinformation (false con-
tent shared with intent to harm), and malinformation
(genuine content shared with intent to harm). This
theoretical foundation from communication stud-
ies motivates our three dimensional computational
framework.

3.1. Conceptual Foundations
The information disorder framework addresses fun-
damental limitations of binary fake news classifica-
tion. Traditional approaches treat all false claims as
equivalent, ignoring crucial variations along three
axes.

Epistemic Status concerns the degree to which
a claim can be verified or falsified, the strength
of available evidence, and the certainty with which

verdicts can be assigned. A claim about yesterday’s
weather differs fundamentally from a claim about
long term climate projections, even if both concern
meteorology.

Intentionality concerns the motivations behind
content creation and sharing. Identical false con-
tent may be shared by someone who genuinely
believes it (misinformation), someone deliberately
seeking to deceive (disinformation), or algorithms
amplifying engaging content without regard to ac-
curacy. These different origins suggest different
interventions.

Contextual Harm concerns the potential conse-
quences of content given its topic, timing, audience,
and reach. A false claim about celebrity relation-
ships differs fundamentally from a false claim about
vaccine safety, even if both are equally false.

3.2. Relationship to Existing Approaches

We build on rather than dismiss existing progress.
The LIAR dataset’s six point veracity scale (Wang,
2017) demonstrates that graded epistemic assess-
ment is both feasible and useful. CheckThat!
shared tasks (Nakov et al., 2022) incorporate multi
class and ranking formulations reflecting real world
fact checking complexity. Stance detection re-
search (Hardalov et al., 2022) provides computa-
tional foundations for estimating intent. Our contri-
bution is not replacement of these existing compo-
nents but systematic integration across dimensions
with explicit aggregation mechanics and conflict
resolution.

3.3. Framework Pipeline

The framework operates as a staged pipeline with
three parallel assessment streams converging at an
integration layer. Stage 1 (Input Processing) de-
composes incoming content into atomic claims fol-
lowing Chen et al. (2022). Stage 2 (Parallel Dimen-
sional Assessment) routes each claim through
three parallel streams: the Epistemic Status stream
performs evidence retrieval and entailment classifi-
cation with conformal coverage; the Intentionality
stream evaluates source history, linguistic manipu-
lation markers, and coordination signals; the Con-
textual Harm stream applies FABLE dimensions to
assess consequence severity. Stage 3 (Integra-
tion) applies the formal aggregation operator with
conflict resolution rules to produce a composite risk
score. Stage 4 (Routing) maps the integrated as-
sessment to actionable decisions via the decision
matrix, generating a structured risk profile for down-
stream stakeholders. Cases exceeding escalation
thresholds or exhibiting cross dimensional conflicts
are routed to human review.
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4. Framework Architecture

Our framework comprises three dimensions with ex-
plicit integration mechanics. We provide concrete
annotation schemas, formal aggregation operators,
and standardized output templates.

4.1. Dimension 1: Epistemic Status
Epistemic Status concerns the degree of certainty
and evidential support for a claim, aligning with
traditional fact checking research.

Annotation Schema. We propose a five level
scale aligned with existing graded resources:

Level 1 (Supported): Claim is supported by mul-
tiple independent, authoritative sources with high
confidence.

Level 2 (Likely True): Claim is supported by cred-
ible evidence but with some uncertainty due to lim-
ited source diversity or domain complexity.

Level 3 (Uncertain): Evidence is insufficient, con-
flicting, or the claim involves legitimate scientific
uncertainty or emerging situations.

Level 4 (Likely False): Claim contradicts credible
evidence but with residual uncertainty.

Level 5 (Refuted): Claim is contradicted by mul-
tiple independent, authoritative sources with high
confidence.

Decision Rules for Ambiguous Cases. When
annotators encounter difficult cases: (a) if high qual-
ity sources genuinely conflict, assign Level 3 and
document the conflict; (b) weight sources by do-
main expertise, independence, and track record;
(c) for emerging situations where evidence is accu-
mulating, assign Level 3 with temporal flag; (d) for
claims mixing true and false components, annotate
subclaims separately then aggregate; (e) document
specific evidence and reasoning in justification field
for all non obvious cases.

Operationalization. Implement through four
steps: claim decomposition following Chen et al.
(2022); evidence retrieval using FEVER style
search, web APIs, or domain specific databases;
NLI based entailment classification with aggrega-
tion across evidence; conformal prediction (An-
gelopoulos and Bates, 2021) for coverage guar-
antees rather than arbitrary confidence thresholds.

Output: (epistemic_level, conformal_set, confi-
dence, evidence_ids[], justification_text).

4.2. Dimension 2: Intentionality
Intentionality concerns inferred motivation behind
content creation. This dimension presents the
greatest operationalization challenges.

Fundamental Limitations. Intent cannot be re-
liably inferred from content alone. As MacAvaney
et al. (2019) note, intent is exceedingly difficult to

capture algorithmically. Wang et al. (2025) docu-
ment the gap between intent’s prominence in plat-
form policies and its absence from detection sys-
tems. We propose proxy based assessment esti-
mating manipulation likelihood rather than claiming
direct intent detection.

Annotation Schema. Three level proxy based
assessment:

Low Manipulation Indicators: Source has estab-
lished correction history, professional editorial stan-
dards, transparent authorship, no detected coordi-
nation signals.

Moderate Manipulation Indicators: Some con-
cerning signals: elevated sensationalism markers
OR mixed source credibility OR timing coincides
with sensitive events OR minor coordination indica-
tors.

High Manipulation Indicators: Multiple strong in-
dicators: coordination with known problematic ac-
tors AND high sensationalism AND suspicious tim-
ing AND absent editorial standards AND network
amplification patterns.

Proxy Validation Requirements. Source his-
tory proxies require temporal holdout validation:
train on period T, evaluate on T+1 to detect strate-
gic behavior modification. Linguistic manipulation
indicators (Horne and Adali, 2017) require cross
domain validation. Coordination signals require
causal validation through counterfactual analysis.

Adversarial Robustness and Fairness Safe-
guards. For robustness: use behavioral features
over easily gamed stylistic features; implement tem-
poral monitoring; ensemble diverse proxy types.
For fairness: separate false positive evaluation
across source categories; exclude identity features;
regular fairness audits; human review for high
stakes decisions.

Output: (manipulation_level,
proxy_scores[source, linguistic, coordination,
timing], fairness_flags[], requires_review).

4.3. Dimension 3: Contextual Harm
We adopt FABLE (Sehat et al., 2024) as our primary
harm taxonomy with concrete operationalizations.

Adopted Taxonomy. Fragmentation assesses
social division potential via topic modeling against
known divisive narratives and engagement pattern
analysis. Actionability assesses harmful action
prompting by detecting imperative constructions
and claims with direct action implications. Believ-
ability assesses plausibility to target audiences via
source presentation quality and alignment with au-
dience prior beliefs. Spread Likelihood predicts
viral potential using early engagement velocity and
content virality features. Exploitativeness identi-
fies vulnerable group targeting through linguistic
markers and demographic signals.

Annotation Schema. Four tier classification:
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Critical: Health or safety risk with high action-
ability and spread (e.g., dangerous medical advice
during outbreak, incitement to imminent violence).

High: Significant harm potential in sensitive do-
main with moderate to high spread (e.g., election
misinformation near voting).

Medium: Some harm potential but limited action-
ability or spread (e.g., misleading but not danger-
ous health claims).

Low: Minimal harm regardless of veracity (e.g.,
celebrity gossip, clearly satirical content).

Outcome Validation. Harm tiers should corre-
late with downstream impacts. Validate through: (a)
expert panel consensus; (b) retrospective analysis
linking content to documented harms; (c) prospec-
tive tracking of intervention effectiveness.

Output: (harm_tier, fable_scores[F, A, B, L, E],
domain_category, expert_confidence).

4.4. Integration and Aggregation
The three dimensions interact in ways that deter-
mine appropriate downstream action. The integra-
tion layer is a structured aggregation procedure with
explicit escalation guarantees and conflict handling
rules.

Formal Aggregation Operator.

Risk = we·f(E)+wi·f(I)+wh·f(H)+λ·C(E, I,H)

where f(·) maps dimension levels to [0, 1],
weights w are context dependent, and C(E, I,H)
encodes predefined cross dimensional conflict
rules. The conflict term C(E, I,H) is not a learned
latent interaction but a rule based adjustment that
enforces escalation in predefined high risk configu-
rations. For example, combinations such as high
harm under epistemic uncertainty or weaponized
true content trigger positive conflict adjustments re-
gardless of linear score magnitude. This preserves
interpretability and ensures that high consequence
patterns cannot be suppressed by averaging ef-
fects.

The aggregation operator satisfies two desirable
properties. First, monotonicity: increasing harm
or manipulation cannot reduce the integrated risk
score. Second, escalation guarantees: predefined
high risk patterns always exceed minimum routing
thresholds even if other dimensions are low.

Conflict Resolution Strategies.
Low Epistemic Certainty + High Harm: Escalate

to human review regardless of intent signals.
High Epistemic (True) + High Manipulation + High

Harm: Route to malinformation pathway requiring
contextual assessment rather than factual correc-
tion.

High Epistemic (False) + Low Manipulation + Low
Harm: Standard correction pathway.

Conflicting Intent Signals: When behavioral and
linguistic proxies diverge, weight behavioral history
features more heavily, as they are harder to game.

Uncertain Epistemic + Conflicting Evidence: Do
not force resolution. Output uncertainty explicitly
and route to domain expert review.

Decision Matrix.

Epistemic Intent Harm Action (Risk Score)
Refuted High Critical Immediate escalation

(≥0.9)
Refuted High High Priority review (≥0.8)
Refuted Low Critical Expedited fact check

(≥0.75)
Refuted Low High Standard fact check

(≥0.6)
Uncertain High Critical Urgent investigation

(≥0.7)
Uncertain Any Medium Monitor (≥0.4)
Supported High Critical Malinformation review

(≥0.5)
Supported Any Low No action (<0.3)

Table 1: Decision matrix with indicative risk thresh-
olds. Thresholds are deployment specific and may
be tuned empirically.

The matrix operationalizes the aggregation logic
as a routing policy rather than a purely numeric
classifier. It ensures that qualitatively distinct con-
figurations receive differentiated treatment.

Context Dependent Weighting. Aggregation
weights are policy parameters reflecting institutional
priorities. Fact checking organizations may set
we = 0.6, wi = 0.1, wh = 0.3 to emphasize veri-
fication accuracy. Health misinformation contexts
may set we = 0.3, wi = 0.2, wh = 0.5 to prioritize
harm prevention. Election integrity monitoring may
set we = 0.3, wi = 0.4, wh = 0.3 to emphasize co-
ordination detection. Platform moderation may use
near balanced weights we = 0.33, wi = 0.33, wh =
0.34. Weights are interpretable, externally auditable
parameters rather than learned black box coeffi-
cients.

4.5. Illustrative End-to-End Example

To demonstrate operational feasibility, we provide
a compact walkthrough of a hypothetical claim.

Example Claim. “Drinking high-dose vitamin C
prevents COVID-19 infection.”

Epistemic Status. Evidence retrieval identifies
WHO and CDC guidance indicating no reliable evi-
dence that vitamin C prevents COVID-19. Multiple
authoritative sources contradict the claim. The sys-
tem assigns Level 5 (Refuted) with a conformal
prediction set {5} at 90% coverage, indicating high
epistemic confidence.
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Intentionality (Proxies). Source history shows
prior fact check flags and elevated sensationalism
markers. Coordination signals are weak. Proxy ag-
gregation yields Moderate Manipulation Indicators.
Output: manipulation level = Moderate.

Contextual Harm. Actionability is high due to
behavioral recommendation. Believability is mod-
erate given medical framing. Spread likelihood is
moderate. Overall harm tier: High, due to potential
public health consequences.

Integration. Using health context weights (we =
0.3, wi = 0.2, wh = 0.5), the aggregation operator
produces a risk score exceeding the High harm
threshold. Routing decision: Priority review and
corrective labeling.

This example illustrates three properties: epis-
temic refutation alone does not determine action;
moderate intent proxies do not suppress escalation
when harm is substantial; and the routing outcome
is interpretable and traceable to dimensional inputs.

Malinformation Example. To illustrate the mal-
information pathway, consider a genuine but selec-
tively leaked internal corporate memo about prod-
uct safety concerns, amplified by coordinated ac-
counts during a competitor’s product launch. Epis-
temic Status: Level 1 (Supported), the document
is authentic. Intentionality: High Manipulation Indi-
cators, coordination signals are strong and timing
is suspicious. Contextual Harm: High, potential
for financial harm and erosion of consumer trust
through decontextualization. Under the integration
logic, this triggers the malinformation pathway (true
content being weaponized), routing to contextual
assessment rather than factual correction. The
framework correctly avoids labeling authentic con-
tent as false while still flagging the manipulative
amplification pattern for review.

4.6. Risk Profile Template

For consistent, auditable downstream reporting, we
propose a standardized risk profile template:

RISK PROFILE v1.0
Content ID: [identifier]
-----------------------
EPISTEMIC: Level [1-5],

Conformal Set [...],
Evidence [...], Justification [...]

INTENT: Level [L/M/H],
Scores [S,L,C,T],
Fairness Flags [...]

HARM: Tier [C/H/M/L],
FABLE [F,A,B,L,E], Domain [...]

-----------------------
INTEGRATED: Risk [0-1],

Action [...], Conflicts [...],
Review Required [Y/N]

AUDIT: Status [...],
Appeal History [...]

This template enables consistent reporting, au-
ditability, appeal documentation, and systematic
quality evaluation across deployment contexts.

5. Extensions

5.1. Multilingual and Cultural
Considerations

Resources. MuMiN (Nielsen and McConville,
2022) covers 41 languages. CheckThat! (Nakov
et al., 2022) provides resources for Arabic, Bulgar-
ian, Dutch, Turkish, and English. X FACT (Gupta
and Srikumar, 2021) spans 25 languages. MM
COVID (Li et al., 2020) offers six languages with
multimodal content.

Transfer Strategies. Zero shot cross lingual
transfer uses multilingual encoders (mBERT, XLM
R) trained on high resource languages; Panda and
Levitan (2021) demonstrated feasibility though per-
formance varies by language. Language specific
fine tuning yields best performance where anno-
tated data exists.

Cultural Adaptation. Harm assessment re-
quires cultural calibration. We recommend re-
gion specific annotator pools with documented
backgrounds, explicit documentation of cultural
assumptions in guidelines, separate evaluation
by language/region rather than aggregated global
metrics, and qualitative analysis of cross cul-
tural disagreement. This recommendation is rein-
forced by recent findings that LLM persona based
approaches with geographic or demographic at-
tributes significantly affect harm perception (Piot
et al., 2025; Plaza-del-Arco et al., 2024), suggest-
ing that cultural context must be integrated not only
in human annotation but also in any LLM assisted
assessment workflow, including persona simulation
for hypothesis testing and guideline development.

Dimension Adaptations. For Epistemic Sta-
tus, evidence retrieval must access language spe-
cific sources; Wikipedia coverage varies dramati-
cally across languages. For Intentionality, credibil-
ity databases are primarily English centric; network
coordination patterns may transfer better than lin-
guistic markers. For Harm, topic sensitivity requires
cultural adaptation.

5.2. Multimodal Considerations
Resources. MM COVID (Li et al., 2020) provides
text plus images. NewsCLIPpings (Luo et al., 2021)
addresses out of context images. VERITE (Pa-
padopoulos et al., 2024) accounts for unimodal
biases.

Dimension Adaptations. For Epistemic Status:
image text consistency via CLIP/BLIP, reverse im-
age search for provenance, metadata verification.
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For Intentionality: deepfake and manipulation de-
tection, metadata tampering indicators. For Harm:
graphic content detection, emotional manipulation
through imagery.

Integration Challenge. Multimodal misinforma-
tion often involves accurate text with misleading
images or vice versa. The integration layer must
handle cross modal inconsistencies, routing such
cases to specialized review.

6. Evaluation Reform

We propose a reformed evaluation protocol ad-
dressing limitations of conventional metrics.

6.1. Limitations of Conventional Metrics
Standard precision, recall, and F1 fail to capture
several critical quality dimensions. Regarding cali-
bration, a system with 80% accuracy but overcon-
fident predictions may be more dangerous than
one with 75% accuracy and well calibrated con-
fidence. Regarding selective prediction, systems
recognizing their limitations and abstaining appro-
priately provide more value than those always pro-
ducing predictions. Regarding harm weighted per-
formance, standard metrics treat all errors equally,
but false negatives on Critical content are far more
consequential than on Low content. Regarding
annotator disagreement, binary ground truth ob-
scures legitimate disagreement reflecting genuine
ambiguity rather than annotation error (Nie et al.,
2020).

6.2. Proposed Evaluation Dimensions
We propose a multidimensional evaluation protocol
aligned with the three dimensional framework.

Calibration. Beyond classification accuracy, sys-
tems must produce confidence estimates that align
with empirical correctness. We measure Expected
Calibration Error (ECE) and Brier scores following
Xiao et al. (2022), reported separately for in domain
and out of domain evaluation.

Conformal Prediction Quality. We adopt
conformal prediction methods (Angelopoulos and
Bates, 2021; Quach et al., 2023) providing distribu-
tion free coverage guarantees. We report empirical
coverage, average prediction set size, and cov-
erage conditional on harm tiers and demographic
subgroups. Conditional coverage analysis is essen-
tial to detect systematic undercoverage on minority
populations or rare claim types.

Harm Weighted Metrics. We define harm sen-
sitive weights: Critical 4.0, High 2.0, Medium 1.0,
Low 0.5. Weighted precision, recall, and F1 are
computed by scaling errors according to harm tier.
Reporting both weighted and unweighted metrics

makes explicit the tradeoff between aggregate ac-
curacy and consequence aware performance.

Generalization. We construct cross domain
train and test splits spanning political misinforma-
tion, health claims, science controversies, and en-
tertainment rumors. Temporal evaluation following
Zhu et al. (2022) assesses entity bias by training
on earlier time periods and testing on future data.

Disagreement Modeling. Binary majority vote
labels obscure legitimate ambiguity. We report full
annotator label distributions. Probabilistic aggrega-
tion methods such as Dawid Skene or MACE (Nie
et al., 2020) jointly model annotator reliability and
item difficulty. Disagreement entropy is reported
per dimension to identify where guidelines require
refinement versus where epistemic uncertainty is in-
herent. Additionally, for subjective dimensions such
as harm assessment, we recommend incorporating
subjectivity aware metrics such as cross replication
reliability (xRR) (Wong et al., 2021), which bench-
marks inter rater reliability against empirical base-
lines from replicated annotation rather than relying
on fixed agreement thresholds. This is particularly
relevant given the cultural sensitivity of harm judg-
ments across different populations.

Human Uplift. Following Marusich et al. (2024)
and critiques by Devic et al. (2025), we evaluate
decision support utility rather than standalone clas-
sifier performance. Metrics include decision accu-
racy, time to decision, harm weighted error severity,
appropriate reliance, and calibration of human con-
fidence. Uplift is defined relative to human baseline
performance.

6.3. Validation Pathway

Phase 1 (Months 1–3): Protocol Development.
Develop guidelines with decision trees, worked ex-
amples, edge case specifications. Pilot 50–100
items using think aloud protocols. Deliverable:
comprehensive annotation manual.

Phase 2 (Months 4–6): Pilot Study. Annotate
500–1000 items stratified across domains, 3+ an-
notators per item. Compute Krippendorff’s alpha
per dimension. Apply MACE for disagreement mod-
eling. Incorporate subjectivity aware metrics includ-
ing xRR (Wong et al., 2021) to benchmark anno-
tation quality against replicated baselines rather
than fixed thresholds. Deliverable: pilot dataset
with reliability statistics.

Phase 3 (Months 7–9): Baseline Implementa-
tion. Implement dimensions using existing tools:
FEVER pipeline for Epistemic Status, credibility
APIs for Intent, toxicity classifiers for Harm. Im-
plement conformal wrappers. Deliverable: bench-
marks with coverage analysis.

Phase 4 (Months 10–12): Integration Evalu-
ation. Compare integrated system against single
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dimension baselines. User studies with fact check-
ers measuring decision quality, time, error severity.
Deliverable: human uplift assessment and deploy-
ment recommendations.

7. Discussion

Relationship to Existing Systems. Our frame-
work organizes and integrates existing capabilities
rather than replacing them. FEVER style verifi-
cation pipelines provide foundations for Epistemic
Status. Credibility databases (NewsGuard) and
coordination detection tools inform Intent Proxies.
Content moderation classifiers contribute to Harm
assessment.

Computational Considerations. Running three
parallel analysis streams increases computational
requirements. We recommend tiered deployment:
fast classifiers for initial filtering, full dimensional
analysis only for flagged content. Conformal pre-
diction adds minimal overhead while providing prin-
cipled uncertainty. For platform scale deployment,
efficient batching and caching strategies become
essential. We note that existing modular architec-
tures in fact checking pipelines already employ se-
quential filtering strategies where claim detection
precedes evidence retrieval, which in turn precedes
verdict prediction. Our framework extends this prin-
ciple by adding parallel harm and intent assessment
streams that can be invoked selectively based on
initial epistemic screening results.

Governance Requirements. Risk profiles re-
quire supporting infrastructure. Role definitions
must specify reviewer qualifications by harm tier,
with Critical tier cases requiring senior domain ex-
pertise. Appeal mechanisms must be available for
content creators, with clear timelines and escalation
paths. Audit procedures should assess systematic
biases across source categories (mainstream vs.
independent media, different geographic regions)
and demographic proxies. Regular reporting on
false positive rates by source type helps detect and
correct systematic unfairness.

Relationship to Policy Frameworks. The
framework’s dimensional structure aligns with
emerging regulatory approaches that distinguish
between different types of harmful content and re-
quire proportionate responses. The European Dig-
ital Services Act, for instance, requires platforms
to assess systemic risks including the dissemina-
tion of illegal content and the manipulation of ser-
vices. Our risk profile template provides a struc-
tured mechanism for documenting assessment ra-
tionale in compliance with such transparency re-
quirements. The explicit separation of epistemic
status from harm assessment also supports con-
texts where factual accuracy and public interest
considerations must be balanced, such as political

speech during elections.

8. Conclusion

This position paper has introduced a theory
grounded NLP framework for information disorder
built on three explicitly integrated dimensions: Epis-
temic Status, Intentionality, and Contextual Harm.
By moving beyond binary fake news classification,
we articulate a multidimensional architecture that
differentiates verification, manipulation signals, and
consequence assessment, and specifies how these
signals should be combined in practice.

Rather than proposing yet another classifier, we
formalize cross dimensional aggregation through
interpretable operators with monotonicity and esca-
lation guarantees. We provide concrete annotation
schemas with decision rules for ambiguous cases,
explicit conflict resolution strategies, and a struc-
tured decision matrix translating model outputs into
actionable routing policies. We operationalize con-
textual harm through the FABLE taxonomy with out-
come validation pathways, incorporate conformal
prediction for principled abstention under uncer-
tainty, and define harm sensitive evaluation metrics
aligned with real world risk, advancing a human
uplift evaluation paradigm that measures decision
support utility rather than standalone model accu-
racy.

The practical impact of this proposal depends on
empirical validation, including reliable multidimen-
sional annotation, calibrated automated estimation,
and demonstrated improvement in expert decision
making. We have outlined a phased validation
pathway including pilot annotation studies, baseline
implementation, and controlled user studies with
practicing fact checkers. We offer this framework
as a foundation for empirical validation and future
system design.

9. Limitations

This paper proposes a conceptual framework with-
out empirical validation, and several limitations re-
quire acknowledgment.

First, the proposed annotation schemas require
pilot studies to establish inter annotator reliability
and to characterize systematic disagreement. With-
out such studies, consistency and feasibility remain
unverified.

Second, computational feasibility at platform
scale remains undemonstrated. Running parallel
dimensional analyses with uncertainty quantifica-
tion may impose higher costs than single classifier
pipelines, and efficient deployment strategies must
be empirically evaluated.

Third, aggregation weights, risk thresholds, and
harm tier boundaries require empirical tuning for
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specific institutional contexts. The indicative values
presented here are theoretically motivated but not
validated in operational settings.

Fourth, the framework assumes access to meta-
data such as source history, coordination signals,
and propagation patterns, and it requires cultural
calibration for multilingual deployment. In addi-
tion, intent inference remains fundamentally lim-
ited: proxy based approaches provide correlational
rather than causal evidence and must be inter-
preted cautiously. We view these limitations as
a structured research agenda requiring phased em-
pirical investigation rather than as defects in the
conceptual design.

Ethical Considerations

Automated information disorder detection has pro-
found implications for freedom of expression, pri-
vacy, and democratic governance. Our framework
addresses these concerns through several design
choices.

First, we emphasize triage based approaches
that flag content for human review rather than
automated removal. Second, explicit uncertainty
communication acknowledges system limitations
through conformal prediction and risk profile con-
fidence levels. Third, structured outputs support
explainability and appeal: the dimensional break-
down makes assessment reasoning transparent
and contestable. Fourth, human in the loop inte-
gration ensures consequential decisions involve
appropriate oversight.

Responsible deployment requires diverse anno-
tator representation during guideline development,
regular fairness audits for credibility and intent
proxy components, appeal mechanisms for content
creators, and ongoing monitoring for emergent bi-
ases. We recommend partnership with established
fact checking organizations and civil society groups
to ensure appropriate governance structures.
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Abstract

Online misinformation research in NLP has expanded rapidly, including approaches that model affective signals such
as sentiment, discrete emotions, and emotion dynamics. However, the Information Disorder framework distinguishes
misinformation, disinformation, and mal-information along dimensions of intention, harm, and contextual dependence,
which are rarely operationalised in current datasets, tasks, and evaluation protocols. We provide a systematic mapping
of 82 studies at the intersection of Information Disorder and emotion-aware NLP (51 model papers, 7 dataset papers,
24 survey/theory papers). Across empirical works (58), veracity-centric supervision dominates (72.4% binary labels),
while explicit intention and harm variables appear in only 1.7% each. Evaluation relies mostly on random splits
(79.3%), limiting robustness to source and temporal shifts. Emotion is represented in 43.1% of model papers, mostly
as static features, with emotion dynamics and audience emotion rare. Based on these findings, we propose an
operational taxonomy aligned with Information Disorder and a benchmark blueprint specifying tasks, annotation
variables, split strategies, and evaluation protocols to support theory-grounded, comparable progress.

Keywords: misinformation, disinformation, mal-
information, emotion, systematic mapping, evalua-
tion blueprint.

1. Introduction

Information Disorder is a framework proposed to or-
ganise research on false and harmful information by
distinguishing misinformation, disinformation, and
mal-information, and by emphasising contextual
factors such as intention and potential harm (War-
dle and Derakhshan, 2017; Wardle, 2020; Turcilo
and Obrenovic, 2020). In parallel, NLP research
on misinformation and fake news has expanded
rapidly, supported by benchmark datasets and su-
pervised tasks that most often operationalise the
problem as veracity classification or related vari-
ants of credibility assessment (Shu et al., 2017;
Zhou and Zafarani, 2018; Wu et al., 2019; Wang,
2017).

Affective signals (sentiment, discrete emotions,
and emotion dynamics) have been increasingly in-
corporated into such systems, motivated by the
intuition that manipulation and engagement are
partly mediated through emotion and that diffusion
dynamics can amplify emotionally charged misin-
formation (Vosoughi et al., 2018; Ghanem et al.,
2019; Giahanou et al., 2019). However, emotion-
aware approaches are typically trained and eval-
uated against labels that do not explicitly encode
intention, harm, or contextual dependence. As a re-
sult, systems may achieve strong performance on
coarse veracity targets while remaining theoretically
misaligned with Information Disorder distinctions,
a gap that is particularly salient for mal-information,

where harm can arise even when content is factu-
ally correct (Wardle and Derakhshan, 2017).

We address this misalignment with a system-
atic mapping of emotion-aware NLP work through
an Information Disorder lens and provide reusable
artefacts to support comparability. Specifically, we
(i) compile and code a curated corpus of studies us-
ing a shared coding scheme that captures dataset
properties, task formulations, evaluation protocols,
and emotion operationalisations along Information
Disorder dimensions (Sections 2–3); (ii) synthe-
sise recurrent structural mismatches between com-
mon operational settings and Information Disorder
constructs (Section 4); and (iii) propose an oper-
ational taxonomy and a benchmark blueprint to
guide dataset creation and evaluation in a theory-
grounded, replicable manner (Section 5).

Research questions. The mapping is guided
by the following questions:

1. RQ1: Which Information Disorder dimensions
(intention, harm, contextual dependence) are
explicitly annotated or otherwise operationalised
in current datasets and tasks?

2. RQ2: How is emotion represented (sentiment,
discrete emotions, appraisal, dynamics) and
how is it used (feature, auxiliary task, audi-
ence response, discourse structure) in NLP ap-
proaches to false information?

3. RQ3: What evaluation protocols (splits, metrics,
robustness tests) are most common, and where
do they fail to support Information Disorder-
relevant claims?

4. RQ4: What minimal benchmark design would
enable theory-aligned, replicable comparison of
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systems for Information Disorder?

The remaining sections of this paper are organ-
ised as follows: Section 2 presents the selection
protocol and coding scheme; Section 3 reports
mapping results; Section 4 summarises misalign-
ments; and Section 5 introduces the taxonomy and
benchmark blueprint.

2. Methodology of Reference
Selection

The bibliographic corpus was constructed through a
structured but intentionally selective mapping pro-
cess. Our aim was not to exhaustively cover all
fake news detection research, but to assemble a
conceptually coherent set of studies that makes it
possible to analyse how emotion is operationalised
in relation to the Information Disorder framework.

The search was conducted between 10 February
and 2 March 2026. Semantic Scholar was used as
the primary retrieval source, complemented by ci-
tation chaining from high-relevance papers and tar-
geted Google Scholar follow-up searches used to
close thematic gaps, especially around dataset con-
struction and emotion-aware fake news detection.
We explored three query families. Q1 used broad
Information Disorder terms (misinformation, disin-
formation, malinformation, fake news, information
disorder); Q2 combined the same group with affect
terms (emotion, affect, sentiment) and NLP terms
(natural language processing, NLP, text classifica-
tion); and Q3 flattened these groups into a broader
disjunctive query. Query 3 retrieved 254 records
and was retained as the main starting set because
it offered the best balance between breadth and
conceptual relevance.

Selection proceeded in stages. A title-based
screening reduced the 254 retrieved records to 60
candidate papers by excluding work not directly re-
lated to misinformation/fake news, not connected to
affect or emotion, or outside the scope of NLP. Ab-
stracts were then inspected when needed to assess
thematic fit with the goals of the study, especially
relevance to taxonomy, benchmarking, or method-
ological grounding, yielding a core set of 43 papers.
The corpus was subsequently expanded through
backward citation tracking and targeted follow-up
searches, producing the final set of 82 included
studies.

Inclusion prioritised studies on emotion recog-
nition, sentiment analysis, or affective computing
applied to misinformation/disinformation, together
with adjacent work on datasets, propagation, con-
textual signals, and conceptual distinctions that
was necessary for interpreting evaluation and tax-
onomy choices. We excluded generic text classi-
fication work unrelated to deceptive information,

non-NLP approaches, and domain- or language-
specific studies with no clear relevance to the re-
search focus. Title/abstract screening, full-text as-
sessment, and final coding were conducted by the
first author. No duplicate records were found during
consolidation of the candidate set, and no indepen-
dent double-coding or formal inter-rater agreement
was performed.

2.1. Selection transparency and
reproducibility

Our protocol is therefore iterative rather than fully
exhaustive: 254 records were retrieved from the
main query, 60 were retained after title-based
screening, 43 formed the initial thematic core,
and the final corpus reached 82 studies after
snowballing and targeted complementary searches.
Each study was then coded using the shared vari-
ables in Table 1. The coded spreadsheet and
search strings are available upon request.

2.2. Coding scheme for systematic
mapping

Table 1 summarises the coding scheme used
to extract comparable metadata from each
study/resource.

3. Systematic Mapping Results

This section reports the mapping results using
the shared coding scheme (Table 1). We first fo-
cus on dataset construction and annotation prac-
tices, with emphasis on how intention, harm, and
context dependence are represented (RQ1). We
then summarise task families and evaluation pro-
tocols (RQ3), and finally map how emotion is rep-
resented and integrated into detection pipelines
(RQ2). Throughout, we use compact tables to sup-
port cross-study comparison and to make the link
between evidence and the proposed benchmark
blueprint explicit.

Corpus overview. The mapped corpus con-
tains 82 studies: 51 model papers, 7 dataset pa-
pers, and 24 survey/theory papers. The literature
is overwhelmingly English (80/82), with only two
multilingual studies. We treat dataset and model
papers as empirical works (58) when reporting the
operational coverage of Information Disorder vari-
ables.

Table 2 summarises two key quantitative find-
ings that drive the rest of the paper: (i) intention
and harm are rarely operationalised beyond proxies,
and (ii) evaluation relies predominantly on random
splits, limiting the validity of claims about generali-
sation.
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Field Values / notes
Resource type dataset, benchmark, model pa-

per, survey, tool
Languages ISO codes; monolingual vs

multilingual
Unit of analysis claim, article, post, thread,

user, network
Label type veracity (binary/ordinal/multi-

class), stance, entailment,
intent, harm, context-
dependence

InDor mapping misinformation / disinformation
/ mal-information; or “not oper-
ationalised”

Intention explicit label / proxy / not avail-
able

Harm explicit type(s) / proxy / not
available

Context
dependence

low/medium/high; required
metadata

Emotion
representation

sentiment polarity; discrete
emotions; appraisal; emotion
dynamics; audience emotion

Emotion usage feature; auxiliary task;
analysis-only; propagation
signal; discourse structure

Evaluation protocol random split; source split;
temporal split; cross-domain;
cross-lingual; robustness

Metrics macro-F1, AUC, calibration,
class-wise recall, etc.

Availability licence; link; documentation
quality; ethical notes

Table 1: Fields used in the structured coding
scheme for the systematic mapping.

3.1. Current landscape: datasets and
annotation practices

To address RQ1, we coded how datasets and
benchmarks define their label space and which In-
formation Disorder variables (intention, harm, con-
text dependence) are explicitly annotated versus
approximated via proxies.

In general, four main construction strategies can
be observed. The first is manual curation by spe-
cialists, as in LIAR, the COVID-19 Fake News
Dataset, and the PolitiFact-Oslo Corpus, where
statements or full texts are individually verified by
editors or fact-checkers (Wang, 2017; Patwa et al.,
2020; Põldvere et al., 2023). The second con-
sists of structured extraction from fact-checking
platforms such as PolitiFact and GossipCop, as
in FakeNewsNet (Shu et al., 2018). The third
strategy is large-scale distant supervision, exem-
plified by Fakeddit, where labels are automatically
inferred based on the nature of the originating sub-
reddit (Nakamura et al., 2020). The fourth ap-
proach is theory-guided synthetic generation, as in

InDor variable coverage (N=58)

Var. Exp. Proxy None

Intention 1 22 35
Harm 1 7 50
Context dep. 17 7 34

Evaluation split strategy (#)

Split #

Random 46
Temporal 5
Cross-domain 3
Cross-lingual 1
Other/none 3

Table 2: Mapping summary for empirical studies
(datasets+models, N=58): coverage of Information
Disorder variables and evaluation split strategies.

MegaFake, which uses language models under the
so-called LLM-Fake Theory to produce intentional
disinformation grounded in principles of social psy-
chology (Wang et al., 2024).

Despite this methodological diversity, most
datasets are primarily structured around a crite-
rion of factual veracity. The central organising axis
is to determine whether content is true or false,
with varying degrees of granularity, but rarely does
dataset construction begin from an explicit mod-
elling of communicative intention, type of harm, or
contextual dependence.

Although some resources include contextual ele-
ments, such as author profiles, media type, network
structure, or structured claim–evidence pairs as in
Factify 2 (Suryavardan et al., 2023), context ap-
pears predominantly as auxiliary data rather than
as a structured interpretative dimension. In most
cases, there is no explicit annotation of commu-
nicative intention, potential harm, or degree of situ-
ational dependence.

Across the seven dataset papers (Table 3), inten-
tion is never explicitly labelled (5/7 use proxies; 2/7
omit it), and harm is at best proxied in 2/7 resources.
Contextual dependence is more often present as
structured metadata (explicit in 5/7), but it is rarely
surfaced as a variable to be predicted or evaluated.
In the next subsection, we examine how these re-
sources are translated into supervised tasks and
evaluation protocols.

3.2. Task formulations and evaluation
protocols

To address RQ3, we grouped studies by task family
and by evaluation protocol (split strategy, robust-
ness tests, and metrics). This clarifies which kinds
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Resource Lang. Unit Veracity
labels Intent Harm Notes

LIAR (Wang,
2017)

EN claim 6-point none none speaker metadata; veracity-centric

FakeNewsNet
(Shu et al., 2018)

EN article+
social binary proxy proxy propagation metadata; social context

Fakeddit (Naka-
mura et al., 2020)

EN post+
image

2/3/6-
way proxy none distant supervision via subreddit

COVID-19 Fake
News (Patwa
et al., 2020)

EN post binary none none health domain; veracity labels

Factify 2
(Suryavardan
et al., 2023)

EN multi-
modal

multi-
class proxy none multimodal evidence; includes satire

PolitiFact-Oslo
(Põldvere et al.,
2023)

EN article multi-
class proxy none full-text corpus; excludes satire

MegaFake
(Wang et al.,
2024)

EN article
binary
(syn-

thetic)
proxy proxy theory-guided LLM generation

Table 3: Datasets/resources in the mapped corpus (N=7) and their alignment with Information Disorder
variables (intent and harm coded as explicit/proxy/none).

of claims are empirically supported by a given setup
and which Information Disorder dimensions remain
outside the supervised target.

In our empirical subset (N=58), supervision re-
mains overwhelmingly veracity-centric: 42 studies
use binary veracity labels and 15 use multi-class
veracity labels, with only one stance-based formula-
tion. This reinforces a common conflation between
Information Disorder categories and truth labels.

Evaluation protocols further constrain Informa-
tion Disorder-relevant claims. As summarised in Ta-
ble 2, 46/58 empirical studies rely on random splits;
only 5 use temporal splits and 3 use cross-domain
evaluation, and just one reports cross-lingual eval-
uation. Reported metrics concentrate on macro-F1
(35/58) and accuracy (20/58), while calibration and
harm-aware error analysis are rare.

These patterns matter for interpreting emotion-
aware work: improvements on veracity bench-
marks do not necessarily imply better modelling
of intention or harm.

3.3. Emotion in false information NLP
To address RQ2, we coded how affective informa-
tion is represented (polarity, discrete emotions, tran-
sitions/dynamics, audience response) and how it is
used (features, auxiliary objectives, analysis-only,
or social/propagation signals).

Across the full corpus (N=82), 28 studies include
an explicit emotion component (emotion represen-
tation other than none). In the model subset (N=51),

22 papers (43.1%) incorporate emotion: most rely
on discrete emotion categories (15/51) or senti-
ment polarity (4/51), while emotion dynamics is
rare (2/51) and audience emotion appears in one
model. Emotion is most commonly used as fea-
ture augmentation (21/51), with fewer analysis-only
studies (6/51) and only one discourse-structured
approach.

Representative examples include feature-based
emotion fusion for detection (Guo et al., 2023; Liu
et al., 2024; Zhang et al., 2021), and dynamic mod-
elling of emotion transitions as a marker of manipu-
lation (Vieira and Figueira, 2025; Bian and Zhang,
2024). Crucially, among the 22 emotion-aware
model papers, none provides explicit intention or
harm labels, and harm is proxied in only 5 cases.
This supports the broader pattern that emotion is
mostly deployed to improve veracity discrimination
rather than to operationalise Information Disorder
dimensions.

Emotion repr. # Emotion usage #

None 29 None 23
Discrete 15 Feature 21
Sentiment 4 Analysis-only 6
Dynamics 2 Discourse 1
Audience 1

Table 4: Emotion operationalisation among model
papers (N=51): representation and usage cate-
gories.
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Overall, emotion is treated as a meaningful com-
ponent of persuasion and engagement, but its eval-
uation remains coupled to veracity labels. The next
section consolidates how this coupling, together
with missing intention/harm/context variables, leads
to systematic misalignment with the Information Dis-
order framework.

4. Structural Misalignment with
Information Disorder

The Information Disorder framework distin-
guishes misinformation, disinformation, and
mal-information primarily along intention, harm,
and context dependence (Wardle and Derakhshan,
2017). However, the mapping in Section 3
indicates that the operational space of most NLP
work remains veracity-centred. The problem is
not only terminological: when labels collapse
truth, communicative intent, and harm into a
single target, improvements in model performance
become difficult to interpret from an Information
Disorder perspective. This matters especially for
emotion-aware systems, whose affective cues
may track engagement or rhetorical style without
resolving whether content is accidental, strategic,
or harmful.

The mismatch can be read at three levels. At the
label level, veracity targets collapse communicative
situations that the Information Disorder framework
treats as distinct. At the feature level, context and
emotion are often present as metadata or auxiliary
signals but are not tied to explicit claims about inten-
tion or harm. At the evaluation level, random parti-
tions reward within-source regularities and make it
harder to know whether a model will generalise to
new actors, events, or time periods.

Table 5 summarises recurrent gaps, why they
matter for Information Disorder claims, and what
a minimal benchmark should encode to address
them.

Mapping evidence. Table 2 shows that intention
is absent in 35/58 empirical studies and explicitly
labelled in only one; harm is absent in 50/58 and
explicitly labelled in only one; and contextual depen-
dence is explicit in 17/58 but still missing in 34/58.
Moreover, 23/82 model papers frame their target as
disinformation, yet none includes explicit intention
or harm variables, so the label is often used as a
synonym for falsity. Finally, random splits dominate
(46/58), increasing the risk of leakage and over-
estimating robustness under source and temporal
shifts.

This misalignment matters because claims about
“disinformation” are sometimes made from exper-
imental setups that cannot distinguish deliberate
from accidental falsehoods, or harmful reframing
of true information. Consequently, progress in

Figure 1: From Information Disorder theory to oper-
ational datasets, tasks, and evaluation: proposed
bridge for emotion-aware NLP.

model accuracy does not necessarily translate into
progress in theory-grounded Information Disorder
detection. Put differently, the field already has use-
ful predictive signals, but too few task formulations
that bind those signals to the distinctions the frame-
work actually cares about. The next section trans-
lates these gaps into concrete annotation variables,
task definitions, and evaluation protocols.

5. Proposed Direction

5.1. Operational taxonomy aligned with
Information Disorder

We propose a minimal operational taxonomy that
decomposes each instance into annotatable vari-
ables, rather than treating veracity as a proxy
for intention or harm. Variables that are inher-
ently subjective should allow an explicit unknown
value and, where feasible, an annotator confidence
score. This is particularly important for intention
and harm, which can vary across cultures and con-
texts. Rather than forcing annotators to assign a
single Information Disorder category from the out-
set, the taxonomy separates the underlying vari-
ables that make those categories interpretable. In
practice, this makes it easier to document uncer-
tainty and to distinguish cases that are false but
strategically ambiguous from cases that are factu-
ally correct yet potentially harmful. The proposed
dimensions and their suggested label sets are sum-
marised in Table 6.

Two design principles follow from this decompo-
sition. First, variables that can often be grounded
more directly in available evidence, such as ve-
racity, should remain distinct from variables that
depend more heavily on pragmatic interpretation,
such as intention and harm. Second, context
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InDor
dimension

Common operationalisa-
tion

Failure mode for InDor
claims

Benchmark remedy

Intention absent; inferred via source-
level proxies; conflated with
falsity

cannot distinguish misinfor-
mation (unintentional) from
disinformation (strategic)

annotate intention (allow “un-
known” + confidence); avoid
source-only proxies

Harm rarely labelled; sometimes
implicit via topic (e.g., health)

models optimise for falsity,
not for downstream risk or im-
pact

add harm type/severity labels; re-
port harm-aware metrics and er-
ror analysis

Context
dependence

metadata present but not en-
coded as a variable; random
splits

unclear when context is re-
quired; risk of leakage and
brittle generalisation

include context-dependence
labels; prefer source/temporal
splits; report context ablations

Mal-
information

typically invisible under ve-
racity labels

harmful true content is mis-
classified or ignored

decouple truth and harm; include
“true but harmful” cases and eval-
uate separately

Emotion used as feature amplifier for
veracity tasks

affective cues do not map to
intent/harm; risk of overfitting
emotional stereotypes

define affective strategy labels
(incl. dynamics); evaluate robust-
ness across domains and cul-
tures

Table 5: Recurrent misalignments between Information Disorder constructs and common NLP opera-
tionalisations, with suggested benchmark remedies.

should be encoded not only as metadata but also
as a judgement about how much extra information
is required to interpret the case. This makes it pos-
sible to compare text-only systems with models that
rely on thread, source, or temporal cues, and to re-
port more clearly where uncertainty actually enters
the pipeline.

Dimension Suggested labels / annota-
tion guidance

Veracity true / false / mixed / unknown
(claim- or post-level)

Intention unintentional / deceptive / un-
known (+ confidence)

Harm harm type(s) (e.g., health, fi-
nancial, reputational, civic) +
severity (low/med/high) + un-
known

Context dependence low/medium/high; record
minimal required context
(thread, source, time)

Affective strategy emotion cues (sentiment or
discrete emotions), dynam-
ics (transitions), and/or audi-
ence emotion

InDor category derived from verac-
ity+intention+harm when
possible; allow “unknown”

Table 6: Operational taxonomy aligned with Infor-
mation Disorder: annotatable variables and sug-
gested label sets.

Treating the InDor category as a derived label,
rather than as the only target to annotate directly,
has two practical advantages. It makes annotation
decisions more transparent by separating factual-

ity, intention, and harm instead of collapsing them
into a single judgement, and it allows uncertainty
to remain explicit when one of those dimensions
cannot be established reliably.

5.2. Benchmark blueprint
The blueprint in Table 7 translates the remedies in
Table 5 into evaluation-ready tasks. It directly tar-
gets the main gaps observed in Table 2: scarce in-
tention/harm labels, widespread random splits, and
limited modelling of context dependence. The four
tasks play complementary roles: T1 turns Informa-
tion Disorder into a multi-target prediction problem,
T2 tests how much contextual information is actu-
ally required, T3 isolates affective strategy as an
object of analysis rather than a mere auxiliary fea-
ture, and T4 checks whether reported gains survive
topic, source, and temporal shift.

In practice, T1 should be treated as a structured
multi-label setting rather than as a single coarse
classification task: some resources may support ve-
racity and context labels but provide only uncertain
evidence for intention or harm, so the benchmark
should allow partial supervision and report perfor-
mance per dimension in addition to any derived In-
Dor category. T2 makes context dependence mea-
surable rather than assumed by revealing source,
thread, or temporal information incrementally and
tracking when predictions stabilise. T3 separates
affective strategy from coarse veracity prediction,
enabling direct comparison between static emotion
features, sequence-aware emotion dynamics, and
audience-response signals. T4 acts as a shared
stress test across topic, source, language, and time,
so that gains are not interpreted only within conve-
nient random partitions.
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Task Input Output labels Recommended evaluation

T1: InDor
classification

post/thread + minimal
context (source, time,
conversation)

InDor category + intention
+ harm + context depen-
dence

source and temporal splits; macro-F1 + cali-
bration; error analysis by harm type

T2: Context
dependence

post + progressively re-
vealed context

low/medium/high (or ordi-
nal) context dependence

context ablation curves; report minimal con-
text for stable prediction

T3: Affective
strategy

text segments and/or au-
dience reactions

affective strategy type;
emotion dynamics (transi-
tions)

cross-domain and cross-lingual robustness;
spurious correlation checks

T4:
Robustness
suite

any of the above n/a cross-topic, cross-source, temporal generali-
sation; leakage checks

Table 7: Benchmark blueprint at a glance: tasks, labels, and evaluation protocols.

Minimal baselines should include (i) text-only
models, (ii) text+context metadata models, (iii)
text+emotion feature models, and (iv) joint multi-
task models predicting the full label set in Table 7.
Reporting should go beyond macro-F1 by including
calibration and error analysis stratified by harm type
and context dependence. For corpora with derived
InDor categories, reports should also state explicitly
which variables were directly annotated and which
were inferred by rule, since this affects both label re-
liability and comparability across datasets. Bench-
mark documentation should also record which con-
text fields are available at training and test time,
and whether emotion variables come from content,
sequential dynamics, or audience response. This
makes cross-study comparisons easier to interpret
and reduces the risk of attributing gains to affect
when they may actually come from metadata or
split artefacts.

6. Conclusion

This paper argues that current emotion-aware NLP
research on false information is often operationally
misaligned with the Information Disorder frame-
work. Through a systematic mapping of 82 stud-
ies, we showed that empirical work remains largely
veracity-centred: explicit intention and harm labels
are almost absent, context dependence is rarely
operationalised as a variable, and evaluation re-
lies mostly on random splits that can overestimate
robustness. In response, we proposed a minimal
operational taxonomy and a benchmark blueprint
that make intention, harm, and context dependence
first-class targets and that evaluate affective mod-
elling in a way that supports theory-grounded, com-
parable progress.

Limitations. This mapping is iterative rather
than exhaustive, and the resulting corpus may
under-represent work outside the main venues
indexed by our search sources. The literature
we coded is strongly English-dominated (80/82),

so cross-lingual generalisations remain limited.
Screening and coding were conducted by the first
author, without independent double-coding or a for-
mal inter-rater agreement measure; this improves
procedural clarity but remains a limitation of the
present study. Coding also necessarily simplifies
heterogeneous papers into shared categories, so
some nuance (e.g., fine-grained task variants) is
inevitably lost. Finally, the benchmark blueprint is
conceptual and requires new datasets with explicit
intention and harm annotation to be fully validated.

Ethics statement. Research on disinformation
can be dual-use. Our work is a meta-level map-
ping and benchmark proposal; it does not release
new disinformation content. For future datasets
following the proposed blueprint, we recommend
minimising the redistribution of harmful material
(e.g., sharing identifiers or short excerpts when
possible), documenting annotation guidelines and
potential biases, and respecting privacy and plat-
form terms when collecting social media data. The
intended impact is to support more transparent,
theory-grounded evaluation of systems that miti-
gate information disorder.
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Abstract
The rise of Large Language Models has shifted the Information Disorder landscape toward automated threats.
This study investigates the linguistic construction of synthetic news by comparing GPT-5, Gemini 2.5, and Grok
4 across English, Spanish, and Bulgarian. Using multilingual human-authored verified news and disinformation
as seeds, we analyze how prompt informativeness and model architecture influence deceptive content production.
Our methodology employs five metrics: semantic similarity, factual consistency, readability, lexical richness, and
persuasion technique frequency. Our analysis reveals that while prompt scarcity leads to informational loss, LLMs
maintain a homogenized stylistic template regardless of input length. Unlike human authors, who intensify rhetorical
and emotional markers to drive deceptive intent, LLMs adhere to a neutral register. This study identifies distinct
statistical patterns in generated content characterized by hyper-standardized readability and high lexical density
(p < 0.001). These features serve as robust “LLM signatures”, enabling a classification accuracy of 96% across
English, Spanish, and Bulgarian. These findings suggest that generated disinformation relies on invariant syntactic
structures rather than nuanced human rhetoric, providing a framework for detection tools centered on structural
patterns rather than content veracity.

Keywords: Information Disorder, Natural Language Generation, Large Language Models, Summarization,
Cybersecurity

1. Introduction

The disclosure of Large Language Models (LLMs)
has fundamentally shifted the landscape of informa-
tion integrity, presenting both unprecedented oppor-
tunities and significant risks. While LLMs excel at
tasks like summarization and content creation, their
sophisticated Natural Language Generation (NLG)
capabilities have been readily exploited to produce
highly convincing, large-scale disinformation (Park
and Nan, 2025). This development exacerbates
the crisis of Information Disorder (Wardle and Der-
akhshan, 2017) by moving the focus from manually
crafted falsehoods to automated, systemic threats
(Vykopal et al., 2023). Consequently, the rapid
generation of unreliable information through these
models poses a critical new challenge to cyberse-
curity and information ecosystems worldwide.

Traditional disinformation campaigns relied on
human effort, making them slow and costly. LLMs
erase these limitations, enabling the rapid construc-
tion of coherent, contextually relevant, and poten-
tially multilingual disinformation. The risk is magni-
fied because LLM-Generated content often exhibits
high linguistic quality, making it difficult for both hu-
man users and automated tools to distinguish from
genuine journalism (Su et al., 2023). Consequently,
understanding the specific linguistic signature of
LLM-Generated disinformation is essential to de-
veloping effective detection mechanisms.

Our study contributes to this area by focusing on
the security implications of LLM-Generated texts.
Unlike previous work that primarily focused on
LLMs safety filters or high-level detection (Akiri
et al., 2025), we delve into the linguistic construc-
tion of the generated output. We use prompts
based on summarization to generate content de-
rived from two core sources: Human-Authored Ver-
ified News (H-V) and Human-Authored Disinforma-
tion (H-D). These serve as seed texts to generate
our core corpus: LLM-Generated from Verified Con-
tent (G-V) and LLM-Generated from Disinformation
(G-D). By analyzing this generated content, our re-
search bypasses the need to analyze the human
source texts, allowing us to directly assess the role
of NLG in the automated disinformation pipeline.
This approach leads to the formulation of three core
research questions:

• RQ1 (Textual Fidelity and Information
Scarcity): How does the quantity of source
information, specifically under conditions of in-
formation scarcity, influence the preservation
of content and overall textual fidelity in LLM-
generated news?

• RQ2 (Disinformation Compliance and the
Rhetorical Gap): When prompted to gener-
ate content based on deceptive information,
to what extent do LLMs demonstrate disinfor-
mation compliance, and do the resulting texts
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exhibit a measurable rhetorical gap compared
to human-authored persuasion?

• RQ3 (Feature Importance and the Linguis-
tic Signature of AI): Which specific linguistic
features (ranging from readability to persua-
sion techniques) constitute the distinct linguis-
tic signature of AI, allowing for the effective dif-
ferentiation of machine-generated news from
human counterparts?

The paper is organized as follows: In Section 2,
we review previous studies covering the delimita-
tion of disinformation (2.1), NLG and summariza-
tion principles (2.2), and cybersecurity evaluation
in LLMs (2.3). Section 3 details our methodolog-
ical framework, beginning with the motivation for
our dataset selection (3.1) and models selection
(3.2), followed by the design of our prompts (3.3),
which includes both the summarization pipeline
(3.3.1) and the news generation pipeline (3.3.2).
We then introduce our multi-level analysis frame-
work in Section 3.4. Finally, we present the results
and discussion in Section 4, concluding the study
with Section 5.

2. Related Work

The following review establishes the study’s frame-
work by examining three interconnected domains:
the role of disinformation within the Information Dis-
order taxonomy, the use of NLG and summarization
as methodological engines, and the cybersecurity
implications of LLM-driven deceptive threats.

2.1. Disinformation within Information
Disorder

The information landscape is undergoing a rapid
transformation, accelerated by the integration of
LLMs into daily life (Lazer et al., 2018; Esteban-
Bravo et al., 2024). LLMs possess a pervasive
ability to generate convincing yet false information
which, combined with the difficulty humans have
in discerning AI-generated text, poses a significant
threat (Zhou et al., 2024). Recent studies, such as
(Zhou et al., 2023), highlight that AI-generated mis-
information is increasingly indistinguishable from
human content, often simulating personal tones
and uncertainty to bypass traditional skepticism.
This escalating issue, combined with the vulnerabil-
ity of digitally illiterate individuals, drives an urgent
need for advanced detection research (Gravanis
et al., 2019).

2.2. Natural Language Generation and
Summarization

NLG has been revolutionized by the Transformer
architecture and the rise of LLMs (Erdem et al.,

2022; Miró Maestre et al., 2025). Advanced capa-
bilities in Controllable Text Generation (CTG) allow
models to satisfy specific user-defined constraints
while maintaining high quality (Zhang et al., 2023).
This is particularly relevant for analyzing system-
atic nuances in media language, where linguistic
indicators (such as grammatical patterns and lexi-
cal variety) serve as primary features for identify-
ing deceptive texts (Mahyoob and Algarady, 2020).
In this study, we leverage summarization-based
prompting techniques to generate synthetic news,
ensuring semantic coherence while exploring the
models’ ability to emulate the rhetorical structures
of both verified information and disinformation.

2.3. Cybersecurity Threats and Detection
The generative scale of LLMs has transformed dis-
information into an automated, low-cost cybersecu-
rity threat (Li and Fung, 2025; Park and Nan, 2025).
A major concern in this domain is the emergence
of “style-based attacks”, where LLMs are used to
reframe disinformation into an objective, trustwor-
thy style, significantly degrading the performance
of existing detectors (Wu et al., 2024). Detection
remains a challenge because LLM-generated con-
tent often mimics legitimate news more effectively
than human-written disinformation (Chen and Shu,
2023). However, as noted in recent surveys (Wu
et al., 2025), synthetic text often exhibits unique
statistical footprints, such as lower emotional vari-
ance and highly deterministic syntactic structures,
compared to the high rhetorical intensity of human
deception. These findings suggest that focusing
on structural patterns, rather than just content ve-
racity, offers a more robust path for future detection
mechanisms.

3. Methodology

This section describes the systematic framework
established to evaluate the role of LLMs in the gen-
eration of synthetic news and disinformation. The
experimental workflow, illustrated in Figure 1, in-
tegrates text summarization as a preprocessing
stage to facilitate the generation task.

To isolate the impact of LLMs on automated dis-
information, we analyze four distinct text groups
categorized by authorship and veracity:

• Human-Authored Verified News (H-V) and
Human-Authored Disinformation (H-D):
Used as the initial “seeds”.

• LLM-Generated from Verified News (G-V)
and LLM-Generated from Disinformation (G-
D): The resulting synthetic outputs.

The summarization step serves purely as a pre-
processing tool, condensing the source texts (H-V
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Seed Dataset
(Human)

Summarization

GPT 5 Gemini 2.5 Grok 4

Final Multilingual Dataset
(Human + Generated)

GPT 5

Generation

Prompt Design 
for Generation

Prompt Design 
for Summarization

Summaries

Figure 1: Schematic representation of the experi-
mental workflow, illustrating the integration of text
summarization as a preprocessing stage to facili-
tate the generation of synthetic news and disinfor-
mation.

and H-D) into essential information for the subse-
quent generation task. This setup allows for a direct
linguistic comparison between reliable and unre-
liable inputs when processed by neural architec-
tures.

3.1. Dataset Creation

We construct a multilingual dataset based on the
resource introduced in (Pérez-Montero et al., 2025),
covering three languages: Spanish, Bulgarian and
English.

• Source Material: The corpus includes 160
balanced human-written articles per language
(80 genuine news, 80 disinformation), totaling
480 base texts.

• Synthetic Extension: We generated syn-
thetic counterparts for every article using three
LLMs under three prompt configurations. This
resulted in a total of 4,320 generated texts
(480 texts × 3 models × 3 prompts).

• Validation and Annotation: All generated
texts underwent manual review to ensure they
meet the requirements of the experiment. Both
human and synthetic texts were annotated
with stylistic features, readability scores, and
persuasion techniques to support machine-
generated text detection research. This pro-
cesses are explained in detail in Sections 3.2
and 3.3.

3.2. Model Selection
As this study involves two distinct tasks requiring
different capabilities, we selected models based on
their specific strengths and safety architectures.

3.2.1. Summarization Pipeline

For the preprocessing stage, we employ GPT-5
(gpt-5-mini-2025-08-07). This model acts as
a data processing tool to extract essential informa-
tion for the generation pipeline. As the study does
not aim to evaluate summary quality, this model
was chosen for its efficiency in handling instruction-
following tasks (Adams et al., 2023).

3.2.2. Generation Models

To examine how different architectures affect syn-
thetic content, we selected three state-of-the-art
LLMs via their official APIs:

• GPT-5 (gpt-5-mini-2025-08-07): Known
for versatile performance. While early ver-
sions faced limitations regarding “hallucina-
tions” (Achiam et al., 2023), later iterations
have implemented stricter firewalls to mitigate
harmful content generation (Leon, 2025).

• Gemini 2.5 (gemini-2.5-flash): Opti-
mized for professional-grade output. Google
employs a layered security strategy, includ-
ing Automated Red Teaming (ART), to detect
and mitigate vulnerabilities (Google DeepMind
Team, 2025).

• Grok 4 (grok-4-fast-non-reasoning):
Marketed as a “maximally truth-seeking” and
minimally censored AI (xAI Team, 2024). Its
documented low refusal rate (Leite et al., 2025)
makes it a critical subject for comparative dis-
information analysis.

These models were chosen to represent diverse
industry approaches to news generation and for
their widespread accessibility through API inter-
faces. While we acknowledge that the proprietary
nature of these closed-source models poses in-
herent challenges to long-term reproducibility, they
represent the most prevalent tools currently used
in the automated content landscape. To ensure
results representative of standard user interactions,
all models were accessed via their default API con-
figurations without hyperparameter tuning during
the generation phase.

3.3. Prompt Design: Summarization and
Generation of News

Prompt design is fundamental to our two-step
pipeline: (1) data summarization and (2) news arti-
cle generation. Following Chen and Shu (2023), we
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implement controlled generation by providing initial
summaries to guide the output, utilizing established
principles of few-shot learning and constrained text
generation (Liu et al., 2023). To optimize perfor-
mance across our multilingual corpus, all prompts
are formulated in English. This strategy leverages
the models’ primary reasoning capabilities (Vadlap-
ati, 2023) and adheres to established cross-lingual
paradigms, such as “translate-then-summarize”, to
ensure consistency in Spanish and Bulgarian out-
puts (Zhang et al., 2024).

3.3.1. Summarization Pipeline

To produce structured summaries, we employ a
prompt strategy targeting two objectives. First,
models extract the most important information
using the 5W1H framework (Who, What, When,
Where, Why, How) (Kipling, 1902)1, ensuring in-
formational completeness. Second, the extracted
content is presented as clear bullet points, following
approaches such as the “retrieve-then-summarize”
pipeline (Zhang et al., 2024). The prompt explicitly
instructs the model:

Create an abstract summary in
{language} of the following news
article and extract the most im-
portant information. Focus on
the information essential to un-
derstanding the news content,
using the 5W1H (What, Why, When,
Where, Who, How) technique.
News Article:
{article_text}

This method blends extractive and abstractive
summarization: the model identifies fundamental
facts from the source (extractive) and condenses
them into concise, independent bullet points (ab-
stractive). By removing linguistic elements often as-
sociated with disinformation (Pérez-Montero et al.,
2025), this strategy generates summaries con-
taining only crucial facts, allowing us to evaluate
whether LLMs, when provided solely with core in-
formation, introduce bias or fabricated content in
subsequent news generation.

3.3.2. News Generation Pipeline

In the generation step, we provide LLMs with two
distinct inputs (news titles and summaries) to as-
sess how information granularity affects content
generation. Three prompt types were designed,

1Although rooted in classical rhetoric, the 5W1H
method was popularized by Rudyard Kipling’s 1902 poem
(Kipling, 1902), which established these six questions as
the professional journalistic standard for comprehensive
reporting.

each conveying different instructions, but all be-
gin with a standardized set of guidelines. Impor-
tantly, these prompts use neutral instructions (e.g.,
"Generate a news article") without explicitly prompt-
ing for disinformation; the veracity of the output
depends solely on the source material provided.
This ensures consistent structure and format across
outputs, enabling a reliable comparison of model
performance. The foundational guidelines for all
prompt types are as follows:

You’re an experienced journalist.
Use the following title and/or
description to write a news ar-
ticle in {language}. Answer in
structured JSON format (without
Markdown formatting) like so:
{ "generated_title": "The title
of the article",
"generated_news_article": "The
generated content of the arti-
cle." }.
{configuration}

Following this, each prompt design will include
a different type of configuration to guide the LLMs
in generating a news article at a particular level
of granularity. Although the desired outcome is
consistent (a single news article), the input options
vary significantly in the quantity of information they
contain. The different prompt types are as follows:

• Prompt 1 (P1): For this prompt type, we com-
bine the available information, introducing both
the titles and the summaries of the seed texts
into the model guidelines, so the prompt de-
sign is completed with:

Title: [title]
Description: [summary]

• Prompt 2 (P2): This prompt type includes only
the titles of our seed texts within the guidelines,
so the rest of the prompt design consists of:

Title: [title]

• Prompt 3 (P3): In this type of prompt we only
introduce on the guidelines the summarized
content of our texts, following Section 3.3.1.
The summaries themselves were created us-
ing a specific, structured prompt strategy to
ensure a comprehensive set. This prompt de-
sign is completed with:

Description: [summary]

3.4. Analysis Framework
To evaluate the output of LLMs across diverse lin-
guistic contexts, we use a multi-dimensional analy-
sis framework. Given that journalistic norms and
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structural complexities vary significantly across dif-
ferent language families, a “one-size-fits-all” ap-
proach to text evaluation is insufficient. Conse-
quently, our methodology integrates standardized
cross-lingual metrics with specialized tools tailored
to the morphological and syntactic nuances of En-
glish, Spanish, and Bulgarian. This approach en-
sures that the assessment of readability, lexical
diversity, and factual fidelity remains sensitive to
the inherent properties of each language while al-
lowing for statistically valid cross-comparisons.

3.4.1. Readability

To quantify structural differences between human
and machine-generated news, we use language-
specific readability formulas for each target lan-
guage. For English and Spanish, we utilize the es-
tablished libraries in the textstat suite. English
texts are evaluated using the Flesch Reading Ease
score, while Spanish texts are analyzed using the
Fernández-Huerta formula (Fernández Huerta,
1959), which adapts the Flesch Reading Ease to
Spanish language.

For the Bulgarian subset, we implement a spe-
cialized linear regression formula introduced by
(Kazakov et al., 2025). However, as the authors of
the Bulgarian metric do not provide a standardized
interpretation scale (such as a school-grade level
or “ease of reading” category), our methodology
addresses this gap through Language-Stratified Z-
Score Normalization. By transforming raw scores
from the Flesch, Fernández-Huerta, and Kazakov
formulas into a standardized distribution (where
µ = 0 and σ = 1) within each language group, we
isolate the relative “complexity” of a text compared
to its linguistic peers. This allows us to determine
if LLMs consistently produce texts that are more
“standardized” or “readable” than human-authored
equivalents, regardless of the underlying language
or the specific formula used.

3.4.2. Lexical Complexity via MTLD

To evaluate the richness of the vocabulary used by
the models, we move beyond the standard Type-
Token Ratio (TTR), which is mathematically biased
by text length. Instead, the Measure of Textual Lex-
ical Diversity (MTLD) is implemented (McCarthy
and Jarvis, 2010). MTLD calculates the average
length of word sequences that maintain a specific
TTR threshold, offering a more stable reflection of
an author’s lexical range. This is crucial for RQ3, as
LLMs often suffer from “statistical collapse,” where
they favor high-probability tokens, leading to a more
repetitive and less diverse vocabulary than human
journalists (Ippolito et al., 2020), particularly in dis-
information contexts where the model may over-rely
on a limited set of persuasive adjectives.

3.4.3. Cross-Lingual Semantic Mapping and
Fidelity

To address the preservation of content (RQ1), we
employ a Bi-Encoder Architecture based on the
Sentence-BERT (SBERT) framework. Using mul-
tilingual model like LaBSE, the text is projected
into a shared high-dimensional vector space where
semantic meaning is language-agnostic. Content
fidelity is quantified through Maximum Cosine Sim-
ilarity between the generated output and the pool
of human-authored ground-truth texts. This metric
serves as a proxy for “information decay”; as the
prompt moves from the detail-rich P1 (Title + Sum-
mary) to the sparse P2 (Title only), the similarity
score tracks how far the LLM drifts from the original
source material.

3.4.4. Rhetorical and Persuasion Profiling

To investigate the characteristics of generated dis-
information (RQ2), the analysis focuses on the den-
sity and variety of persuasion techniques. We em-
ployed a pretrained multilingual sequence label-
ing model that detects persuasion strategies at the
span level, accessible via the GATE Cloud plat-
form2 (Razuvayevskaya et al., 2024). This tool is
based on the SemEval-2020 Task 11 taxonomy,
which identifies 18 distinct rhetorical techniques.
By using this framework, we examine how these
devices are distributed in both human-written and
generated articles, calculating a Persuasion Den-
sity metric to objectively compare rhetorical inten-
sity across authors.

Rather than a simple binary “real vs. fake” clas-
sification, we extract specific rhetorical markers
such as “Fear Appeals,” “Bandwagoning,” and “Ap-
peal to Authority”. This allows the research to pro-
file the “malicious compliance” of each model. By
correlating persuasion counts with the disinforma-
tion category, we can determine if LLMs gener-
ate deceptive news articles by simply mirroring
human-written propaganda styles or if they develop
a distinct, hyper-persuasive “AI dialect” that distin-
guishes them from human bad actors.

3.4.5. Factual Consistency through Named
Entity Overlap

Factual preservation is assessed via Multilingual
Named Entity Recognition (NER) Overlap using
the Stanza library3 (Qi et al., 2020). By compar-
ing discrete entities (e.g., persons, locations) be-
tween source summaries and generated news, we
establish a quantitative baseline of model fidelity.
While NER overlap is a proxy that may overlook

2https://cloud.gate.ac.uk/shopfront/
displayItem/persuasion-classifier-spans

3https://github.com/stanfordnlp/stanza
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Metric H-statistic p-value Effect Size (η2)
MTLD 18.485 0.0001 *** 0.0041 (Small)
Lexical Density 183.317 0.0000 *** 0.0468 (Small)
Readability 0.223 0.8943 (ns) 0.0000

Table 1: Kruskal-Wallis Test results for the effect of Prompt Type on textual fidelity metrics across all
models and languages.

semantic nuances, it serves our primary objective
in RQ1: measuring the models’ capacity to pre-
serve the factual anchors provided in the prompt.
This quantitative mapping is distinct from the stylis-
tic and rhetorical analysis of deceptive intent ex-
plored in RQ2. The Entity Consistency Ratio (the
intersection of LLM entities and Human entities di-
vided by total LLM entities) provides a concrete
measure of whether the models are adhering to
the provided facts or introducing “hallucinations”.
Utilizing Stanza ensures that the NER pipelines
are optimized for the specific Cyrillic characters
of Bulgarian and the accented nuances of Span-
ish, maintaining high precision across the entire
dataset.

3.4.6. Statistical Framework

To synthesize these findings, we employ a com-
prehensive statistical framework. We first assess
the data distribution using Shapiro-Wilk tests for
normality and Levene’s tests for homogeneity of
variance. To evaluate the impact of prompt detail
(RQ1), we utilize Spearman (ρ) and Pearson (r) cor-
relations alongside a Factorial ANOVA to determine
the interaction between model, prompt type, and ve-
racity. This is supplemented by Kruskal-Wallis tests
and post-hoc Dunn’s tests with Bonferroni and FDR
corrections to isolate specific group differences.

To address the rhetorical gap (RQ2), we utilize
Mann-Whitney U tests to compare human-authored
and machine-generated content, quantifying dif-
ferences through Cohen’s d and rank-biserial r
effect sizes. Finally, we evaluate the predictive
power of these features (RQ3) using a supervised
classifier, assessing feature importance through
bootstrap confidence intervals and 5-fold cross-
validation. The consistency of these linguistic sig-
natures across languages is evaluated using Spear-
man rank correlation, while overall model signifi-
cance is verified via a Binomial test against chance.

4. Results and Discussion

This section presents our empirical findings across
three core research questions. We utilize a combi-
nation of non-parametric testing, factorial ANOVA,
and supervised machine learning to evaluate the
nature of LLM-generated disinformation across En-
glish, Spanish, and Bulgarian.

4.1. RQ1: Textual Fidelity and
Information Scarcity

We evaluated whether the amount of information
provided in a prompt (P1, P2, P3) significantly alters
the structural complexity of the output.

4.1.1. Correlation and Distribution Analysis

Statistical tests revealed that readability scores re-
mained remarkably stable across prompt types.
Spearman (ρ) and Pearson (r) coefficients con-
firmed negligible associations between prompt de-
tail and MTLD, lexical density, or readability (p >
0.05). However, as detailed in Table 1, the Kruskal-
Wallis test indicated significant, although small, dif-
ferences in MTLD and Lexical Density depending
on the prompt type.

4.1.2. Factorial Analysis

A Type III Factorial ANOVA assessed interactions
between model, prompt type, and veracity. While
the main effects for model (p < 0.01) and verac-
ity (p < 0.001) were significant, the interaction be-
tween model and prompt was not (p = 0.317). This
suggests that while models differ in their baseline
complexity, they react to prompt detail in a uniform,
limited manner.

4.2. RQ2: Disinformation Compliance
and Rhetorical Gap

4.2.1. Compliance Rates

Across the experimental setup, the tested models
showed near-universal compliance with disinforma-
tion generation tasks. GPT and Grok achieved a
100% compliance rate across all languages and
prompt types, offering no resistance to the creation
of deceptive content.

Gemini demonstrated a minor exception in the
Bulgarian subset, initially declining three prompts
of type P2 (Title Only) due to safety triggers asso-
ciated with specific words. However, after several
iterations, the model successfully bypassed these
internal filters and generated the requested con-
tent. Consequently, while the initial refusal rate was
non-zero for Gemini in Bulgarian, the final compli-
ance rate across the entire study reached 100%
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Metric Human µ LLM µ Cohen’s d Rank-Biserial r
Lexical Density 0.391 0.455 -1.388 0.651
MTLD 60.077 81.953 -0.977 0.547
Persuasion Count 8.846 7.029 0.776 -0.345
Burstiness 219.060 116.017 0.933 -0.274

Table 2: Top linguistic metrics defining the significant rhetorical gap between human-authored and
LLM-generated disinformation.

(n=2,160/2,160) for all models, highlighting a sig-
nificant gap in current safety alignment regarding
multilingual disinformation.
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Figure 2: Comparative distribution of persuasion
density, illustrating the significant reduction in per-
suasive intensity in machine-generated disinforma-
tion compared to human-authored content.

4.2.2. The Human-LLM Rhetorical Gap

A Mann-Whitney U test identified a profound rhetor-
ical gap. As shown in Table 2, LLM-generated fake
news is characterized by higher lexical density and
MTLD, but significantly lower "burstiness" and per-
suasion density compared to human-written sam-
ples. These differences are visualized in Figure
2, which highlights the distinct distributional shift
between the two groups.

The persistence of these gaps across languages
is further evidenced by the effect size distributions
in Figure 3).

4.3. RQ3: Linguistic Signatures of LLMs
Finally, we assessed the performance of a classifier
in distinguishing human from LLM-generated text.

4.3.1. Feature Importance and Stability

Global feature importance analysis (Figure 4) iden-
tified lexical density and mean sentence length as
the primary predictors of LLM authorship. These
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Figure 3: Heatmap of effect sizes (d) across lin-
guistic metrics, illustrating the magnitude of the
rhetorical gap between human and LLM-generated
disinformation.
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Figure 4: Global feature importance ranking with
95% bootstrap confidence intervals, identifying lex-
ical density and sentence length as primary predic-
tors of LLM authorship.

rankings showed high stability across 5-fold cross-
validation, although per-language analysis (Figure
5) indicates that "Readability" is the dominant fea-
ture specifically for English and Spanish.

4.3.2. Classification Performance

The model achieved a mean CV accuracy of
95.23%. Table 3 reveal high precision for LLM text
(0.96). However, the model struggles more with
human-authored samples, yielding a lower recall
of 0.60.

97



Class Precision Recall F1-Score Support
LLM 0.96 0.99 0.98 864
Human 0.92 0.60 0.73 96
Overall Acc. 0.96 960

Table 3: Classification report for the test set across all languages, demonstrating high precision for
LLM-generated content identification.
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Figure 5: Comparison of linguistic feature impor-
tance across English, Spanish, and Bulgarian, high-
lighting the dominance of readability in Western
languages.

5. Conclusions and Future Work

This study establishes a linguistic framework to
compare human-authored news with generated dis-
information across a multilingual corpus.

Regarding prompt informativeness (RQ1), our
analysis reveals that LLMs do not significantly
adapt their structural complexity to varying levels
of input. Instead, models adhere to a rigid internal
stylistic template. While structural complexity re-
mains static, a notable decay in factual consistency
occurred in the title-only configuration (P2). This
suggests that LLMs are most prone to hallucination
when provided with insufficient grounding data.

A significant rhetorical gap was identified regard-
ing persuasive strategies (RQ2). While human au-
thors intensify their style to drive deceptive intent
by using diverse and dense persuasion techniques,
LLMs maintain a homogenized, neutral tone. As
shown in Table 2, LLMs can emulate the structure
of a news article but fail to replicate the emotional
markers and burstiness inherent in human decep-
tion.

The comparative analysis (RQ3) highlights a dis-
tinct statistical profile for generated content. It is
syntactically dense, rhetorically neutral, and struc-
turally invariant. With a classification accuracy of
96% (Table 3), these features (specifically high lex-
ical density and standardized readability) serve as
LLM signatures across English, Spanish, and Bul-
garian.

Critically, we observed a 100% compliance rate
across all models. Despite Gemini’s initial flagging
of several Bulgarian prompts, all were successfully
bypassed. The lack of refusal from GPT and Grok
suggests that current safety filters are easily evaded
by neutral prompting, even when the underlying
narratives involve known disinformation.

Future research should address four primary ar-
eas. First, we must study whether giving LLMs
more time to ’think’ before responding helps them
write with the same emotional and persuasive depth
as humans, which would hide the typical signs of
machine-generated text. Second, extending this
analysis to long-form and conversational disinfor-
mation will determine if structural density remains
a consistent marker as narrative length increases.
Third, expanding the framework to non-Western
languages like Arabic or Mandarin is necessary to
test the universality of these linguistic signatures.
Finally, integrating features like rhetorical neutrality
and structural density into real-time, explainable AI
tools can provide transparent indicators for content
verification.

6. Limitations

While this study provides significant insights into
synthetic disinformation markers, several con-
straints exist. First, the sample size of 160 texts
per language may limit generalizability to larger cor-
pora or niche domains; a broader human baseline
is required to capture the full spectrum of decep-
tive journalism. Second, focusing on proprietary
models like GPT, Gemini, and Grok prevents us
from determining if the identified "AI Dialect" is a
universal transformer trait or an artifact of com-
mercial fine-tuning. Finally, while our multilingual
approach covers diverse syntactic profiles, the re-
sults remain grounded in a specific cultural context.
These linguistic indicators of persuasion and fact-
preservation may vary in non-Indo-European or
high-context languages where rhetorical strategies
for deception are culturally distinct.

7. Acknowledgements

This research is funded by a grant for the
recruitment of predoctoral research staff
(CIACIF/2023/106) from the Fondo Social

98



Europeo Plus of Generalitat Valenciana - Eu-
ropean Social Fund Plus of the Generalitat
Valenciana. The research work is part of
the R&D projects; “SAFEWORDS: Language
Anonymization with Ethical and Legal Safeguards
through NLP” (AIA2025-163322-C63); “Mecánica
cuántica para la comprensión y generación del
lenguaje” (PID2024-160791OB-I00) funded by
MICIU/AEI/10.13039/501100011033 and by
FEDER, UE; Proyecto Desarrollo de Modelos
ALIA within the framework of the Plan Nacional
de Tecnologías de Lenguaje -ENIA 2024 of the
Ministerio para la Transformación Digital y de
la Función Pública y PRTR, NextGeneration
EU, Resol. SEDIA 19.08.2024; “Criterios de
Evaluación para Corpus de Calidad en Inteligencia
Artificial (CRITERIA)”, developed in the II Con-
curso Nacional para la adjudicación de Ayudas
a la Investigación en Humanidades 2025, with
the topic “Humanidades Digitales” (Referencia:
FRAHUMANIDADES25-01), funded by Fundación
Ramón Areces.

This work was also supported by GATE project
funded by the Horizon 2020 WIDESPREAD-2018-
2020 TEAMING Phase 2 programme under grant
agreement no. 857155, the programme “Research,
Innovation and Digitalization for Smart Transforma-
tion” 2021-2027 (PRIDST) under grant agreement
no. BG16RFPR002-1.014-0010-C01.

8. Bibliographical References

Josh Achiam, Steven Adler, Sandhini Agar-
wal, Lama Ahmad, Ilge Akkaya, Floren-
cia Leoni Aleman, Diogo Almeida, Janko Al-
tenschmidt, Sam Altman, Shyamal Anadkat, et al.
2023. Gpt-4 technical report. arXiv preprint
arXiv:2303.08774.

Griffin Adams, Alex Fabbri, Faisal Ladhak, Eric
Lehman, and Noémie Elhadad. 2023. From
sparse to dense: GPT-4 summarization with
chain of density prompting. In Proceedings of
the 4th New Frontiers in Summarization Work-
shop, pages 68–74, Singapore. Association for
Computational Linguistics.

Charankumar Akiri, Harrison Simpson, Kshitiz
Aryal, Aarav Khanna, and Maanak Gupta. 2025.
Safety and security analysis of large language
models: Risk profile and harm potential. arXiv
preprint arXiv:2509.10655.

Leticia Bode and Emily K. Vraga. 2015. In re-
lated news, that was wrong: The correction of
misinformation through related stories function-
ality in social media. Journal of Communication,
65(4):619–638.

Alba Bonet-Jover, Robiert Sepúlveda-Torres, Es-
tela Saquete, and Patricio Martínez Barco. 2023.
Annotating reliability to enhance disinformation
detection: annotation scheme, resource and
evaluation. Procesamiento del Lenguaje Nat-
ural, 70:15–26.

Iffat Borhan and Akhilesh Bajaj. 2024. The effect of
prompt types on text summarization performance
with large language models. Journal of Database
Management (JDM), 35(1):1–23.

Canyu Chen and Kai Shu. 2023. Can llm-generated
misinformation be detected? arXiv preprint
arXiv:2309.13788.

Murillo Edson de Carvalho Souza and Li Weigang.
2025. Grok, gemini, chatgpt and deepseek:
Comparison and applications in conversational
artificial intelligence. Inteligencia Artificial, 2(1).

Zi-Yi Dou, Pengfei Liu, Hiroaki Hayashi, Zhengbao
Jiang, and Graham Neubig. 2020. Gsum: A
general framework for guided neural abstractive
summarization. arXiv preprint arXiv:2010.08014.

Erkut Erdem, Menekse Kuyu, Semih Yagcioglu,
Anette Frank, Letitia Parcalabescu, Barbara
Plank, Andrii Babii, Oleksii Turuta, Aykut Erdem,
Iacer Calixto, et al. 2022. Neural natural lan-
guage generation: A survey on multilinguality,
multimodality, controllability and learning. Jour-
nal of Artificial Intelligence Research, 73:1131–
1207.

Mercedes Esteban-Bravo, Lisbeth D. L. M.
Jiménez-Rubido, and Jose M. Vidal-Sanz. 2024.
Predicting the virality of fake news at the early
stage of dissemination. Expert Systems with
Applications, 248:123390.

José Fernández Huerta. 1959. Medidas sencillas
de lecturabilidad. Consigna, 214:29–32.

Saadia Gabriel, Liang Lyu, James Siderius,
Marzyeh Ghassemi, Jacob Andreas, and Asu
Ozdaglar. 2024. Generative ai in the era of ‘alter-
native facts,’. An MIT Exploration of Generative
AI, pages 1–24.

Gemini Team. 2023. Gemini: A family of highly
capable multimodal models. arXiv preprint
arXiv:2312.11805.

Joshua Goldstein, Yulia Tsvetkov, and Nikita Perov.
2023. Generative ai for disinformation: A review.
arXiv preprint arXiv:2307.13501.

Google DeepMind Team. 2025. Advancing Gem-
ini’s security safeguards. Google DeepMind
Blog.

99



Jelizaveta Gordejeva, Richard Zowalla, Monika Po-
biruchin, and Martin Wiesner. 2022. Readabil-
ity of English, German, and Russian Disease-
Related Wikipedia Pages: Automated Compu-
tational Analysis. Journal of Medical Internet
Research, 24(5):e36835.

Georgios Gravanis, Athena Vakali, Konstantinos
Diamantaras, and Panagiotis Karadais. 2019.
Behind the cues: A benchmarking study for fake
news detection. Expert Systems with Applica-
tions, 128:201–213.

Daphne Ippolito, Daniel Duckworth, Chris Callison-
Burch, and Douglas Eck. 2020. Automatic detec-
tion of generated text is easiest when humans
are fooled. In Proceedings of the 58th annual
meeting of the association for computational lin-
guistics, pages 1808–1822.

Georgi Karadzhov, Pepa Gencheva, Preslav Nakov,
and Ivan Koychev. 2017. We built a fake news /
click bait filter: What happened next will blow your
mind! In Proceedings of the International Confer-
ence Recent Advances in Natural Language Pro-
cessing, RANLP 2017, pages 334–343, Varna,
Bulgaria. INCOMA Ltd.

Dimitar Kazakov, Stefan Minkov, Ruslana Margova,
Irina Temnikova, and Ivo Emauilov. 2025. To-
wards creating a Bulgarian readability index. In
Proceedings of the First Workshop on Advancing
NLP for Low-Resource Languages, pages 192–
200, Varna, Bulgaria. INCOMA Ltd., Shoumen,
Bulgaria.

Jeff JH Kim, Adith V Srivatsa, George R Nahass,
Timur Rusanov, Soonmyung Hwang, Soohyun
Kim, Itay Solomon, Tae Ha Lee, Shrinidhi Kadkol,
Olusola Ajilore, et al. 2024. Generative ai can
effectively manipulate data. AI and Ethics, pages
1–15.

Rudyard Kipling. 1902. Just So Stories for Little
Children. Macmillan and Co., London.

Raghvendra Kumar, Bhargav Goddu, Sriparna
Saha, and Adam Jatowt. 2024. Silver lining in
the fake news cloud: Can large language models
help detect misinformation? IEEE Transactions
on Artificial Intelligence.

David M. J. Lazer, Matthew A. Baum, Yochai Ben-
kler, Adam J. Berinsky, Kelly M. Greenhill, Filippo
Menczer, Miriam J. Metzger, Brendan Nyhan,
Gordon Pennycook, David Rothschild, Michael
Schudson, Steven A. Sloman, Cass R. Sun-
stein, Emily A. Thorson, Duncan J. Watts, and
Jonathan L. Zittrain. 2018. The science of fake
news. Science, 359(6380):1094–1096.

João A. Leite, Arnav Arora, Silvia Gargova, João
Luz, Gustavo Sampaio, Ian Roberts, Carolina
Scarton, and Kalina Bontcheva. 2025. A multilin-
gual, large-scale study of the interplay between
llm safeguards, personalisation, and disinforma-
tion.

Maikel Leon. 2025. Gpt-5 and open-weight large
language models: Advances in reasoning, trans-
parency, and control. Information Systems, page
102620.

Miles Q Li and Benjamin Fung. 2025. Security
concerns for large language models: A survey.
arXiv preprint arXiv:2505.18889.

Pengfei Liu, Weizhe Yuan, Jinlan Fu, Zhengbao
Jiang, Hiroaki Hayashi, and Graham Neubig.
2023. Pre-train, prompt, and predict: A system-
atic survey of prompting methods in natural lan-
guage processing. ACM Comput. Surv., 55(9).

Mohammad Mahyoob and Jihan Algarady. 2020.
Linguistic-based detection of fake news in social
media. International Journal of English Linguis-
tics.

Christopher D Manning. 2009. An introduction to
information retrieval. Syngress Publishing.

Philip M McCarthy and Scott Jarvis. 2010. Mtld,
vocd-d, and hd-d: A validation study of sophisti-
cated approaches to lexical diversity assessment.
Behavior research methods, 42(2):381–392.

Rada Mihalcea and Paul Tarau. 2004. Textrank:
Bringing order into text. In Proceedings of the
2004 conference on empirical methods in natural
language processing, pages 404–411.

María Miró Maestre, Iván Martínez-Murillo,
Tania Josephine Martin, Borja Navarro Colorado,
Antonio Ferrández, Armando Suárez Cueto,
Elena Lloret, et al. 2025. Roadmap for natural
language generation: Challenges and insights.
Procesamiento del Lenguaje Natural, 75:67–79.

Alberto Muñoz-Ortiz, Carlos Gómez-Rodríguez,
and David Vilares. 2024. Contrasting linguis-
tic patterns in human and llm-generated news
text. Artificial Intelligence Review, 57(10):265.

Ruochen Niu, Yaqin Wang, and Haitao Liu. 2023.
The cross-linguistic variations in dependency dis-
tance minimization and its potential explanations.
In Proceedings of the 37th Pacific Asia Confer-
ence on Language, Information and Computa-
tion, pages 559–569.

Masanori Oya. 2022. Differences of mean depen-
dency distances of english essays written by
learners of different proficiency levels. Glotto-
metrics, 53:24–41.

100



Seyeon Park and Xiaoli Nan. 2025. Generative
ai and misinformation: a scoping review of the
role of generative ai in the generation, detection,
mitigation, and impact of misinformation. AI &
SOCIETY, pages 1–15.

James W Pennebaker, Ryan L Boyd, Kayla Jordan,
and Kate Blackburn. 2015. The development and
psychometric properties of LIWC2015. University
of Texas at Austin, Austin, TX.

Juan-Pablo Posadas-Durán, Helena Gómez-
Adorno, Grigori Sidorov, and Jesús
Jaime Moreno Escobar. 2019. Detection
of fake news in a new corpus for the spanish
language. Journal of Intelligent & Fuzzy Systems,
36(5):4869–4876.

Alba Pérez-Montero, Silvia Gargova, Elena Lloret,
and Paloma Moreda Pozo. 2025. Detecting de-
ception in disinformation across languages: The
role of linguistic markers. In Proceedings of
the 15th International Conference on Recent Ad-
vances in Natural Language Processing - Natural
Language Processing in the Generative AI era,
pages 943–952, Varna, Bulgaria. INCOMA Ltd.,
Shoumen, Bulgaria.

Peng Qi, Yuhao Zhang, Yuhui Zhang, Jason Bolton,
and Christopher D. Manning. 2020. Stanza: A
Python natural language processing toolkit for
many human languages. In Proceedings of the
58th Annual Meeting of the Association for Com-
putational Linguistics: System Demonstrations.

Olesya Razuvayevskaya, Ben Wu, João A Leite,
Freddy Heppell, Ivan Srba, Carolina Scarton,
Kalina Bontcheva, and Xingyi Song. 2024. Com-
parison between parameter-efficient techniques
and full fine-tuning: A case study on multi-
lingual news article classification. Plos one,
19(5):e0301738.

Estela Saquete, David Tomás, Paloma Moreda,
Patricio Martínez-Barco, and Manuel Palomar.
2020. Fighting post-truth using natural language
processing: A review and open challenges. Ex-
pert Systems with Applications, 141:112943.

Kai Shu, Deepak Mahudeswaran, Suhang Wang,
Dongwon Lee, and Huan Liu. 2018. Fakenews-
net: A data repository with news content, so-
cial context and dynamic information for study-
ing fake news on social media. arXiv preprint
arXiv:1809.01286.

Jinyan Su, Terry Yue Zhuo, Jonibek Mansurov,
Di Wang, and Preslav Nakov. 2023. Fake news
detectors are biased against texts generated by
large language models.

Sean Trott. 2024. Can large language models help
augment english psycholinguistic datasets? Be-
havior Research Methods, 56(6):6082–6100.

Praneeth Vadlapati. 2023. Multilingual prompting
in llms: Investigating the accuracy and perfor-
mance. International Journal of Scientific Re-
search in Engineering and Management (IJS-
REM), 7(02):1–7.

Soroush Vosoughi, Deb Roy, and Sinan Aral. 2018.
The spread of true and false news online. Sci-
ence, 359(6380):1146–1151.

Ivan Vykopal, Matúš Pikuliak, Ivan Srba, Robert
Moro, Dominik Macko, and Maria Bielikova. 2023.
Disinformation capabilities of large language
models. arXiv preprint arXiv:2311.08838.

Claire Wardle and Hossein Derakhshan. 2017. In-
formation disorder: Toward an interdisciplinary
framework for research and policymaking, vol-
ume 27. Council of Europe Strasbourg.

Laura Weidinger, Samuel Mellor, Marwa Griffin,
Jonathan Treacy, Bibiana Parino, Markus Kliewer,
Caro Hohenstein, Iason Hutt, Tessa Martic, Han-
nah Dag, et al. 2021. Ethical and social risks of
harm from large language models. arXiv preprint
arXiv:2112.04359.

Jiaying Wu, Jiafeng Guo, and Bryan Hooi. 2024.
Fake news in sheep’s clothing: Robust fake news
detection against llm-empowered style attacks.
In Proceedings of the 30th ACM SIGKDD confer-
ence on knowledge discovery and data mining,
pages 3367–3378.

Junchao Wu, Shu Yang, Runzhe Zhan, Yulin Yuan,
Lidia Sam Chao, and Derek Fai Wong. 2025. A
survey on llm-generated text detection: Neces-
sity, methods, and future directions. Computa-
tional Linguistics, 51(1):275–338.

xAI Team. 2024. Open release of grok-1. https:
//x.ai/news/grok-os. Official announce-
ment of the 314B parameter Mixture-of-Experts
model release.

Weizhe Yuan, Graham Neubig, and Pengfei Liu.
2021. Bartscore: Evaluating generated text as
text generation. Advances in neural information
processing systems, 34:27263–27277.

Hanqing Zhang, Haolin Song, Shaoyu Li, Ming
Zhou, and Dawei Song. 2023. A survey of con-
trollable text generation using transformer-based
pre-trained language models. ACM Computing
Surveys, 56(3):1–37.

Ran Zhang, Jihed Ouni, and Steffen Eger. 2024.
Cross-lingual cross-temporal summarization:

101



Dataset, models, evaluation. Computational Lin-
guistics, 50(3):1001–1047.

Cheng Zhou, Kai Li, and Yanhong Lu. 2021. Lin-
guistic characteristics and the dissemination of
misinformation in social media: The moderat-
ing effect of information richness. Inf. Process.
Manage., 58(6).

Jiawei Zhou, Yixuan Zhang, Qianni Luo, Andrea G
Parker, and Munmun De Choudhury. 2023. Syn-
thetic lies: Understanding ai-generated misinfor-
mation and evaluating algorithmic and human
solutions. In Proceedings of the 2023 CHI con-
ference on human factors in computing systems,
pages 1–20.

Wei Zhou, Xiaogang Zhu, Qing-Long Han, Lin Li,
Xiao Chen, Sheng Wen, and Yang Xiang. 2024.
The security of using large language models: A
survey with emphasis on chatgpt. IEEE/CAA
Journal of Automatica Sinica.

Aneta Zugecova, Dominik Macko, Ivan Srba,
Robert Moro, Jakub Kopal, Katarina Marcinci-
nova, and Matus Mesarcik. 2024. Evaluation of
llm vulnerabilities to being misused for person-
alized disinformation generation. arXiv preprint
arXiv:2412.13666.

102



Proceedings of the 1st Workshop on Information Disorder (InDor) @ LREC 2026, pages 103–109
12 May 2026. ©ELRA Language Resources Association (ELRA), 2026

Disinformation Between Knowledge and Ignorance 
An Epistemological Comparison 

Antonio Lizzadri 

Catholic University of  the Sacred Heart of  Milan 
Largo Gemelli 1, 20123 Milan, Italy 

antonio.lizzadri@unicatt.it 

Abstract 

This paper aims to contribute to the understanding of information disorder from an epistemological perspective,  by 
analysing the internal/cognitive as well as the external/contextual factors that determine knowledge defects. In this 
regard, I first compare the concept of information with the properly epistemological concept of knowledge by arguing 
that the concept of knowledge makes explicit the two fundamental prescriptive characteristics that beliefs should 
have—namely, truth and justification—that, on the contrary, remain implicit in the epistemically neutral notion of 
information. Therefore, I provide an externalist account of knowledge according to which a belief is true and justified 
to the extent that it allows for satisfactory adaptation to the environment, in which the ecological, technological and 
sociological environment itself becomes an integral part of an extended cognitive system. Based on this 
epistemological exploration of the notion of information through an externalist conception of knowledge, I suggest 
that disinformation can be understood as the state of an “ignorant” collective cognitive system, that is, a closed 
system that establishes interactions only within a virtual environment devoid of any semantic relevance and appeal 
to rational justification. In conclusion, I point out that, although the digital revolution poses risks to the spread of 
ignorance due to the speed and scale of the dissemination of disinformation, it nevertheless poses challenges that 
allow epistemological reflection itself to renew itself addressing the crisis of knowledge with extended theoretical 
resources. 

Keywords:  Information, disinformation, knowledge, ignorance, extended cognition

1. Introduction 

The contemporary debate on information disorder 

has been decisively shaped by the inf luential 

report of  Claire Wardle and Hossein Derakhshan 

(2017), which introduced a now widely adopted 

tripartite distinction between misinformation, 

disinformation, and malinformation. According to 

their f ramework, misinformation refers to false 

information shared without harmful intent; 

disinformation to false information deliberately 

created and disseminated to cause harm; and 

malinformation to genuine information shared to 

cause harm. This taxonomy has become 

foundational in policy documents, media literacy 

programs, and academic analyses, especially in 

the context of  digital platforms and the so-called 

“fake news” crisis. 

The strength of  Wardle and Derakhshan’s  

proposal lies in its operational clarity. It of fers 

policymakers and researchers a vocabulary 

capable of  distinguishing types of  problematic 

content based on two criteria: falsity and intent to 

harm. However, precisely because it is primarily 

oriented toward regulatory and communicative 

concerns, it rests on a largely implicit 

epistemology. It treats “information” as a neutral 

substrate that may acquire normative valence 

through falsity and malicious intention, but it  does 

not explicitly interrogate the epistemic conditions 

under which information becomes knowledge, nor 

the structural features of  cognitive systems that 

enable or disable epistemic reliability. 

From an epistemological standpoint, this 

neutrality is problematic. The concept of  

information employed in the report is descriptive 

and content-oriented: it concerns the transmission 

of  messages or claims. It presupposes, but does 

not analyze, the epistemic standards that 

distinguish well-founded belief  f rom mere opinion 

or deception. In this sense, the report remains at 

the level of  content classif ication rather than 

engaging with the normative dimensions of  belief  

formation. Recent interdisciplinary analyses have 

emphasized this limitation. Broda and Strömbäck 

(2024), for example, note that misinformation 

research of ten proceeds without a shared 

epistemology of  truth and belief , while Resch et 

al. (2026) argue that conceptual ambiguity in 

information disorder studies ref lects deeper 

normative disagreements about epistemic 

authority and justif ication. 

Classical epistemology has long emphasized that 

knowledge is not reducible to information. 

Knowledge entails at least two prescriptive 

features: truth and justif ication. A belief  must be 

true and appropriately justif ied to count as 

knowledge. In contrast, information, in many 

contemporary usages—particularly in 

communication studies and information theory—

is epistemically neutral. It may be true or false, 

justif ied or unjustif ied, meaningful or misleading. 
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The Wardle and Derakhshan f ramework inherits 

this neutrality. It treats disinformation primarily as 

false content intentionally produced to harm, but 

it does not ask how epistemic systems process 

such content, nor what structural conditions allow 

false beliefs to stabilize and circulate. 

Two epistemological shortcomings emerge f rom 

this perspective. 

First, the f ramework is overly intentionalist. By 

distinguishing between disinformation, 

misinformation, and misinformation based on the 

presence or absence of  harmful intent, it risks 

overlooking the systemic dimensions of  epistemic 

failure. In digital environments, harmful 

falsehoods of ten proliferate without clear 

malicious agency. Algorithmic amplif ication, 

attention economies, and community-based 

epistemic norms can sustain and reinforce false 

beliefs independently of  identifiable intent (Airoldi, 

2021). As Ferrara (2023) shows in the context of  

generative AI, synthetic disinformation can 

proliferate through automated systems whose 

logic is optimization rather than deception. A 

strictly intentional def inition may therefore 

obscure the distributed and emergent character of  

epistemic breakdowns. 

Second, the f ramework remains content-centric  

rather than systemic. It assumes that the core 

problem lies in the falsity (misinformation and 

disinformation) or in the harmful truth 

(malinformation) of  specif ic pieces of information. 

Yet epistemic failure may reside not only in 

isolated false or harmful true claims but in the 

structural conf iguration of  cognitive environments: 

echo chambers (Nguyen, 2020), f ilter bubbles, 

and platform-induced polarization (Sunstein, 

2018; Bail, 2021). In such contexts, even true 

statements may function within epistemically 

defective systems, while false statements may 

appear justif ied within local epistemic standards. 

An epistemologically robust account of  

information disorder must therefore move beyond 

the classif ication of  content and intent and 

consider the conditions under which beliefs are 

formed, maintained, and revised. It must examine 

how cognitive agents—individual and collective—

interact with their environments, and how these 

environments shape epistemic reliability. In other 

words, it must shif t f rom a theory of  information to 

a theory of  knowledge (Uscinski et al. 2024). In 

this regard, the epistemological analysis of  

information disorder presented in the following 

sections of  this paper will especially focus on 

disinformation since it includes both negative 

aspects of  information disorder—those 

concerning content and those concerning intent. 

If  disinformation is to be understood not simply as 

harmful false content but as an epistemic 

pathology, then we must analyze the norms and 

structures that govern belief  formation 

recognizing that knowledge is not merely a 

property of  isolated propositions but an 

achievement of  cognitive systems embedded in 

ecological, technological, and sociological 

contexts. Only then can we adequately address 

the epistemic crisis of ten described as the age of  

fake news. 

2. Knowledge Beyond Information 

To overcome the epistemic neutrality of  the 

concept of  information, we must turn to the 

concept of  knowledge understood in an extended 

and externalist sense. In fact, a mere internalist 

conception of  knowledge that considers 

knowledge only as a mental or intrapsychic 

phenomenon seems not able to face the 

epistemological challenges posed by the digital 

revolution. In this regard, the work of  Andy Clark  

(2017) of fers crucial theoretical resources (Carter 

et al. 2018). Clark’s extended mind thesis, 

originally developed with David Chalmers (Clark  

& Chalmers 1998) and subsequently ref ined, 

challenges the internalist assumption that 

cognition is conf ined within the biological 

boundaries of  the brain. Instead, cognition is 

distributed across brain, body, and environment, 

incorporating technological artifacts and social 

practices as constitutive components. 

Although Clark’s primary focus is on cognitive 

processes, the epistemological implications are 

profound. If  cognitive processes extend into the 

environment, then so too do the conditions for 

justif ication and epistemic reliability. Knowledge 

cannot be understood solely as a relation 

between a subject and a proposition; it is an 

achievement of  a coupled system composed of  

agents and their material, technological, and 

social surroundings. 

According to an externalist account of  knowledge, 

a belief  is true and justif ied to the extent that it 

allows satisfactory adaptation to the environment. 

This view resonates with extended and pragmatic 

strands in epistemology, while also incorporating 

insights f rom ecological psychology and cognitive 

science. Truth and justif ication are not merely 

abstract normative standards; they are tied to the 

functional success of  cognitive systems in 
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navigating their environments. On the other hand, 

such externalist conception of  knowledge might 

seem to reduce truth to justif ication and this 

reduction might seem problematic for objective 

verif ication tasks in natural language processing, 

as a false belief  can be highly adaptive within a 

specif ic social niche, guaranteeing group 

cohesion and acceptance. However, it is worth 

noting that a theory of  truth as correspondence 

and a theory of  truth as satisfactory adaptation to 

the environment are not necessarily incompatible; 

indeed, they appear to be complementary to the 

extent that one recognizes that the 

correspondence between beliefs and reality 

explains, on an ontological level, why certain 

beliefs are successful on a pragmatic level and 

others are not (Putnam, 1978). In other words, 

satisfactory adaptation has always a semantic 

relevance, where “semantic” does not mean only 

lexical or compositional meaning in the narrow 

sense of  formal linguistics but, more broadly, the 

relation between signs, their referents, and the 

inferential consequences they carry within 

practices of  verif ication and action. In this regard, 

a digitally circulating sign is semantically relevant 

when it remains answerable to states of  af fairs 

that can conf irm, disconf irm, or contextually 

qualify it. Semantic relevance, in other words, is 

the condition under which information continues 

to matter for knowing rather than merely for 

triggering attention or af f iliation. 

From this perspective, justif ication is not limited to 

internal coherence or access to reasons. It 

concerns the reliability of  belief -forming 

processes within a given ecological niche. A belief  

is justif ied insofar as it is produced by processes 

that reliably track relevant features of  the world. 

Crucially, in a digitally mediated society, these 

processes include search engines, recommender 

systems, social media feeds, and collaborative 

knowledge platforms. The epistemic environment 

is no longer simply natural or social; it is deeply 

technological. 

An extended conception of  knowledge thus 

requires us to consider at least three intertwined  

dimensions: 

• Ecological environment: the physical 

and biological context in which agents 

act. 

• Technological environment: the digital 

inf rastructures and tools that mediate 

information access and communication. 

• Sociological environment: the norms, 

institutions, and communities that shape 

epistemic practices. 

These dimensions jointly constitute the extended 

cognitive system of  the cognitive agents. Within 

such a system, beliefs emerge f rom interactions 

across multiple levels. A social media post, for 

instance, is not merely a discrete piece of  

information; it is the product of  algorithmic 

f iltering, social endorsement mechanisms (likes, 

shares), and user expectations shaped by prior 

interactions. The epistemic status of  beliefs 

formed in this environment depends on the 

reliability of  the entire system, not just on the 

intentions of  individual agents. In this respect, the 

notion of  an extended cognitive system parallels, 

at a dif ferent level of  abstraction, Levin’s 

discussion of  a cognitive “light cone”: what a 

system can perceive, remember, integrate, and 

act upon helps determine what it can know and 

what corrections it can register (Levin 2019;  

2022). 

The distinction between information and 

knowledge becomes particularly salient here.  

Information may circulate abundantly within a 

digital network, but unless the network supports 

processes that reliably connect beliefs to relevant 

environmental states, knowledge does not 

emerge. Instead, we may witness the stabilization 

of  belief  systems that are internally coherent yet 

environmentally maladaptive. 

This externalist and extended view ref rames the 

problem of  justif ication. Justification is not merely 

a matter of  having reasons accessible to 

consciousness; it is a matter of  being embedded 

in a system that fosters corrective feedback, 

openness to counterevidence, and 

responsiveness to environmental constraints. In 

healthy epistemic systems, errors are detected 

and revised through interaction with reality and 

with diverse perspectives. In defective systems, 

feedback loops become closed, and beliefs are 

insulated f rom revision. 

Thus, to analyze disinformation, we must ask not 

only whether specif ic claims are false or 

intentionally harmful, but whether the extended 

cognitive systems in which they circulate are 

capable of  reliable environmental adaptation. If  

they are not, then the problem is deeper than 

individual falsehoods; it is structural and systemic. 

This systemic perspective sets the stage for a 

redef inition of  disinformation not primarily as false 

content with malicious intent, but as a state of  
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epistemic dysfunction within extended cognitive 

systems. 

3. Ignorance Behind Disinformation 

Building on the extended conception of  

knowledge, we can now reconceptualize 

disinformation through the lens of  extended 

“ignorant cognition” (Arf ini 2019, Arf ini & Magnani 

2022) 

Ignorance, in this f ramework, is not merely the 

absence of  knowledge. It can be an active, 

structured, and even functional component of  

cognitive systems. Agents and collectives operate 

with partial information, selective attention, and 

bounded rationality. Ignorance may be strategic, 

unavoidable, or pathological. The crucial question 

is how ignorance is organized and how it interacts 

with environmental feedback. 

The notion of  ignorant cognition emphasizes that 

cognitive systems may become closed in ways 

that prevent ef fective interaction with semantically 

relevant aspects of  the environment. Such closure 

is not simply informational scarcity; it is a 

structural property of  the system. A system is  

ignorant when it fails to integrate corrective 

signals, when it selectively f ilters evidence in a 

way that reinforces pre-existing beliefs, and when 

it substitutes internal coherence for environmental 

responsiveness. Within digital environments and 

algorithmically curated spaces, the reference to a 

shared, external world may weaken. Beliefs 

become calibrated not to environmental 

constraints but to the dynamics of  online 

communities. In such contexts, justif ication is 

internal to the group, and truth becomes 

secondary if  not irrelevant. 

Reframed in these terms, disinformation can be 

understood not merely as the presence of  false 

content but as the state of  a collective cognitive 

system that has become epistemically closed. In 

such systems: 

• Interactions occur primarily within a 

virtual or self -referential environment. 

• Semantic relevance is replaced by 

engagement metrics or ideological 

alignment. 

• Rational justif ication is supplanted by 

emotional reaction. 

This redef inition has signif icant implications. 

First, it shif ts the focus f rom agents who deceive 

to systems that fail to know. A disinformative 

environment is one in which the extended 

cognitive system—comprising users, platforms, 

algorithms, and social norms—produces and 

stabilizes ignorance. False beliefs may circulate, 

but the deeper issue is the structural inability of  

the system to correct them. 

Second, it highlights the role of  closure. In 

ignorant systems, epistemic closure manifests as 

echo chambers and f ilter bubbles, where 

exposure to disconf irming evidence is minimized. 

However, the problem is not simply exposure; it is 

the lack of  meaningful integration of  

counterevidence. Even when confronted with 

opposing views, closed systems may reinterpret  

them as hostile or irrelevant, thereby reinforcing 

internal cohesion. In this regard, distinguishing 

echo chambers f rom f ilter bubbles may be 

appropriate. The two are related but not 

equivalent. Filter bubbles primarily concern 

patterned exposure: algorithmic curation, ranking, 

and personalization narrow the range of  materials 

users are likely to encounter. Echo chambers are 

stronger social-epistemic formations in which 

outside voices are not merely absent but actively 

discredited in advance (Nguyen 2020). For this 

reason, f ilter bubbles remain a valid example of  

structural closure, whereas echo chambers 

involve a deeper form of  immunity to correction. 

This distinction also clarif ies why “breaking” 

closure does not automatically improve epistemic 

conditions. Empirical work associated with Bail 

shows that exposure to opposing political views 

can, under some circumstances, intensify 

polarization rather than reduce it, because hostile 

content is reinterpreted through identity-protective 

mechanisms (Bail 2022). I therefore do not treat 

echo chambers and f ilter bubbles as 

interchangeable causes of  epistemic failure. The 

former concern socially reinforced distrust of  

external sources; the latter concern 

technologically mediated restrictions of  exposure. 

On the other hand, the role of  technology should 

also be considered to understand the expansion 

of  ignorant systems (Vaccari & Chadwick 2020).  

Digital platforms have expanded the scale and 

speed of  information exchange, by also 

reconf iguring the architecture of  epistemic 

systems. Recommendation algorithms optimize 

for engagement, not for truth-tracking. Virality 

may correlate more strongly with emotional 

arousal than with accuracy. However, the digital 

revolution did not create ignorance, propaganda, 
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rumor, or epistemic enclaves ex nihilo. Pre-digital 

epistemic systems already displayed closure 

through sectarian communities, partisan presses, 

rumor networks, and propagandistic state media. 

What digital platforms changed was not the 

existence of  epistemic pathology as such, but its 

scale, speed, persistence, and automation. They 

lowered the f riction of  publication and circulation, 

weakened older gatekeeping structures, 

personalised exposure, and recursively coupled 

social endorsement with algorithmic amplif ication 

(Anderson 2021; Barberá 2020; Vaccari & 

Chadwick 2020). In this sense, the disruption is 

real, but it is an intensif ication and reconf iguration 

of  earlier patterns rather than an absolute 

historical break. 

On the other hand, the disruption seems 

underlined by the question of  responsibility. In an 

ecosystem of  ignorant cognition, responsibility is 

distributed but asymmetrical. Individual users 

remain responsible for what they share, for the 

epistemic virtues they cultivate, and for their 

willingness to revise beliefs in light of  evidence. 

Yet corporate actors bear a heightened 

responsibility because they design the 

inf rastructures through which salience, visibility, 

recommendation, and moderation are organised. 

Platform companies are not neutral pipes; they 

structure the ef fective cognitive environment of  

publics. Their responsibility is therefore not 

exhausted by removing illegal content. It also 

concerns transparency, auditing, ranking design, 

and the institutional conditions under which public 

justif ication remains possible (Gorwa & Garton 

Ash 2020; Theil 2022). 

Crucially, the need of  an active responsibility 

stands out considering again that spreading of  

ignorance does not necessarily require malicious 

intent. Even in the absence of  deliberate 

deception, systems may generate and sustain 

ignorance if  their structural incentives undermine 

epistemic reliability. The Wardle and Derakhshan 

focus on intent captures an important aspect of  

strategic manipulation, but it does not fully 

account for these emergent systemic properties. 

Therefore, f rom the perspective of  ignorant 

cognition, combating disinformation requires  

more than fact-checking or content moderation. It 

requires reconf iguring the epistemic architecture 

of  digital environments to reopen systems to 

environmental feedback and rational justif ication. 

This may involve redesigning algorithms, 

fostering epistemic virtues within communities, 

and strengthening institutions that mediate 

between expert knowledge and public discourse. 

In short, disinformation is not merely a property of  
messages; it is a property of  systems. It is the 
condition in which an extended collective 
cognitive system becomes ignorant—closed, self -
referential, and maladaptive. 

4. Conclusion 

The crisis commonly described as the age of  fake 

news is of ten approached through technological, 

political, or sociological lenses. While these 

perspectives are indispensable, the analysis 

developed here suggests that epistemology can 

of fer critical perspectives on information disorder 

studies. 

By distinguishing information f rom knowledge, we 

expose the limitations of  content-based and 

intentionalist def initions of  disinformation. The 

inf luential taxonomy proposed by Wardle and 

Derakhshan provides a valuable starting point, 

but it does not suf f iciently address the normative 

and systemic dimensions of  belief  formation. An 

extended, externalist conception of  knowledge 

reveals that epistemic reliability depends on the 

interaction between agents and their ecological, 

technological, and sociological environments. 

Within this broader f ramework, the theory of  

ignorant cognition allows us to reconceptualize 

disinformation as the state of  an ignorant 

collective cognitive system. Such systems are 

characterized by epistemic closure, virtual self -

referentiality, and weakened responsiveness to 

environmental constraints. Disinformation is thus 

not merely false content with malicious intent, but 

a structural pathology of  extended cognitive 

systems. 

The digital revolution appears, at f irst glance, to 

amplify this pathology. The unprecedented scale, 

speed, and personalization of  information f lows 

seem to facilitate the expansion of  ignorant 

systems. Algorithmic curation can intensify 

closure; attention economies can reward 

sensationalism over accuracy; online 

communities can reinforce identity-based 

epistemic norms. The system of  ignorance may 

appear to easily grow. 

Yet digital transformation also presents 

opportunities for epistemological renewal. The 

very features that enable rapid disinformation 

spread—connectivity, data availability, 

collaborative platforms—also enable new forms of  

collective intelligence, open science, and 

participatory verif ication. The extended nature of  

cognition, once recognized, becomes a site for 

deliberate design and intervention. In this regard, 
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Natural Language Processing (NLP) plays a 

critical role not just as a set of  detection tools but 

as a means of  epistemic augmentation. Research 

in NLP is increasingly oriented toward 

understanding perspectivism — modeling varied 

human viewpoints in annotation and interpretation 

— which has direct relevance to epistemic 

diversity and robustness (Capozzi et. al. 2023, 

Frenda et. al. 2025). Computational linguistics 

research also explores model bias and 

uncertainty in content moderation systems, 

shedding light on how automated tools may 

inadvertently reinforce epistemic closure 

(Konstas et al. 2024, Urbinato et al. 2025). 

Epistemology, therefore, must not retreat into 

abstraction. It must engage with the concrete 

architectures of  digital environments, analyzing  

how they shape belief  formation and justif ication. 

At the same time, fake news studies should 

integrate epistemological ref lection, recognizing 

that the problem is not only political manipulation 

or technological misuse, but the conf iguration of  

collective cognitive systems. 

The challenge is to design and cultivate epistemic 

environments that remain open to correction, 

responsive to evidence, and capable of  adaptive 

success. This requires interdisciplinary 

collaboration across philosophy, cognitive 

science, media studies, computer science, and 

policy. It also requires a renewed commitment to 

the normative ideals of  truth and justif ication—not 

as relics of  a pre-digital age, but as guiding 

principles for the design of  extended cognitive 

systems. 

In confronting information disorder, we are not 
merely managing content; we are shaping the 
conditions of  collective knowledge. The stakes 
are therefore not only communicative but 
epistemic. By ref raming disinformation as the 
pathology of ignorant systems within an extended 
epistemology, we gain both a deeper diagnosis of  
the crisis and a more robust conceptual 
foundation for addressing it in the digital age. 
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Abstract
Disinformation has become a serious threat to the democratic stability of Western societies, with various conspiracy
theories spreading from fringe spaces to mainstream media and politics. While some of these theories may seem
merely absurd and harmless, others pose significant risks. Among the most dangerous are Population Replacement
Conspiracy Theories (PRCTs), which promote the false narrative of a deliberate demographic substitution through
immigration. Despite their disinformative nature, increasing widespread and documented connections to extremist
violence and political polarization, current computational detection models primarily target COVID-19 or general
conspiracy theories, lacking specialized annotated corpora and approaches for identifying PRCTs in multilingual
contexts. In this work, we present the first systematic benchmark for PRCT detection in Portuguese and Italian.

1. Introduction

Population Replacement Conspiracy Theories
(PRCTs) constitute a family of false narratives
claiming deliberate orchestration of demographic
substitution through immigration and differential
birth rates (Bracke and Hernández Aguilar, 2023).
From a theoretical perspective, PRCTs represent
an intersection within the Information Disorder
framework (Wardle and Derakhshan, 2017). While
often circulating as mis-information when shared
by unaware users, their strategic use in political
rhetoric frequently aligns with dis-information, in-
tentionally disseminated to cause public harm.

These theories, including the Great Replace-
ment, White Genocide, Kalergi Plan, and Eu-
rabia, have demonstrably dangerous real-world
consequences, motivating acts of extremist vio-
lence such as the Utøya attack (2011) and the
Christchurch massacre (2019) (Wojtasik, 2020;
Ekman, 2022). Recent research confirms that
PRCT endorsement correlates with violent inten-
tions, Anti-Muslim prejudice, and support for exclu-
sionary policies (Obaidi et al., 2022), while their
mainstreaming into political discourse raises polit-
ical polarization and threatens democratic institu-
tions (Marino et al., 2024).

In this work, we present the first systematic
benchmark for PRCT detection in Romance lan-
guages, evaluating open-weights Large Language
Models and fine-tuned encoders across Italian
and Portuguese. Our findings reveal that: (1)
Deepseek-V3 generally performs best due to its
larger configuration; (2) the reasoning-optimized
LLM DeepSeek-R1-14B, fine-tuned on Telegram
data, achieves the highest performances through
cross-domain transfer; and (3) efficient language-

specific encoders remain highly competitive for
high-throughput applications.

Limited data availability in such an underex-
plored domain leads to confounded variables; thus,
cross-domain results should be interpreted as pre-
liminary hypotheses rather than causal evidence.

2. Related Works

Despite documented harms discussed above, and
their frequent proliferation on digital environments,
computational detection of PRCTs remains un-
derdeveloped. Existing conspiracy theory detec-
tion research focuses predominantly on COVID-
19 misinformation, climate discourse, general con-
spiracy narratives, or platform-specific phenom-
ena (Pogorelov et al., 2021; Miani et al., 2022;
Cheatham et al., 2022; Weinzierl and Harabagiu,
2022; Langguth et al., 2023; Gambini et al., 2024;
Maggini et al., 2025). While these contributions
advance conspiracy detection methodologies, they
do not address the specific linguistic and semantic
patterns characterizing PRCT discourse.

Moreover, multilingual PRCT detection remains
limited, with few isolated efforts on Youtube English
datasets (Marino et al., 2025), leaving Portuguese
and Italian languages critically underrepresented
in computational approaches to PRCT narrative de-
tection. Understanding how computational models
perform across these linguistically related but politi-
cally differentiated contexts is essential for develop-
ing robust automated detection systems capable
of monitoring extremist discourse in multilingual
transnational spaces.

Cross-domain hate speech detection has
demonstrated that models trained on one dis-
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course domain can transfer to others with vary-
ing degrees of success. Toraman et al. (2022)
examined transfer learning across five hate do-
mains (religion, gender, race, politics, sports) in
English and Turkish, finding that 96% of target do-
main performance could be recovered by training
on other domains in English (92% in Turkish), with
gender and religion domains generalizing better
than sports-specific content. Markov et al. (2021)
demonstrated that stylometric and emotion-based
features provide robust cross-domain hate speech
detection across English, Slovene, and Dutch, out-
performing word and character n-gram features
under cross-domain conditions and significantly
boosting deep learning models when combined
in an ensemble. Pamungkas and Patti (2019)
addressed both cross-domain and cross-lingual
abusive language detection across ten datasets in
English, Italian, Spanish, and German, showing
that systems trained on general abusive language
datasets produce cross-domain robust systems ca-
pable of detecting more specific types of abusive
content, and that domain-independent multilingual
lexicons (HurtLex) facilitate knowledge transfer be-
tween domains and languages.

While these studies establish that cross-domain
transfer is feasible for general hate speech cate-
gories, whether similar patterns hold for the task
of PRCT detection across different media types
and Romance languages remains an open empiri-
cal question. We address this gap by presenting
the first systematic benchmark for PRCT detec-
tion in Portuguese and Italian. Our contribution is
twofold: (1) we compare model architectures span-
ning fine-tuned transformer encoders and open-
weights large language models, (2) to the best of
our knowledge, we provide the first empirical evi-
dence for cross-domain transfer in PRCT detection,
comparing in-domain performance against domain
shift scenarios.

Our experimental design evaluates performance
across two distinct communication paradigms: in-
formal, community-oriented Telegram messages
and formal, public-oriented news headlines. Good
performance in both domains would suggest a gen-
eralizability that could extend to other media, such
as webpages, parliamentary speeches, or political
manifestos.

3. Methodology

3.1. Datasets

We evaluate models on two annotated corpora
regarding migration in European Portuguese and
Italian. This language pairing was selected not
only because of data availability and their shared
Romance language roots, but also because both

countries are currently experiencing different but
comparable surges in far-right political narratives
and PRCT mainstreaming. The corpora represent
distinct communicative contexts: Portuguese Tele-
gram messages (informal, conversational) and Ital-
ian news headlines (formal, public-oriented). We
summarize the key characteristics of both corpora
in the Dataset Overview panel.

The Portuguese Telegram corpus is a subset of
the Mute Cods dataset (Laken et al., 2026), ex-
tracted from public channels documented as dis-
seminating extremist and conspiracist content. It
contains 919 training and 231 test messages with
15.7% PRCT prevalence. Messages average 383
characters. The annotation was conducted by do-
main experts in linguistics and social sciences fol-
lowing detailed annotation guidelines. To ensure
consistency, data were at least double-annotated,
with disagreements resolved through discussion
to refine the guidelines, achieving overall a mod-
erate inter-annotator agreement (Krippendorff’s
α = 0.58).

The Italian news corpus is derived from the Par-
tisanLens dataset (Maggini et al., 2026), which
collected immigration-related headlines program-
matically via Media Cloud between 2020 and 2024.
The subset used comprises the Italian-only data
with 434 training and 131 test headlines (averag-
ing 81 characters), of which in total 161 are PRCT.
This dataset was annotated for PRCT by two in-
dependent experts, with a third senior annotator
resolving any disagreements, resulting in a sub-
stantial agreement (Krippendorff’s α = 0.774).

The observed inter-annotator agreement levels
align with the inherent complexity of annotating
multidimensional social constructs like PRCTs. As
Matamoros-Fernández and Farkas (2021) high-
light, moderate agreement is standard in social
media research due to the ambivalence of online
communication and context collapse. Our Tele-
gram agreement (α = 0.58) specifically reflects this
reality, where conspiratorial narratives frequently
blend with humor, irony, and informal vernacular.
In such subjective tasks, chance-corrected metrics
capture genuine human interpretive variation of im-
plicit framing rather than poor annotation quality
(Plank, 2022; Hemm et al., 2024).

Dataset Overview

Corpus Lang Train Test PRCT% Len IAA

Telegram PT 919 231 15.7 383 α=0.58
News IT 434 131 28.5 81 α=0.77

Details: Len indicates the average character length per
sample; IAA represents the Inter-Annotator Agreement
measured via Krippendorff’s α.
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3.2. Models

We evaluate seven model architectures across
different learning paradigms: four large lan-
guage models (Mistral-7B-Instruct-v0.3, Phi-4
14B, DeepSeek-R1-14B, DeepSeek-V3) and three
transformer encoders (XLM-RoBERTa-base 270M
multilingual, Albertina-280M Portuguese-specific,
UmBERTo-110M Italian-specific). Depending on
the experimental phase, models are evaluated ei-
ther in a zero-shot setting or after supervised fine-
tuning (using LoRA for LLMs and standard fine-
tuning for encoders). Our experimental process is
systematically divided into four distinct phases.

3.3. Experimental Design

The task is formally modeled as a binary text clas-
sification problem, where a given input text must
be classified as either containing PRCT narratives
(positive class) or not (negative class).

Phase 1 establishes the zero-shot baseline per-
formance. We evaluate all four LLMs (Mistral-7B,
Phi-4, DeepSeek-R1-14B, DeepSeek-V3) in their
vanilla configurations separately on each test set.
DeepSeek-V3 was specifically included to provide
a performance upper bound against a state-of-the-
art (SOTA) model. This identifies the inherent rea-
soning capabilities of each model prior to any task-
specific adaptation. To verify robustness beyond
limited test sets (n=231 PT, n=131 IT), we addition-
ally evaluate Mistral-7B and DeepSeek-R1-14B
zero-shot on complete datasets (train+test com-
bined, n=1150 PT, n=565 IT) to check whether
overall the performances keep being consistent.

Phase 2 investigates domain-specific fine-tuning.
We implement LoRA fine-tuning exclusively on
the models that demonstrated strong potential in
Phase 1 and whose parameter size allowed feasi-
ble training on our hardware infrastructure. Specifi-
cally, Mistral-7B and DeepSeek-R1-14B were se-
lected for fine-tuning. Phi-4 was excluded due
to its uncompetitive zero-shot performance, while
DeepSeek-V3 was excluded because its massive
parameter size rendered fine-tuning computation-
ally prohibitive in our setup. We fine-tuned these
LLMs, alongside language-specific encoders (Um-
BERTo for Italian, Albertina for Portuguese), on
single-domain configurations (Telegram-only and
News-only) to evaluate in-domain versus cross-
domain transferability.

Phase 3 evaluates merged-domain fine-tuning.
We test whether combining both datasets during
training yields domain-invariant representations
that improve overall classification. We evaluate
Mistral-7B, DeepSeek-R1-14B, and the multilingual
encoder XLM-RoBERTa trained on the merged cor-
pus, comparing the results against the domain-
specific models from Phase 2.

Phase 4 constructs a Pareto frontier analysis
across all evaluated configurations to identify non-
dominated models optimizing distinct regions of
the accuracy-efficiency trade-space. This allows
us to find optimal model choices depending on the
priority of the task (maximum accuracy, balanced
performance, or maximum throughput).

We report macro-averaged F1 (equal class
weighting) and binary F1 (positive class focus)
as primary metrics, alongside accuracy, precision,
and recall. LLMs use temperature 0 for determin-
istic outputs with structured prompts defining task
requirements and output format. Fine-tuned en-
coders use class-weighted cross-entropy loss with
learning rate 2e-5, batch size 16, and early stop-
ping on validation F1-macro. All experiments use
seed 42 for reproducibility. LoRA employed rank
8, alpha 16 on 16 layers, learning rate 1e-5, batch
size 2, 600 iterations.

3.4. Computational Infrastructure

With the exception of DeepSeek-V3, which was
accessed via official API calls due to its massive
parameter size (671 B), all experiments were con-
ducted locally on a MacBook Pro with an Apple M3
Max chip (16-core CPU, 40-core GPU) and 64 GB
of unified memory. Local LLM inference utilized the
MLX framework optimized for Apple Silicon, while
encoder fine-tuning employed PyTorch.

4. Results

4.1. Phase 1: Zero-Shot Baseline
Performance

Phase 1 established the inherent capabilities of
LLMs prior to fine-tuning (Table 1). DeepSeek-
V3 demonstrated the strongest zero-shot perfor-
mance on Italian News (F1-macro 0.879) and good
performances on Portuguese Telegram (F1-macro
0.758). We do not take into account Deepseek-V3
time-analysis, as it was run on a different setup
compared to the other models. DeepSeek-R1-14B
followed closely, showing highly competitive rea-
soning capabilities (F1-macro 0.870 on IT; 0.781
on PT: the highest result), albeit with significantly
slower inference due to its chain-of-thought archi-
tecture. Mistral-7B offered a balanced trade-off,
maintaining good F1-macro scores (0.702 IT, 0.744
PT) with the lowest inference latency among LLMs
(0.64s–0.80s). Conversely, Phi-4 exhibited overly
conservative classification behavior, resulting in
high false negative rates and the lowest F1-macro
scores across both sets (0.611 IT, 0.697 PT). Full
dataset evaluation confirmed test set represen-
tativeness: Mistral-7B maintained F1-macro sta-
bility (test: 0.702/0.744 vs full: 0.704/0.704), as
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News ITA Telegram PT

Model Type Acc PM RM F1M F1B Time Acc PM RM F1M F1B Time

Phi-4 Vanilla 0.763 0.873 0.613 0.611 0.367 8.39s 0.879 0.819 0.656 0.697 0.462 7.67s
Mistral-7B Vanilla 0.771 0.737 0.688 0.702 0.559 0.64s 0.887 0.816 0.707 0.744 0.552 0.80s
DeepSeek-R1-14B Vanilla 0.893 0.883 0.860 0.870 0.816 12.86s 0.866 0.752 0.830 0.781 0.643 15.10s
DeepSeek-V3 Vanilla 0.901 0.896 0.866 0.879 0.827 1.69s 0.887 0.802 0.729 0.758 0.581 1.78s

Table 1: Phase 1: Zero-shot baseline performance of Large Language Models. Bold indicates best
performance per test set.

did DeepSeek-R1-14B (test: 0.870/0.781 vs full:
0.820/0.752).

4.2. Phase 2: Domain-Specific
Fine-Tuning

Building upon Phase 1, we proceeded to fine-tune
Mistral-7B and DeepSeek-R1-14B. DeepSeek-V3
and Phi-4 were excluded from this and subsequent
phases due to, respectively, hardware limitations
and poor baseline performance. Table 2 presents
the results of models trained strictly on single do-
mains, including language-specific encoders.

Mistral-7B benefited consistently from domain-
matched training: Telegram-only fine-tuning ele-
vated its F1-macro to 0.819 on Portuguese evalu-
ation, while News-only fine-tuning reached 0.781
on Italian headlines. However, this accuracy gain
incurred a substantial inference cost (4.5-4.7s per
sample vs 0.64-0.80s zero-shot). DeepSeek-R1-
14B demonstrated exceptional cross-domain per-
formance: when fine-tuned strictly on Portuguese
Telegram, it achieved F1-macro 0.892 on Italian
news: the highest score observed across all ex-
periments. Paradoxically, this same model de-
graded on its own training domain (F1-macro 0.655
on PT Telegram, below its zero-shot baseline
of 0.781). This suggests architectural sensitivity
where reasoning-optimized models may suffer for-
getting on informal, fragmented content while suc-
cessfully generalizing conspiratorial structures to
formal discourse.

Language-specific encoders showed mixed re-
sults: Albertina achieved strong in-domain perfor-
mance on Portuguese Telegram (F1-macro 0.774)
with exceptional speed (0.018s), whereas Um-
BERTo did not performe well on Italian news (F1-
macro 0.589).

4.3. Phase 3: Merged-Domain
Fine-Tuning

To test whether combining training data from both
languages and domains would yield a more ro-
bust, generalized classifier, we evaluated Mistral-
7B, DeepSeek-R1-14B, and the multilingual en-
coder XLM-RoBERTa on a merged training cor-

pus (Table 3). The findings indicate that merging
datasets did not yield significant improvements and,
in several cases, degraded performance.

For Mistral-7B, merged training resulted in F1-
macro 0.734 on Italian News and 0.770 on Por-
tuguese Telegram. These scores fall short of the
peak performances achieved via single-domain
fine-tuning (0.781 on News FT and 0.819 on TG FT,
respectively). DeepSeek-R1-14B exhibited a simi-
lar trend, dropping to F1-macro 0.833 on News and
0.633 on Telegram under the merged configuration.
The multilingual encoder XLM-RoBERTa achieved
modest scores (F1-macro 0.661 IT, 0.670 PT) but
stood out for its remarkable efficiency (0.005s per
sample). Overall, the data suggests that in PRCT
detection, exposing models to highly heteroge-
neous stylistic registers (formal vs. informal) and
languages simultaneously may introduce interfer-
ence rather than constructive transfer.

4.4. Phase 4: Pareto-Optimal Model
Selection

Phase 4 constructs the Pareto frontier separately
for each language to identify optimal deployment
strategies for large-scale annotation. DeepSeek-
V3 was explicitly excluded from this analysis: while
it served as a SOTA benchmark in Phase 1, its
reliance on external API calls makes its inference
latency incomparable to locally executed models,
rendering any efficiency comparison unfair. A
model configuration is Pareto-optimal if no alterna-
tive achieves both higher F1-binary (positive class)
and faster inference within the target language eval-
uation. Table 4 presents Pareto-optimal language
configurations across all tested models.

For Italian news headlines, four configurations
occupy the Pareto frontier. XLM-RoBERTa pro-
vides maximum throughput (200 samples/second)
at moderate accuracy (F1-binary 0.568). Mistral-
7B with Telegram LoRA achieves balanced per-
formance (F1-binary 0.688, 4.50s per sample),
representing a 12 percentage point improvement
over XLM-RoBERTa with 900-fold slower infer-
ence. DeepSeek-R1-14B zero-shot occupies
the quality-focused tier (F1-binary 0.816, 12.86s),
while DeepSeek with Telegram LoRA achieves
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News ITA Telegram PT

Model Type Acc PM RM F1M F1B Time Acc PM RM F1M F1B Time

Mistral-7B TG FT 0.771 0.748 0.786 0.753 0.688 4.50s 0.896 0.797 0.848 0.819 0.700 4.62s
Mistral-7B News FT 0.840 0.869 0.752 0.781 0.667 4.72s 0.896 0.824 0.746 0.777 0.613 4.73s
DeepSeek-R1-14B TG FT 0.908 0.892 0.892 0.892 0.850 16.67s 0.853 0.716 0.630 0.655 0.393 15.94s
DeepSeek-R1-14B News FT 0.901 0.881 0.887 0.884 0.840 15.90s 0.857 0.726 0.689 0.705 0.492 16.34s

UmBERTo News FT 0.710 0.644 0.588 0.589 0.367 0.005s — — — — — —
Albertina TG FT — — — — — — 0.874 0.761 0.790 0.774 0.623 0.018s

Table 2: Phase 2: Performance of models fine-tuned on single domains (Telegram or News). Bold
indicates best performance per test set.

News ITA Telegram PT

Model Type Acc PM RM F1M F1B Time Acc PM RM F1M F1B Time

Mistral-7B Merged FT 0.817 0.871 0.707 0.734 0.586 4.52s 0.900 0.860 0.726 0.770 0.597 4.58s
DeepSeek-R1-14B Merged FT 0.855 0.827 0.840 0.833 0.771 16.20s 0.823 0.648 0.623 0.633 0.369 15.60s

XLM-RoBERTa Merged FT 0.687 0.660 0.684 0.661 0.568 0.005s 0.749 0.663 0.783 0.670 0.508 0.005s

Table 3: Phase 3: Performance of models fine-tuned on the merged dataset (News + Telegram). Bold
indicates best performance per test set.

maximum accuracy (F1-binary 0.850, 16.67s), the
highest score observed across all Italian evalua-
tions.

For Portuguese Telegram messages, three dis-
tinct configurations emerge. XLM-RoBERTa pro-
vides maximum throughput but with lower accuracy
(F1-binary 0.508, 0.005s). Albertina fine-tuned on
Telegram offers Portuguese-specific optimization
(F1-binary 0.623, 0.018s), processing 55.6 sam-
ples per second while achieving 11 percentage
point improvement over XLM-RoBERTa. Mistral-
7B with Telegram LoRA FT reaches maximum ac-
curacy (F1-binary 0.700, 4.62s), representing the
optimal choice for quality-critical Portuguese Tele-
gram annotation tasks with 26-fold slower inference
than Albertina but 7.7 percentage point F1 improve-
ment.

The choice among Pareto-optimal models de-
pends on operational constraints and target lan-
guage. For News Headlines Italian data annotation,
DeepSeek-R1-14B with Telegram LoRA provides
maximum accuracy (F1-binary 0.850) suitable for
quality-critical applications, while Mistral-7B with
Telegram LoRA offers balanced performance at
faster inference. For Portuguese data annotation,
Mistral-7B with Telegram LoRA achieves maximum
accuracy (F1-binary 0.700), while Albertina pro-
vides adequate performance with great speed ad-
vantage for throughput-critical workflows. All other
evaluated configurations are Pareto-dominated
within their respective language evaluations.

5. Error Analysis

Zero-shot LLMs demonstrate conservative behav-
ior with high Precision and lower Recall, minimizing
false positives at the cost of missing true PRCT
instances. Conversely, fine-tuned encoders show
inverse patterns, with lower Precision but higher
Recall, capturing more true positives while also
accepting more false positives. Error rates demon-
strate contrasting relationships with text length
across the two domains. Italian news headlines
show decreasing error rates as length increases,
indicating that longer headlines provide sufficient
context. Portuguese Telegram messages exhibit
the inverse pattern, where PRCT claims embedded
within extended narratives become diluted.

Cross-domain transfer reveals unexpected asym-
metries. Mistral-7B fine-tuned exclusively on Por-
tuguese Telegram achieves competitive perfor-
mance on Italian news (F1-macro 0.753). Qual-
itative examination shows coverage of implicit for-
mulations, such as weaponization metaphors, elite
manipulation claims, and presuppositional framing.
One hypothesis is that exposure to explicit conspir-
atorial language during training facilitates recog-
nition of implicit PRCT formulations. DeepSeek-
R1-14B (TG FT) demonstrates markedly different
behavior, achieving exceptional performance on
formal news (F1 0.892) but degrading on the train-
ing domain itself. This suggests architectural sen-
sitivity where reasoning-optimized models benefit
from cross-domain exposure on formal discourse
but suffer forgetting on informal content.

To systematize our qualitative findings, Table
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Model Configuration Type F1B Time/sample Samples/sec Recommended for

Italian News Headlines

XLM-RoBERTa Merged FT 0.568 0.005s 200.0 Maximum throughput
Mistral-7B TG FT 0.688 4.50s 0.22 Balanced performance
DeepSeek-R1-14B TG FT 0.850 16.67s 0.06 Maximum accuracy

Portuguese Telegram Messages

XLM-RoBERTa Merged FT 0.508 0.005s 200.0 Maximum throughput
Albertina TG FT 0.623 0.018s 55.6 Balanced performance
Mistral-7B TG FT 0.700 4.62s 0.22 Maximum accuracy

Table 4: Language-specific Pareto-optimal models identified through Phase 4 analysis. We highlight
configurations suitable for distinct application scenarios: maximum accuracy favors offline social science
analysis, while maximum throughput suits real-time content flagging. Each section shows dominant
configurations for the target language (no alternative achieves both higher F1B and faster inference).

5 categorizes the most frequent error patterns
and classification behaviors across models and
domains. Model-specific error patterns reveal dis-
tinct behavioral profiles. For instance, Phi-4 ex-
hibits extreme conservatism, missing 77.5% of
PRCT instances, including headlines with literal
replacement terminology. Mistral-7B demonstrates
balanced behavior but struggles with distinguish-
ing fear-inducing rhetoric from actual conspiratorial
framing, occasionally missing military metaphors.
Albertina exhibits domain-appropriate sensitivity
for Portuguese informal content but struggles with
historical PRCT references and demographic com-
plaint rhetoric. DeepSeek-R1-14B fine-tuned on
Telegram systematically misses serialized docu-
mentary content and specific dog-whistles (e.g.,
remigration) in its own fine-tuning domain.

A prominent source of false positives across all
models occurs when they encounter affective lan-
guage, fear-inducing rhetoric, or violent imagery
that lacks the essential element of conspiratorial
orchestration. Conversely, false negatives exhibit
more diverse patterns: models systematically miss
conspiracy theories expressed through indirect dis-
cussion, presupposition, or serialized content that
distributes conspiratorial claims across multiple in-
stallments, requiring contextual understanding be-
yond a single-message scope.

6. Discussion

This work situates PRCTs within the broader frame-
work of Information Disorder (Wardle and Der-
akhshan, 2017). Specifically, PRCTs typically op-
erate as dis-information—false narratives deliber-
ately created to inflict harm or sow societal divi-
sion—though they are frequently propagated by
genuine believers as mis-information. Understand-
ing the contextual and cultural factors that differen-
tiate formal news propagation in Italy from informal,

community-driven Telegram messaging in Portu-
gal is essential for developing comprehensive NLP
systems capable of addressing the full spectrum
of information disorders.

Models fine-tuned on Portuguese Telegram
achieve higher F1 scores when evaluated on Ital-
ian news headlines than models trained on Ital-
ian news itself. Mistral TG FT reaches F1=0.753
on Italian news versus F1=0.688 for News FT
and F1=0.729 for Merged FT. DeepSeek TG FT
achieves F1=0.892 on Italian news, the highest
score across all configurations.

This pattern is consistent with multiple non-
exclusive hypotheses: (1) Telegram’s explicit con-
spiratorial discourse provides richer linguistic sig-
nals than news headlines’ implicit formulations; (2)
longer texts (Telegram avg. 383 chars vs news
81 chars) enable more robust feature learning; (3)
Italian linguistic features facilitate classification re-
gardless of training corpus; (4) class distribution
effects (28.5% PRCT in news vs 15.7% in Tele-
gram) interact with model calibration.

DeepSeek-R1-14B exhibits paradoxical behav-
ior: its Telegram-trained variant achieves F1=0.892
on Italian news (cross-domain evaluation) yet dete-
riorates to F1=0.655 on Portuguese Telegram (in-
domain), performing worse than its own zero-shot
baseline (F1=0.781). This pattern suggests forget-
ting during fine-tuning on informal discourse, where
the model’s chain-of-thought optimization for struc-
tured reasoning may conflict with Telegram’s frag-
mented linguistic patterns. Conversely, Mistral-7B
benefits consistently from domain-matched training
across both datasets, with in-domain fine-tuning
yielding monotonic improvements over zero-shot
baselines.

Finally, the operational trade-off between predic-
tive performance and computational cost dictates
distinct deployment strategies. While LLMs offer
superior reasoning for complex narratives, their
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Error Pattern Model (Behavior) Domain Representative Example

Implicit Formulations
(Weaponization, Elites)

Mistral TG FT
[True Positive]

News Germania li usa come armi per destabilizzarci
(Germany uses them as weapons to destabilize
us)

Over-Conservatism
(Literal replacement terms)

Phi-4
[False Negative]

News La sostituzione etnica di Meloni: 830mila immi-
grati
(Meloni’s ethnic replacement: 830 thousand immi-
grants)

Fear-Inducing Rhetoric
(Without orchestration)

Mistral-7B, Encoders
[False Positive]

News Immigrati islamici pronti a colpire in Italia
(Islamic immigrants ready to strike in Italy)

Demographic Complaints
(Historical context)

Albertina
[False Negative]

TLgram Número de imigrantes nas escolas públicas au-
menta 47% em dois anos
(Number of immigrants in public schools increases
47% in two years)

Serialized Content
(& Specific dog-whistles)

DeepSeek TG FT
[False Negative]

TLgram REMIGRΛZÓN ÚNICΛ SOLUZÓN
(REMIGRATION ONLY SOLUTION)

Reporting/Discussing
(Presuppositional framing)

All Models
[False Negative]

News Migranti e sostituzione etnica: critiche bipartisan
a Lollobrigida
(Migrants and ethnic replacement: bipartisan criti-
cism of Lollobrigida)

Table 5: Systematization of the most common error patterns and classification behaviors identified in the
qualitative analysis.

inference latency renders them less suitable for
real-time monitoring of high-velocity streams com-
pared to efficient encoders like XLM-RoBERTa. As
an example application, we could use a tiered ar-
chitecture. Encoders would filter massive datasets
first, passing only the ambiguous data to LLMs for
detailed checking. While LLMs demonstrate supe-
rior performance in our experiments, recent work
demonstrates that hybrid approaches combining
shallow learning with theoretically-grounded fea-
tures can outperform LLMs on related discourse
tasks (Bassi et al., 2025). Given that, as Marino
et al. (2025) found, PRCT discourse exhibits dis-
tinctive linguistic markers such as religious lan-
guage, power dynamics, higher negative tone and
conflict framing, future work should investigate
whether operationalizing these patterns as explicit
features could enhance detection while reducing
computational costs.

7. Conclusions

This work provides a comparative analysis of large
language models and fine-tuned encoders for Pop-
ulation Replacement Conspiracy Theory detec-
tion, offering the first empirical benchmark of their
cross-corpus performance between informal Por-
tuguese and formal Italian discourse contexts. We
evaluated seven model architectures across infor-
mal Telegram messages and formal news head-
lines, establishing baseline performance metrics
and identifying cross-corpus evaluation patterns.

A model fine-tuned on Portuguese Telegram
data achieve F1-binary 0.850 (DeepSeek-R1-14B)
when evaluated on Italian news headlines. This
cross-corpus performance is consistent with do-
main transfer but could equally reflect linguistic,
length-based, or distributional factors given the
systematic confounding in our design. Controlled
experiments with balanced language-domain com-
binations are required to isolate causal mecha-
nisms.

Pareto frontier analysis identified language-
specific optimal configurations balancing accuracy
and computational efficiency: DeepSeek TG FT for
Italian data (F1-binary 0.850, 16.67s per sample)
and Mistral TG FT for Portuguese data (F1-binary
0.700, 4.62s per sample). These models provide
practical deployment options for large-scale an-
notation (for instance, high-volume documents for
offline social analysis), with encoder alternatives
(XLM-RoBERTa, Albertina) offering throughput-
critical solutions where speed outweighs accuracy
requirements, which may be a better choice for on-
line or run-time PRCT spotting. Future work should
expand coverage to additional languages, model
architectures, and test generalization to other me-
dia formats.

8. Limitations

A primary limitation of this study, as discussed in
Section 6, is the systematic confounding of lan-
guage, domain, text length, and class distribu-
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System Prompt Configuration

You are a classifier specialized in detecting Population Replacement Conspiracy Theories (PRCT) in
text. Your task is to determine if the given text contains or supports PRCT narratives.

DEFINITION OF PRCT:
Population Replacement Conspiracy Theories claim that native populations in Western countries
are being systematically replaced by non-European (non-Christian, non-white) peoples through
immigration and demographic changes as part of a deliberate orchestrated plan.

INDICATORS OF PRCT:

• Explicit references to "Great Replacement", "White Genocide", "Kalergi Plan", "Eurabia"

• Dog whistles: "Fourteen Words", "1488", "ZOG", "remigration", "demographic warfare",
"invasion"

• Framing immigration as "invasion", "ethnic substitution", or "cultural erasure"

• Claims of orchestrated plans by elites/globalists to replace native populations

• Suggesting demographic changes are intentional and part of a hidden agenda

CLASSIFICATION:

• YES: The text mentions, supports, or alludes to PRCT narratives

• NO: The text does not contain PRCT content (may discuss immigration without conspiracy framing)

IMPORTANT:

• You will only see the text of the message. Base your decision only on that.

• General anti-immigration sentiment WITHOUT conspiracy elements = NO

• Concerns about demographic changes WITHOUT deliberate orchestration claims = NO

• If dog whistles are present, then, it’s likely = YES

OUTPUT FORMAT: Respond with a valid JSON object:

{ "prct": "YES" or "NO" }

TEXT TO CLASSIFY: [[TEXT]]

Figure 1: The system prompt used for zero-shot classification with LLMs.

tion, which restricts our ability to isolate the spe-
cific drivers of cross-corpus performance. Conse-
quently, our findings regarding cross-domain trans-
fer should be interpreted strictly as preliminary hy-
potheses rather than definitive evidence.

Furthermore, the computational demands of fine-
tuning LLMs imposed strict constraints on our ex-
perimental setup. Consequently, LoRA adaptations
were executed using a single initialization seed.
While reporting single-run performance is a prag-
matic and standard approach for establishing initial
baselines in resource-constrained LLM research,
it inherently precludes the calculation of cross-run
variance and formal statistical significance test-
ing. We encourage future research with expanded
computational budgets and data size to conduct
multi-seed evaluations to establish robust confi-
dence intervals. Plus, while LoRA substantially
reduces computational costs and memory require-
ments, enabling experimentation across multiple
model architectures, prior work demonstrates that
LoRA can underperform full fine-tuning on certain

tasks, particularly those requiring extensive param-
eter updates for domain adaptation. The magni-
tude of this performance gap in our PRCT detec-
tion context remains unquantified. Temporal cov-
erage spans 2021–2024 without diachronic analy-
sis, though PRCT narratives demonstrably evolve
across decades. This temporal constraint limits
conclusions about model robustness to evolving
conspiracy formulations. Finally, the zero-shot eval-
uation employed a single English prompt template
without few-shot example selection. This method-
ological choice was motivated by our objective to
establish a uniform, rigorous baseline performance
generalizable to deployment contexts lacking an-
notated data, given that LLMs often exhibit more
stable alignment with English instructions even on
multilingual tasks. A systematic prompt compar-
ative study—including testing the same models
under plain instruction, language-specific prompts
(Italian and/or Portuguese), and few-shot or chain-
of-verification (CoVe) prompts—is left as a next
step for future research.
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9. Ethical Considerations

This research involves the analysis of extremist
narratives and conspiracy theories, which inher-
ently include discriminatory and harmful language.
To ensure privacy and ethical compliance, all
Telegram messages were sourced exclusively
from publicly accessible channels through official
APIs, and no personally identifiable information
was retained or analyzed. The Italian news
headlines consist entirely of public journalistic
records. Furthermore, given the sensitive and
potentially distressing nature of the textual data,
the annotation process was conducted exclusively
by domain experts in linguistics and social
sciences, with periodic meetings, rather than
vulnerable and isolated crowd-workers, thereby
attempting to mitigate the psychological risks
associated with exposure to extremist content.
Finally, we explicitly acknowledge the risk of false
positives, such as misclassifying legitimate, albeit
polarized, political discourse on immigration as
conspiratorial. Consequently, these systems are
intended to serve as assistive diagnostic tools that
require human-in-the-loop oversight, rather than
fully autonomous moderation mechanisms. All
research activities were carried out in accordance
with the ethical guidelines and with the formal
approval of the research center’s Ethical Review
Board.
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Cagri Toraman, Furkan Şahinuç, and Eyup Yilmaz.
2022. Large-scale hate speech detection with
cross-domain transfer. In Proceedings of the
Thirteenth Language Resources and Evalua-
tion Conference, pages 2215–2225, Marseille,
France. European Language Resources Associ-
ation.

Claire Wardle and Hossein Derakhshan. 2017. In-
formation disorder: Toward an interdisciplinary
framework for research and policymaking, vol-
ume 27. Council of Europe Strasbourg.

Maxwell Weinzierl and Sanda Harabagiu. 2022.
Vaccinelies: A natural language resource for
learning to recognize misinformation about the
covid-19 and hpv vaccines. arXiv preprint
arXiv:2202.09449.

Karolina Wojtasik. 2020. Utøya–christchurch–halle.
right-wing extremists’ terrorism. Security Di-
mensions. International and National Studies,
(33):84–97.

119



Proceedings of the 1st Workshop on Information Disorder (InDor) @ LREC 2026, pages 120–131
12 May 2026. ©ELRA Language Resources Association (ELRA), 2026

Mapping Discourse Reframing: A Multi-Layer Network Approach to
Italian HPV Vaccine Discourse on X (2010-2024)

Lorella Viola
Vrije Universiteit Amsterdam

De Boelelaan 1105, 1081 HV Amsterdam
l.viola@vu.nl

Abstract
Understanding how online narratives travel through coalitions is critical for identifying information disorder, yet
computational analyses often rely on conservative network constructions that erase initially sparse but salient signals.
This paper proposes a novel multi-layer framework that captures low-frequency signals of emerging information
disorder allowing for locating where online discourse is reframed and amplified over time. The use case is 14 years of
Italian discourse on X regarding the Human Papillomavirus (HPV) vaccine across three pivotal epochs (2010–2024).
Utilizing hashtag co-occurrence networks, we introduce a dual-layer approach. We first identify robust core discourse
coalitions through conservative community detection, revealing a stable prevention-oriented backbone contrasted
with increasingly separable skepticism coalitions. We then introduce a ‘coverage’ layer and project fringe hashtags
into core coalitions based on weighted connectivity. Using a manually labelled set of skeptical and conspiratorial
seed tweets, we demonstrate that this core–coverage projection significantly improves the recovery of long-tail,
problematic hashtags while preserving an interpretable coalition structure. Our findings characterize the structural
maturation of polarized narratives and provide a methodology for mapping how discourse is reframed and amplified
by information disorder over time.

Keywords: HPV vaccine, information disorder, X, online community mapping, hashtags, health discourse,
conspiracy

1. Introduction

Discourses rise and fall in popularity not arbitrar-
ily, but because they align with the prevailing so-
cial, political, and economic contexts in which they
are created and perpetuated (Robertson, 1998).
For example, public conceptualisations and discus-
sions of health reflect more than just health: they
also offer privileged viewpoints to understand how
ideas, beliefs and explanations for what health is
and what determines it change over time, for exam-
ple, in response to increased scrutiny or societal
shifts. In turn, understanding the structural and
temporal evolution of health discourse is essen-
tial to identify mechanisms of information disorder
and inform democratic countermeasures. This is
particularly important where harms include public
health risks such as the erosion of trust in medical
recommendations.

Especially in digital ecosystems, misleading, con-
spiratorial, or polarizing claims rarely propagate in
isolation (Viola, 2025; Carpiano et al., 2023; Dur-
maz and Hengirmen, 2022; Quintana et al., 2022;
Gunaratne et al., 2019); instead, they travel through
narrative coalitions that infiltrate core public health
narratives and reframe topics, institutions, and re-
sponsibilities. Despite the exponential growth in
scholarship mapping the impact and content of dis-
information (Wiggins, 2023; Bonnevie et al., 2021;
Chen et al., 2021; Stabile et al., 2019; Van Prooijen
and Van Vugt, 2018), a significant computational

challenge remains: information disorder signals of-
ten reside in the ‘long tail’ of discourse, that is a
large number of niche or short-lived elements which
in a communication ecosystem individually appear
only a few times, but collectively make up a sub-
stantial share of discourse diversity (Kordumova
et al., 2016). Because emerging disinformation
or conspiratorial narratives may initially present as
sparse, low-frequency signals, traditional network
analyses that rely on conservative filtering (e.g.,
high edge-count thresholds) risk erasing the very
salient signals that characterize the early stages of
narrative reframing. This erasure limits our ability to
observe how fringe skepticism matures into robust,
structurally separable coalitions that can eventually
contest the prevention-oriented backbone of public
health.

This paper addresses this gap by proposing a
novel multi-layer framework designed to capture
low-frequency signals without sacrificing the inter-
pretability of the core discourse. The use case is
14 years of Italian discourse on X (formerly Twit-
ter) surrounding the human papillomavirus (HPV)
vaccine. This vaccine has historically been a light-
ning rod for anti-vaccination campaigns and gender-
based disinformation (Viola, 2025; Kornides et al.,
2023; Calo et al., 2021) offering a unique longi-
tudinal lens into how discourse reframing under-
mines public trust. Specifically, this study maps
the structural maturation of narrative coalitions as
manifested through hashtags in Italian posts about
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HPV across three pivotal epochs (2010–2014,
2015–2019, 2020–2024). The assumption is that
hashtags can be interpreted as cultural products
(La Rocca and Boccia Artieri, 2022; Zappavigna,
2016; Weller et al., 2013) and that these cultural
products act as markers of conceptual associa-
tions and communal identity. Using hashtag co-
occurrence networks, we introduce a dual-layer
approach: a ‘core’ layer defined by conservative
community detection (k-core ≥ 2) to identify the
stable thematic backbone, and a ‘coverage’ layer
(edge count ≥ 1) that captures the long tail. By
projecting these fringe hashtags into the core coali-
tions based on weighted connectivity, we provide
a methodology for locating where and how health
narratives are reframed and amplified over time.
Using a manually labelled set of skeptical and con-
spiratorial seed posts, we demonstrate that this
projection significantly improves the recovery of
problematic hashtags that hijack health narratives
and that would otherwise be lost in traditional net-
work constructions.

2. Previous studies

Research on health discourse has long empha-
sized its temporal dimension, showing how shifts
in public sentiment and dominant narratives can
shape, sometimes rapidly, policy agendas and in-
stitutional responses (McPhail and Bombak, 2015;
Berridge, 2007; Lawrence, 2004). This work high-
lights the dynamic interplay between public priori-
ties, political decision-making, and the framing of
responsibility and risk. A well-known example is the
case of the HPV vaccine in Japan, when following
a surge in media reports of unconfirmed adverse
events, often framed through conspiracy-adjacent
narratives of government and pharmaceutical col-
lusion, in 2013 the Japanese Ministry of Health,
Labour and Welfare (MHLW) suspended its proac-
tive recommendation for the vaccine (Yagi et al.,
2024). This suspension lasted nearly nine years,
ending only in April 2022 and it is frequently cited
in academic literature as a cautionary tale of how
information disorder and safety concerns can lead
to the total collapse of a public health program (Lar-
son and Broniatowski, 2021).

Studies foreground how health meanings evolve
over time and why such evolution matters for un-
derstanding both governance and public contes-
tation around health. With specific reference to
vaccine discourse, recent work has examined the
growth and transformation of anti-vaccine activism
and the changing structure of online vaccine dis-
cussion (Britt, 2023; Carpiano et al., 2023; Crupi
et al., 2022; Durmaz and Hengirmen, 2022; Møn-
sted and Lehmann, 2022; Quintana et al., 2022).
Across studies, several recurring patterns have

emerged: increasing attention to vaccination top-
ics online; highly polarised interaction dynamics in
which users preferentially engage with like-minded
others; and a growing alignment between vaccine
skepticism and political identity, including far-right
affiliation. Importantly, research has shown that
anti-vaccination groups, though smaller than pro-
vaccination communities, can account for a dis-
proportionate share of content and remain highly
active (Gunaratne et al., 2019). These dynamics
are often mediated by trust: information tends to be
accepted not primarily on accuracy grounds, but on
whether it circulates within trusted in-groups (Quin-
tana et al., 2022). This important literature, how-
ever, has often addressed vaccine discourse at a
broad level (without focusing on a specific vaccine)
or concentrates primarily on COVID-19 vaccination.
Moreover, English-language studies substantially
outnumber those in other languages, limiting our un-
derstanding of how vaccination narratives evolve in
different sociolinguistic and political contexts. This
motivates further work on non-English case studies
and on vaccine-specific discourses, such as the
Italian online debate around the HPV vaccine.

In terms of online cultural artifacts, scholarship
on hashtags has expanded significantly over the
past two decades (La Rocca and Boccia Artieri,
2022). While hashtags originated as indexing tools
for grouping content, research shows that they have
evolved into multi-functional instruments that op-
erate simultaneously as thematic markers, navi-
gation devices, and forms of self-expression (e.g.,
#metoo). Because hashtags combine descriptive
signals with affective and communicative mean-
ings, they can be studied through linguistic, cul-
tural, and media perspectives. A growing body of
work argues that hashtags operate as speech acts
and cultural objects: they acquire meaning through
collective use and are continually redefined via in-
teraction. From this perspective, hashtags are not
merely employed by users but are also transformed
by them, contributing to the construction of social
reality (Budnik et al., 2019). This approach has
been particularly influential in studies of hashtag
activism, where hashtags function as rallying points
for collective action and solidarity, enabling mobili-
sation and identity formation around political and
social causes (Dobrin, 2020; Ross, 2020; Sebeelo,
2021). In these contexts, hashtags can become
condensed manifestos of movements and potent
markers of affiliation (La Rocca and Boccia Artieri,
2022).

This scholarship supports the view of hashtags
as cultural symbols carrying semantic content that
is continuously renegotiated. This conceptualisa-
tion motivates the present study’s focus on longitu-
dinal changes in HPV-related hashtag use in Italian
posts as a way to understand evolving health nar-

121



ratives and their entanglement with broader social
dynamics.

3. The HPV vaccine

HPV, the most prevalent sexually transmitted infec-
tion globally, affects both men and women, with an
estimated 80%-90% of individuals contracting it dur-
ing their lifetime (Kombe Kombe et al., 2021). Of the
100 types of HPV, 13 may induce cancer, with cer-
vical cancer being the most common HPV-related
cancer and the fourth most common cancer among
women worldwide (WHO, 2022). In terms of public
reception, since its approval by the Food and Drugs
Administration (FDA) and the European Medical
Agency (EMA) in 2006, Gardasil, the HPV vaccine
licensed by Merck in the same year, has faced mul-
tiple anti-vaccination campaigns around the world.
Concerns have included fears of promoting sex-
ual promiscuity, providing false security, mandatory
vaccination issues, access disparities, unreported
adverse effects, and corruption (Chen et al., 2021;
Briones et al., 2012; Vamos et al., 2008). These
concerns have been amplified through media like
Andi Reiss’s 2018 documentary ‘Sacrificial Virgins’,
which sparked controversy and government pres-
sure in Australia (Gwynne, 2020), works like ‘The
HPV Vaccine On Trial’ (Holland et al., 2018) and
retracted articles on fertility issues (DeLong, 2018).

In addition to the already cited Japanese case,
disinformation and conspiracy theories, typically
revolving around recurring tropes, have also been
identified in the discourse of HPV anti-vaccination
campaigns (Smith and Gorski, 2024; Khalil et al.,
2023; Wakefield, 2022). In China, some conspir-
acists claim that the HPV vaccine is both a profit-
driven scheme by the government and a biological
weapon from western nations aimed at eradicat-
ing the Chinese ethnic group (Chen et al., 2021).
Broader global narratives include accusations that
governments and pharmaceutical companies fab-
ricate data on vaccine efficacy and safety (Khalil
et al., 2023), allegations that the vaccine causes in-
fertility and primary ovarian insufficiency (POI), de-
population conspiracy theories (Viola, 2025; Smith
and Gorski, 2024), and claims that vaccinated in-
dividuals shed spike proteins, causing illness in
others (Wakefield, 2022).

To complicate the information space even more,
some theories have been substantiated, such
as the 2017 Italian exposé on corruption during
the Gardasil approval process (Borella, 2017; Ga-
banelli and Valesini, 2016), thus making Italy a
particularly valuable use case for the present study.
Italy was also the first European country to adopt
a population-based HPV vaccination strategy for
12-year-old girls (Mennini et al., 2022; Gabutti et al.,
2021). Additional age groups were proposed as

secondary targets, including 25-year-old women
already involved in HPV screening services and a
potential third cohort of women between 12 and
25 years old. The 2017–2019 National Immuni-
sation Plan (NIP) expanded to include both sexes
as primary targets for HPV vaccination during ado-
lescence, preferably before sexual debut (Mennini
et al., 2022). Currently, the vaccine is offered for
free; it is not mandatory but recommended for boys
and girls between 11 and 15 years of age, with
some regions extending the gratuity up until 26
years of age.

4. Data and methodology

Data retrieval was conducted through targeted
queries that extracted posts from X containing spe-
cific hashtags, including #HPV, #Gardasil, #papil-
lomavirus, #papilloma.1 Even though posts were
collected with the platform language parameter set
to Italian (lang=it), an additional post-hoc language
filter was necessary because the platform’s lan-
guage metadata is not fully reliable, mostly due
to language tags produced by automated classi-
fiers. Language identification was performed using
fastText’s pre-trained language identification model
(lid.176), and only tweets predicted as Italian (it)
were kept for downstream analysis. The result-
ing corpus spans from 2 January 2010 to 30 De-
cember 2024 (≈5,476 days, ≈ 15 years) and con-
tains 4,895 unique post records from 2,252 unique
usernames (1,910 unique user IDs). The 2,394
hashtags are present in 904 posts (18.47%), com-
prising 754 unique hashtags. The dataset also
includes several attributes such as the post texts,
likes, replies, reposts, shares, and quotes count. A
detailed description is given in Table 4 in the Ap-
pendix. The dataset was finally pseudonymised
and can be provided upon request to the author.

To map long-term changes in Italian HPV vaccine
discourse, the study models hashtags as markers
of discourse by analysing their co-occurrence struc-
ture over time. As already discussed, the method-
ology was designed to overcome the loss of early
information disorder signals inherent in longitudinal
social media analysis whereas traditional network
approaches are often applied with aggressive filter-
ing to ensure structural interpretability. To recover
such long-tail signals and identify where informa-
tion disorder typically originates, we implemented
a dual-layer hashtag co-occurrence framework that
maintains the rigour of conservative community

1Data collection was performed in 2025 on the Apify
platform by executing a Twitter/X scraping Actor (Actor
ID: nfp1fpt5gUlBwPcor) via Apify Actor runs (Apify API
v2 / Apify Console), and exporting the resulting dataset
from the Actor run output.
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Epoch Posts Hashtags Bigrams
2010–2014 1,277 640 812
2015–2019 1,514 1,095 1,932
2020–2024 2,104 659 1,127

Table 1: Post, hashtag and hashtag-bigram counts
per epoch.

detection while capturing the emerging narrative
reframing found in lower-frequency discourse.

Based on their timestamp, posts were first seg-
mented into three pivotal epochs: 2010–2014
(initial policy implementation), 2015–2019 (policy
Expansion), and 2020–2024 (COVID and Post-
COVID). Following the research design (i.e., hash-
tags as cultural products that signal conceptual
association and communal alignment) all hashtags
were extracted. For each post and year, we then
constructed an undirected weighted co-occurrence
table of hashtag pairs (bigrams), where an edge
between hashtags hi and hj is created whenever
they appeared in the same post and the edge
weight equalled the number of posts in that year in
which the pair co-occurs. Yearly edges were aggre-
gated within each epoch to obtain an epoch-specific
weighted hashtag co-occurrence graph. Table 1
illustrates the distribution of posts, hashtags and
hashtags bigrams across epochs.

From the distribution of hashtags and hashtags
bigrams across epochs, interesting observations
can already be drawn. There is a clear surge in both
unique hashtags and bigram connections during
the 2015–2019 epoch. This aligns with the ‘Policy
Expansion’ phase, suggesting that the discourse
became more dense and diverse. Moreover, in
all epochs, the number of bigrams significantly ex-
ceeds the number of hashtags, indicating a highly
interconnected network where hashtags are rarely
used in isolation.

To identify the stable thematic backbone of the
discourse, we first construct a core layer. In this
layer, we apply conservative network constraints
to filter out noise and ensure the robustness of the
identified coalitions, specifically, only edges with a
weight ≥ 2 (co-occurrence in at least two unique
posts) are retained. To ensure that every hashtag
is part of a conversation circle rather than just a
lonely tag attached to a single main topic, we also
apply k-core constraint ≥ 2, pruning all nodes that
are not part of a subgraph where every node is
connected to at least two others.

Community structure within each epoch graph
was identified using a hierarchical Girvan-Newman
community detection procedure (Girvan and New-
man, 2002); this algorithm reflects the number of
shortest paths that pass through an edge. By
progressively removing edges with the highest
betweenness, it effectively disassembles the net-

work along its most significant connections, re-
vealing peripheral community structures within the
graph. This method is especially suited to smaller
or moderately-sized networks where the clarity of
the hierarchical structure is paramount. Using this
algorithm, we detected the core coalitions, that is
the most stable discourse. To enable diachronic
comparison, communities were matched across
epochs using Jaccard overlap of their core hashtag
sets, producing stable community identifiers.

We then computed the coverage layer. This layer
is meant to capture the information disorder signals,
which are often sparse and initially disconnected
from the mainstream, as already discussed. This
layer retains every hashtag co-occurrence (edge
weight ≥ 1) and removes the k-core constraint.
This inclusive approach ensures that low-frequency
hashtags such as emerging skepticism markers are
captured rather than discarded. Finally, we imple-
ment a core–coverage projection. Rather than treat-
ing the two layers as separate entities, we project
the coverage hashtags into the existing core coali-
tions based on their weighted relative connectivity.
Specifically, a hashtag from the coverage layer was
assigned to a core coalition if it shared an edge
with at least one node in that core coalition and its
strongest weighted connection (or the sum of its
connections) gravitates towards that specific cluster.
Hashtags that shared no edges with any core nodes
remained unassigned. This method allowed us to
observe how fringe, long-tail narratives attempt to
infiltrate or reframe established core narratives, for
example showing how a conspiracy hashtag might
attach itself to a core prevention node.

Finally, to validate the effectiveness of this pro-
jection, we manually labelled a set of seed posts
containing verified skeptical or conspiratorial con-
tent. Seed posts were selected via Critical Dis-
course Analysis (CDA)-guided manual identifica-
tion of canonical vaccine-controversy frames as
found in the literature (e.g., safety harms, corrup-
tion/pharma capture, freedom/control, depopula-
tion rhetoric, institutional distrust). The author then
manually flagged posts in the corpus that clearly in-
stantiated these frames and used the hashtags ap-
pearing in these posts to build a small seed lexicon
for weak supervision. By measuring the recovery
rate of these seeds within the projected layer versus
a standard single-layer k-core graph, we demon-
strate that the Core–Coverage framework captures
significantly more salient information disorder sig-
nals while preserving an interpretable structural
map of the discourse evolution.

5. Analysis and Results

First, we report the size of the largest connected
component (LCC), i.e., the number of nodes in the
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Epoch Layer N E C LCC W-in
2010–2014 Core 46 99 3 40 0.90
2010–2014 Coverage 150 403 5 137 0.76
2015–2019 Core 86 224 7 69 0.95
2015–2019 Coverage 349 1,169 16 312 0.79
2020–2024 Core 40 84 7 24 1.00
2020–2024 Coverage 268 858 17 220 0.84

Table 2: Core vs. coverage diagnostics across
epochs. N = nodes; E = edges; C = connected
components; LCC = size of the largest connected
component; W-in = within-community edge share.

largest subgraph in which all nodes are mutually
reachable via paths, together with the total number
of disconnected components in the network (implic-
itly). Coverage networks are larger and typically in-
clude more peripheral components, while the core
networks concentrate mass into fewer, denser struc-
tures. Second, we report the within-community
edge share, defined as the fraction of edges whose
endpoints fall within the same detected commu-
nity. As expected, this share is substantially higher
in the core networks (2010–2014: 0.90 vs. 0.76;
2015–2019: 0.95 vs. 0.79), indicating that spar-
sification produces a clearer modular backbone,
whereas the coverage layer preserves more cross-
community bridges and niche connections that in-
crease between-community linking. The results are
displayed in Table 2.

Figures 1 and 3 display the two layers as network
graphs. The graphs show how the discourse ex-
panded dramatically particularly between the first
two epochs. The coverage layer, which represents
the full conversational landscape, more than dou-
bled in size in the epoch 2015-2019, growing from
150 nodes to 349 nodes, whereas the core layer
grew from 46 to 86 nodes, indicating that more
hashtags achieved the structural robustness re-
quired to be considered part of the core discourse.
At the same time, while the network expanded, its
density decreased, reflecting a more fragmented
and specialized discourse where different commu-
nities become increasingly distinct. In coverage,
the discourse is organized around the HPV anchor,
as evidenced by the very high connectivity of the
#hpv node compared to other tags. Around it, sta-
ble health frames can be observed such as screen-
ing/prevention/cancer and medical/vaccine vocab-
ulary (e.g., #screening, #prevenzione, #cancro,
#tumore, #paptest, #vaccini, #medicina, and #gar-
dasil). This suggests that early discourse is largely
public-health informational and HPV is framed as
prevention/cancer risk with a supporting vaccine
thread. In contrast, the core is much smaller and
notably does not contain #hpv (nor edges involving
#hpv). This confirms that the core network fore-
grounds a tight prevention/screening/cancer back-

bone showing that the clinical/preventive narrative
family is the most robust structure.

The second epoch (2015–2019) reveals the rise
of narrative coalitions. While the prevention back-
bone persists (#prevenzione, #salute), a highly ro-
bust skepticism coalition has moved into the core.
This community includes terms like #vaccinegate,
#dna, #genoma, and #rna. The presence of these
terms in the core indicates they are no longer fringe
noise but have formed a structurally dense and
persistent narrative coalition. The coverage layer
captures the external political and social pressure.
We see #lorenzin (referring to the Italian manda-
tory vaccination law), #novax, and pharmaceutical
actors like #merck. These terms are highly active
but remain in the coverage layer, suggesting they
are widely distributed across conversations rather
than being anchored in a single tight thematic core.

The analysis of the final epoch (2020–2024) re-
veals a profound structural and thematic shift that
characterizes the maturation stage of information
disorder in the Italian HPV discourse. In this period,
the network dynamics reflect a discourse deeply
influenced by the post-COVID-19 environment and
a consolidation of skeptical narratives. While the
2015–2019 epoch marked a peak in discursive ex-
pansion, 2020–2024 shows a consolidation. The
coverage layer contains 268 nodes, slightly lower
than the previous peak (349) but maintaining a high
level of connectivity. The most striking result of this
epoch is the content of the core layer. Unlike earlier
periods where the core was dominated by institu-
tional prevention, the 2020–2024 core has become
the site of a highly robust, internationalized skep-
ticism coalition. This is especially visible in the
core community that features high-frequency hash-
tags such as #bigpharma, #eugenetica (eugenics),
#ogm, and #who/#oms (World Health Organiza-
tion). The presence of #covid_19 within this same
core cluster demonstrates that HPV discourse is
no longer an isolated medical topic: it has been
absorbed into a broader framework including other
health topics. Moreover, the appearance of #thede-
fender (associated with the Children’s Health De-
fense) and #hpvvaccine alongside global pharma-
ceutical names like #merck and #glaxo indicates
that the Italian discourse is now tightly synchro-
nized with international anti-vaccination narratives.

Another very significant result is the reversal of
the 2010–2014 epoch, whereas many institutional
and prevention-oriented terms have moved to the
coverage layer in this later epoch. While hashtags
like #hpv, #prevenzione, #salute, and #screening
remain the most frequent in terms of total men-
tions (weighted degree), they are now part of the
long tail in relation to the highly connected core of
skepticism. The coverage layer also captures a
broader range of general health services (#mam-
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(a) Coverage network (2010–2014). (b) Core network (2010–2014).

Figure 1: Hashtag co-occurrence networks for 2010–2014 (coverage vs. core).

(a) Coverage network (2015–2019). (b) Core network (2015–2019).

Figure 2: Hashtag co-occurrence networks for 2015–2019 (coverage vs. core).

mografia, #spirometria, #ecg, #paptest) suggesting
that while the general public still discusses HPV
in the context of screening, these conversations
are structurally more fragmented compared to the
tight, self-reinforcing core of reframed discourse.
In other words, HPV-related discussion persists,
but it co-exists with (and is partially recontextu-
alised by) broader vaccine controversy, including
anti-establishment and COVID-adjacent frames.

From an information-disorder perspective, this
doesn’t merely show that new narratives appear,

but that they alter the structural coupling between
themes, whether by creating bridges that connect
previously separate frames, or by forming parallel
clusters that remain partly segregated yet reshape
the overall discourse environment.

6. Validation

To validate the methodology, we connected
hashtag communities to higher-level information-
disorder narratives by constructing a small seed
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(a) Coverage network (2020–2024). (b) Core network (2020–2024).

Figure 3: Hashtag co-occurrence networks for 2020–2024 (coverage vs. core).

lexicon of narrative-indicative hashtags for two
frames: skeptical/anti-vaccine and conspiracy. The
skeptical/anti-vaccine frame included posts ex-
pressing doubt or opposition to vaccination, such
as safety/efficacy concerns and institutional distrust
framed as skepticism while the conspiracy frame
was used to identify posts alleging coordinated de-
ception or malicious intent, e.g., Big Pharma plots,
depopulation/sterilization claims, censorship narra-
tives. The author manually annotated a small sub-
set of randomly chosen posts (≈ 10 per year); posts
were flagged conservatively only when the narra-
tive signal was unambiguous. From this subset,
we identified 86 seed posts (69 conspiratorial and
17 skeptical). These posts yielded a seed-hashtag
lexicon comprising 52 conspiracy-associated hash-
tags, 5 skeptical hashtags, and 3 overlapping hash-
tags. This lexicon was then used as weak su-
pervision to calculate community-level enrichment
scores, indicating whether seed-linked content was
overrepresented in a given community relative to its
size. The list of seed hashtags is in Table 5 in the
Appendix whereas Table 3 shows two examples of
posts for both categories.

For each epoch and community, the seed enrich-
ment score was computed as the ratio between (i)
the community’s share of all seed mentions and
(ii) the community’s baseline share of total hash-
tag mentions. Communities with enrichment > 1
are over-represented in the corresponding narrative
seeds relative to their size, proving that the commu-
nity contains a higher concentration of skeptical or
conspiratorial content than the rest of the network.
Figure 4 shows how in each epoch, only a minority

Label Italian post English translation
Skeptical VIDEO HPV: I GIO-

VANI CHIEDONO
PIU’ INFOR-
MAZIONE SUL
VACCINO

HPV VIDEO: Young
people ask for more
information about
the vaccine

Skeptical Tumori: vaccino
hpv non convince
mamme

Cancer: the HPV
vaccine does not
convince mothers

Conspiracy Yes, è proprio un
giornalista ad aver
iniziato, con una se-
rie di articoli scan-
dalosi... per quanto
riguarda la comunità
scientifica, no com-
ment

Yes, it was a jour-
nalist who started
it, with a series of
scandalous arti-
cles... as for the
scientific commu-
nity, no comment

Conspiracy non sono i giornali
ad aver affossato
certe teorie ma la
stessa comunità
scientifica inter-
nazionale.. il caso
wakefield è addirit-
tura peggio

It wasn’t the newspa-
pers that sank cer-
tain theories, but the
international scien-
tific community it-
self... the Wakefield
case is even worse

Table 3: Examples of posts flagged by the skep-
tical and conspiracy seed indicators, with English
translations.

of hashtags belong to the core backbone used for
community detection, while a larger set of hashtags
can be projected onto the core community structure
based on their connectivity to core nodes. A third
group remains unassigned, indicating peripheral or
disconnected usage that cannot be reliably linked
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Figure 4: Augmented assignments by epoch.

to a community. Figure 6 in the Appendix reports
the distribution of the projection support score (the
summed weight of edges linking a projected hash-
tag to its assigned core community).

As an example of the core vs coverage en-
richment overlay, Figure 5 displays the enriched
graph for the third epoch (2020–2024). Nodes are
coloured by community-level seed enrichment (yel-
low = baseline, red = high enrichment; log-scaled).
The core network (left) shows the sparsified back-
bone used for community detection; the coverage
network (right; largest connected component) re-
tains peripheral hashtags and bridging edges. High
enrichment appears in a small number of network
communities rather than across the network as
a whole. This indicates that information-disorder
markers cluster into coherent sub-discourses with
consistent co-occurring hashtags, instead of be-
ing randomly or uniformly scattered throughout the
HPV/vaccine conversation. Importantly, because
enrichment is defined relative to community size,
concentrated high values reflect disproportionate
over-representation of seed markers within particu-
lar sub-narratives.

7. Discussion

The 14-year longitudinal analysis (2010–2024) pro-
vides empirical evidence for the lifecycle of HPV
vaccine discourse in Italian X through narrative
coalitions. In the three epochs, clear core clus-
ters shifts can be identified: institutional discourse
forms the core in 2010-2014 and skepticism is
sparse and located in the long tail. In the second
epoch (2015–2019), narrative coalitions around
controversy and skepticism mature into a core clus-
ter that competes with the prevention backbone.
Finally, in the last epoch (2020–2024), the infor-
mation disorder coalition solidifies into a dominant
core. The HPV discourse is no longer about the
vaccine but about reframing health as a political and
conspiratorial struggle against global institutions.

Methodologically, the dual-layer approach proved
effective for detection of early information disorder
signals. The coverage networks ensured that pe-
ripheral and bridging material was not excluded,
while the core networks continue to identify the

most robust associations that were least sensitive
to low-frequency noise. The fact that in 2020–2024,
the core backbone contains almost no links be-
tween different communities suggests that late-
period discourse is more segmented into distinct
frames.

Finally, by using manually labelled seed posts
(skeptical/conspiratorial) to validate the projection,
the method effectively treats hashtags as cultural
products, providing a sociolinguistic lens onto how
hashtags can hijack narratives. This provides a
clear empirical basis for interpreting the results as
a form of conceptual change in which stable health
concepts persist but become embedded in a re-
configured and more polarised information environ-
ment. The findings demonstrate that information
disorder is also matter of structural shifts in con-
nectivity. In turn, this highlights the importance of
the methodology introduced here: it captured that
the projected influence of institutional discourse still
exists but has lost its central structural dominance.

8. Conclusion

This paper examined the temporal evolution of Ital-
ian discourse about the HPV vaccine on X through
a graph-based analysis of hashtag co-occurrence.
By modelling hashtags as cultural objects that
mark discourse and tracking their co-occurrence
structure across three epochs (2010-2014, 2015-
2019, 2020-2024), cross-epoch community match-
ing, and augmented projection, we show that the
HPV conversation undergoes a clear process of
conceptual reconfiguration.

Beyond the HPV case, the proposed methodol-
ogy provides a transparent and reusable framework
for studying conceptual change in online discourse
and for linking network communities to information-
disorder narratives via seed enrichment. The inno-
vation of the method lies in its attempt to bridge the
gap between Discourse Studies and Network Sci-
ence, specifically by addressing the loss of signal
problem in longitudinal online discourse studies.

The Core–Coverage projection effectively solves
the long tail issue which typically results in graphs
structurally biased towards mainstream/dominant
discourse. By capturing the coverage layer and
then projecting those fringe nodes into the core, this
framework creates a computational zoom lens that
allows to see when sparse, low-frequency hashtags
are reframing attempts that attach themselves to
established narrative backbones. In this way, the
analysis is moved beyond what is being said to how
the structure of the argument matures.
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(a) Core network (backbone). (b) Coverage network (LCC).

Figure 5: Core vs coverage enrichment overlay (2020–2024).

9. Limitations

While this study provide several insights, limitations
must be acknowledged. First, the dataset is sub-
ject to the X’s API access constraints and policy
requirements and observed temporal differences
may partially reflect changes in platform usage and
data availability rather than discourse alone. Sec-
ond, hashtag-based analysis captures a salient but
incomplete layer of meaning-making: many tweets
contain no hashtags, hashtags are used strate-
gically (for visibility, irony, or audience targeting),
and co-occurrence networks do not directly encode
stance, intent, or factual accuracy. Therefore, the
reliance on hashtags as primary signals may over-
look important discourse without hashtags. Third,
community structure depends on modelling choices
(epoch boundaries, edge thresholds, top-k pruning,
k-core filtering, and community detection settings).
While we mitigate this by reporting core vs. cover-
age results and by using augmented projection with
explicit support scores, different parameterisations
may yield alternative granularities of communities.

The seed-based enrichment approach provides
weak supervision for narrative-family mapping but
is sensitive to seed selection and ambiguity (e.g.,
topic anchors that co-occur with narrative markers),
therefore the seed-based validation may introduce
bias depending on selection criteria. Enrichment
serves as a guide for qualitative validation rather
than a definitive classifier of conspiracy or skep-
ticism. Additionally, while the method is general-
izable in principle, further evaluation on other do-
mains or datasets would strengthen the claims. Fu-
ture work should extend the analysis with larger cor-

pora and validate narrative-family mapping through
systematic annotation and inter-coder agreement,
enabling stronger claims about misinformation, dis-
information, and malinformation dynamics.

10. References

Virginia Berridge. 2007. Marketing health: smok-
ing and the discourse of public health in Britain,
1945-2000. Oxford University Press, Oxford ;
New York. OCLC: ocn123797267.

Erika Bonnevie, Allison Gallegos-Jeffrey, Jaclyn
Goldbarg, Brian Byrd, and Joseph Smyser. 2021.
Quantifying the rise of vaccine opposition on
Twitter during the COVID-19 pandemic. Jour-
nal of communication in healthcare, 14(1):12–19.
ISBN: 1753-8068 Publisher: Taylor & Francis.

Alessandra Borella. 2017. Report - Reazioni av-
verse - 17/04/2017 - Video.

Rowena Briones, Xiaoli Nan, Kelly Madden,
and Leah Waks. 2012. When Vaccines Go
Viral: An Analysis of HPV Vaccine Cover-
age on YouTube. Health Communication,
27(5):478–485. Publisher: Routledge _eprint:
https://doi.org/10.1080/10410236.2011.610258.

Brian C. Britt. 2023. The Evolution of Dis-
course in Online Communities Devoted
to a Pandemic. Health Communication,
38(5):1041–1053. Publisher: Routledge _eprint:
https://doi.org/10.1080/10410236.2021.1991618.

128



Ekaterina Budnik, Violetta Gaputina, and Vera Bo-
guslavskaya. 2019. Dynamic of hashtag func-
tions development in new media: Hashtag as an
identificational mark of digital communication in
social networks. In Proceedings of the XI Inter-
national Scientific Conference Communicative
Strategies of the Information Society, pages 1–5,
St. Petersburg Russian Federation. ACM.

William A. Calo, Melissa B. Gilkey, Parth D. Shah,
Anne-Marie Dyer, Marjorie A. Margolis, Susan Al-
ton Dailey, and Noel T. Brewer. 2021. Misinforma-
tion and other elements in HPV vaccine tweets:
an experimental comparison. Journal of Behav-
ioral Medicine, 44(3):310–319.

Richard M. Carpiano, Timothy Callaghan, Renee
DiResta, Noel T. Brewer, Chelsea Clinton, Ali-
son P. Galvani, Rekha Lakshmanan, Wendy E.
Parmet, Saad B. Omer, Alison M. Buttenheim,
Regina M. Benjamin, Arthur Caplan, Jad A. El-
harake, Lisa C. Flowers, Yvonne A. Maldonado,
Michelle M. Mello, Douglas J. Opel, Daniel A.
Salmon, Jason L. Schwartz, Joshua M. Sharf-
stein, and Peter J. Hotez. 2023. Confronting the
evolution and expansion of anti-vaccine activism
in the USA in the COVID-19 era. The Lancet,
401(10380):967–970. Publisher: Elsevier.

Li Chen, Yafei Zhang, Rachel Young, Xianwei Wu,
and Ge Zhu. 2021. Effects of Vaccine-Related
Conspiracy Theories on Chinese Young Adults’
Perceptions of the HPV Vaccine: An Experimen-
tal Study. Health Communication, 36(11):1343–
1353.

Giuseppe Crupi, Yelena Mejova, Michele Tizzani,
Daniela Paolotti, and André Panisson. 2022.
Echoes through Time: Evolution of the Italian
COVID-19 Vaccination Debate. Proceedings of
the International AAAI Conference on Web and
Social Media, 16:102–113.

Gayle DeLong. 2018. RETRACTED ARTICLE:[A
lowered probability of pregnancy in females in the
USA aged 25–29 who received a human papillo-
mavirus vaccine injection]. Journal of Toxicology
and Environmental Health, Part A, 81(14):661–
674. Publisher: Taylor & Francis.

Diana Dobrin. 2020. The Hashtag in Digital Ac-
tivism: A Cultural Revolution. Journal of Cultural
Analysis and Social Change, 5(1):03.

Nihal Durmaz and Engin Hengirmen. 2022. The
dramatic increase in anti-vaccine discourses
during the COVID-19 pandemic: a social
network analysis of Twitter. Human Vac-
cines & Immunotherapeutics, 18(1):2025008.
Publisher: Taylor & Francis _eprint:
https://doi.org/10.1080/21645515.2021.2025008.

Milena Gabanelli and Valesini. 2016. Se il dirigente
prescritto in un caso di corruzione rappresenta
l’Italia in Ue. Corriere della Sera.

Giovanni Gabutti, Erica d’Anchera, Francesco
De Motoli, Marta Savio, and Armando Stefa-
nati. 2021. Human Papilloma Virus Vaccina-
tion: Focus on the Italian Situation. Vaccines,
9(12):1374.

Michelle Girvan and M. E. J. Newman. 2002. Com-
munity structure in social and biological net-
works. Proceedings of the National Academy
of Sciences, 99(12):7821–7826. ArXiv:cond-
mat/0112110.

Keith Gunaratne, Eric A. Coomes, and Hour-
mazd Haghbayan. 2019. Temporal trends in
anti-vaccine discourse on Twitter. Vaccine,
37(35):4867–4871.

Jacqueline Gwynne. 2020. Sacrificial virgins:
Is Gardasil even necessary? News Weekly,
(3028):6. Publisher: National Library of Australia.

Mary Holland, Kim Mack Rosenberg, and Eileen
Iorio. 2018. The HPV Vaccine On Trial: Seeking
Justice for a Generation Betrayed. Skyhorse Pub-
lishing. Google-Books-ID: OnV5DQAAQBAJ.

Joe Khalil, Sarah Boutros, Abdo Hassoun, Souheil
Hallit, and Habib Barakat. 2023. Human papil-
lomavirus vaccine knowledge and conspiracy
beliefs among secondary school students in
Lebanon. BMC Pediatrics, 23(1):363.

Arnaud John Kombe Kombe, Bofeng Li, Ayesha
Zahid, Hylemariam Mihiretie Mengist, Guy-Armel
Bounda, Ying Zhou, and Tengchuan Jin. 2021.
Epidemiology and Burden of Human Papillo-
mavirus and Related Diseases, Molecular Patho-
genesis, and Vaccine Evaluation. Frontiers in
Public Health, 8:552028.

Svetlana Kordumova, Jan Gemert, and Cees G.
Snoek. 2016. Exploring the Long Tail of Social
Media Tags. In Proceedings, Part I, of the 22nd
International Conference on MultiMedia Model-
ing - Volume 9516, MMM 2016, pages 51–62,
Berlin, Heidelberg. Springer-Verlag.

Melanie L. Kornides, Sarah Badlis, Katharine J.
Head, Mary Putt, Joseph Cappella, and Graciela
Gonzalez-Hernadez. 2023. Exploring content
of misinformation about HPV vaccine on twit-
ter. Journal of Behavioral Medicine, 46(1-2):239–
252.

Gevisa La Rocca and Giovanni Boccia Artieri. 2022.
Research using hashtags: A meta-synthesis.
Frontiers in Sociology, 7:1081603.

129



Heidi J. Larson and David A. Broniatowski. 2021.
Volatility of vaccine confidence. Science,
371(6536):1289.

Regina G. Lawrence. 2004. Framing Obesity:
The Evolution of News Discourse on a Public
Health Issue. Harvard International Journal of
Press/Politics, 9(3):56–75.

Deborah McPhail and Andrea E. Bombak.
2015. Fat, queer and sick? A critical anal-
ysis of ‘lesbian obesity’ in public health
discourse. Critical Public Health, 25(5):539–
553. Publisher: Taylor & Francis _eprint:
https://doi.org/10.1080/09581596.2014.992391.

Francesco Saverio Mennini, Andrea Silenzi, An-
drea Marcellusi, Michele Conversano, Andrea
Siddu, and Giovanni Rezza. 2022. HPV Vacci-
nation during the COVID-19 Pandemic in Italy:
Opportunity Loss or Incremental Cost. Vaccines,
10(7):1133.

Bjarke Mønsted and Sune Lehmann. 2022. Char-
acterizing polarization in online vaccine dis-
course—A large-scale study. PLOS ONE,
17(2):e0263746. Publisher: Public Library of
Science.

Ignacio Ojea Quintana, Ritsaart Reimann, Marc
Cheong, Mark Alfano, and Colin Klein. 2022. Po-
larization and trust in the evolution of vaccine
discourse on Twitter during COVID-19. PLOS
ONE, 17(12):e0277292. Publisher: Public Li-
brary of Science.

Ann Robertson. 1998. Shifting Discourses on
Health in Canada: From Health Promotion to
Population Health. Health Promotion Interna-
tional, 13(2):155–166.

Andrew S. Ross. 2020. Discursive delegitimisa-
tion in metaphorical #secondcivilwarletters : an
analysis of a collective Twitter hashtag response.
Critical Discourse Studies, 17(5):510–526.

Tebogo B. Sebeelo. 2021. Hashtag Activism, Poli-
tics and Resistance in Africa: Examining #This-
Flag and #RhodesMustFall online movements.
Insight on Africa, 13(1):95–109.

Tara C. Smith and David H. Gorski. 2024. Infertility:
A common target of antivaccine misinformation
campaigns. Vaccine, 42(4):924–929.

Bonnie Stabile, Aubrey Grant, Hemant Purohit,
and Kelsey Harris. 2019. Sex, Lies, and
Stereotypes: Gendered Implications of Fake
News for Women in Politics. Public Integrity,
21(5):491–502. Publisher: Routledge _eprint:
https://doi.org/10.1080/10999922.2019.1626695.

Cheryl A. Vamos, Robert J. McDermott, and
Ellen M. Daley. 2008. The HPV vaccine: framing
the arguments FOR and AGAINST mandatory
vaccination of all middle school girls. Journal of
School Health, 78(6):302–309. ISBN: 0022-4391
Publisher: Wiley Online Library.

Jan-Willem Van Prooijen and Mark Van Vugt. 2018.
Conspiracy Theories: Evolved Functions and
Psychological Mechanisms. Perspectives on
Psychological Science, 13(6):770–788.

Lorella Viola. 2025. ‘Barren lesbians plotting ster-
ilization’: gender stereotypes and prejudices in
health disinformation narratives, a cross-cultural
analysis of social media of the HPV vaccine. In
Catherine Tebaldi, Alistair Plum, and Christoph
Purschke, editors, Conspiracy as Genre: Nar-
rative, Power and Circulation. Bloomsbury Aca-
demic, London.

Andrew Wakefield. 2022. Infertility: A Diaboli-
cal Agenda Is Anti-Vaxx Sleight-of-Hand Propa-
ganda.

Katrin Weller, Axel Bruns, Jean Burgess, Merja
Mahrt, and Cornelius Puschmann, editors. 2013.
Twitter and society. Number vol. 89 in Digital
formations. Peter Lang, New York.

WHO. 2022. Cancer Today. Technical report,
WHO.

Bradley Wiggins. 2023. ‘Nothing Can Stop What’s
Coming’: An analysis of the conspiracy theory
discourse on 4chan’s /Pol board. Discourse &
Society, 34(3):381–398. Publisher: SAGE Publi-
cations Ltd.

Asami Yagi, Yutaka Ueda, and Tadashi Kimura.
2024. HPV Vaccine Issues in Japan: A review
of our attempts to promote the HPV vaccine and
to provide effective evaluation of the problem
through social-medical and behavioral-economic
perspectives. Vaccine, 42(22):125859.

Michele Zappavigna. 2016. Twitter. In Christian R.
Hoffmann and Wolfram Bublitz, editors, Pragmat-
ics of social media, volume 11, pages 201–224.
Walter de Gruyter. Publisher: Walter de Gruyter
GmbH & Co KG.

A. Appendix

130



Statistic Value
Time span (UTC) 2010-01-02 to 2024-12-30
Duration 5,476 days (≈15.0 years)
Tweets (rows) 4,895
Unique users (user IDs) 1,910
Unique usernames 2,252
Tweets with ≥1 hashtag 904 (18.47%)
Unique hashtags (observed) 754
Likes (sum / median / max) 191,523 / 0 / 28,662
Replies (sum / median / max) 25,864 / 0 / 1,314
Retweets (sum / median / max) 36,562 / 0 / 2,261
Quotes (sum / median / max) 5,215 / 0 / 425

Table 4: Descriptive statistics for the Italian-
language Twitter/X corpus. Hashtag presence
is computed across all hashtag fields (including
quoted/reply tweet objects when available).

Seed set Unique seed hashtags
Skeptical #feedly, #gardasil, #hpv, #medicina, #pa-

pilloma
Conspiracy #algoritmo, #antivax, #assassinidistato,

#aulascienze, #bigpharma, #burioni,
#business, #butac, #casefarmaceutiche,
#censura, #checoincidenza, #cicap,
#crimini, #facebook, #gardasil, #giule-
manidaibambini, #giulemanidaigiovani,
#hpv, #ionondimentico, #iovaccini,
#iovaccino, #laverità, #libertadiscelta,
#lorenzin, #mafiamedica, #malattieses-
suali, #medicina, #merck, #nonmiafiglia,
#notizie, #novax, #papillomavirus,
#portatore, #pseudomedicina, #salute,
#sanita, #sano, #scienza, #scuola,
#senzacategoria, #speriemtazione,
#standingupforscience, #stopleggeloren-
zin, #strinic, #teamvaxitalia, #ultimora,
#uominiedonne, #uomo, #vaccinarsi,
#vaccinazione, #vaccinazioni, #vaccini

Overlap #hpv, #gardasil, #medicina

Table 5: Seed hashtag lexicon used to flag skeptical
and conspiracy narratives (hashtags normalised to
lowercase).

Figure 6: Distribution of projection support by
epoch (sum of edge weights from a projected hash-
tag to its assigned core community).
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